A VPL Grammar and XML DTD

A.l LALR Grammar

The following VPL grammar was written for an LALR parser generator. The terminal symbols,
of the language are in capitals, the terminal | D refers to an identifier.

policy ::=
POLI CY | D LCBRACE definiti ons RCBRACE

definitions ::=
definition definitions | definition ;

definition ::=
role _definitions | viewdefinition | schenma_definition ;

role definitions ::=
ROLES rol e_def_list ;

role def list ::=
role_definition role_def _list | role_definition

role definition ::=
I D inheritance_spec initial_view defs card_constraint_def
excl _constraint _def req_constraint_def;

i nheritance_spec ::=
COLON comma_separated list | enpty ;

comra_separated_list ::=
| D COWA comma_separated_ list | 1D ;

initial _viewdefs ::=
initial _view def list | enpty ;

initial _view def list ::=
initial _view.def | initial_viewdef initial_viewdef |ist

initial _viewdef ::=
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HOLDS comma_separated |ist ONID ;

card_constrai nt _def :
MAXCARD NUMBER | M NCARD NUMBER | enpty ;

excl _constraint_def ::=
EXCLUDES conme_separated_list | enpty ;

req_constraint_def ::=
REQUI RES conme_separated list | enpty ;

view definition ::=
assignabl e _nodi fier static_nodifier
VIEWI D i nheritance_spec controlled_type_spec
role restriction_list required views |ist
LCBRACE vi ew_body RCBRACE
| assignable nodifier static_nodifier VIRTUAL VIEWID
i nheritance_spec control |l ed_type_spec
role restriction_list required_views |ist ;

assignable_nodifier ::=
ASSI GNABLE | enpty ;

static_nodifier ::=
STATIC | enpty ;

controll ed_type_spec ::=
CONTROLS ID | enpty ;

role restriction_list ::=
RESTRI CTEDTO comma_separated list | enpty ;

required views list ::=
REQUI RES conme_separated_list | enpty ;

vi ew _body :: =
all owed rights list denied rights |ist ;

allowed rights _list ::=
ALLOWNVTrights list | enpty ;

denied_rights_list ::=
DENY rights_list | enpty

rights list ::=
STRONG ID rights_ list | STRONGID | ID]| IDrights_list ;

schena_definition ::=

154



A.l LALR Grammar

SCHEMA | D OBSERVES | D LCBRACE scherma_body RCBRACE

schema_body :: =
schema_cl auses_|Ii st

schema_cl auses_list ::=

schema_cl ause | schena_cl ause schenma_cl auses_|Ii st
schema_cl ause :: =

I D assignnents_spec_list renovals_spec_|ist ;

assignnents_spec_list ::=
assignments_list | enpty ;

assignnents list ::=
assi gnment _spec assignnents_list | assignnent_spec

assi gnnent _spec ::=
ASSI GNS comma_separated_|ist ON target_spec
TO recipient_list assign_option

target _spec ::=
| D:type_name | object_ref | object_ref DOT ID ;

object ref ::=
THIS | RESULT | LBRACE | D RBRACE

recipient_list ::=
CALLER | CALLER COWWA conma_separated_list | comma_separated_|i st

renoval s_spec_list ::=
renoval s _list | enpty

removals list ::=
renoval _spec renoval s_list | renpval _spec

renoval _spec ::=
REMOVES coma_separated |ist ON target _spec FROM recipient |ist

assign_option ::=
W THASSI GNOPTION | enpty ;

enpty ::=/* nothing */ ;
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A.2 XML Document Type Definition

<?xm version="1.0" encodi ng="UTF- 8" ?>

<I--
<l--
<l--

<! ELEMENT
<! ATTLI ST

>

<I--

<! ELEMENT

<! ELEMENT

<! ATTLI ST

<! ELEMENT
<! ATTLI ST

<! ELEMENT
<! ATTLI ST

<! ELEMENT
<! ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<! ATTLI ST

<I--
<! ELEMENT

<l--

<! ELEMENT
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Rol es

alternate root el enent

Vi ews

DTD with syntax for VPL

policy (role*,

policy
name | D #REQUI RED

( view| schema )+ )>

-->
rol e-ref (#PCDATA) >

role ( inherits*, holds*,
( excl usion-constraint

cardinality-constraint?,
prerequisite-constraint )* )>

rol e nane | D #REQUI RED>

i nherits EMPTY>
i nherits role | DREF #REQUI RED>

hol ds EMPTY>
hol ds vi ew CDATA #REQUI RED
on-type CDATA #REQUI RED>

cardinality-constrai nt EMPTY>
cardinality-constraint
val ue CDATA #REQUI RED>

excl usi on-constrai nt EMPTY>
excl usi on-constrai nt
rol e | DREF #REQUI RED>

prerequi site-constraint EMPTY>
prerequi site-constraint
rol e | DREF #REQUI RED>
for roles only -->
roles (role*)>

-->

vi ewref (#PCDATA) >
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<I ELEMENT view ( allow?, deny?)>
<! ATTLI ST vi ew
name CDATA #REQUI RED
ext ends CDATA #| MPLI ED
control s CDATA #l MPLI ED
requi res CDATA #l MPLI ED
restricted-to CDATA #l MPLI ED
assignable ( true | false ) "fal se”
static ( true | false ) "fal se"
virtual ( true | false ) "fal se"
>

<l-- allowdeny -->

<! ELEMENT allow ( right+ ) >
<! ELEMENT deny ( right+ )>

<! ELEMENT right EMPTY>

<! ATTLI ST right name CDATA #REQUI RED

priority ( strong | weak ) "weak"
>

<l-- Schemas -->

<! ELEMENT schema (ri ghts-change) +>
<! ATTLI ST schenm
name CDATA #REQUI RED
observes CDATA #REQUI RED
>

<! ELEMENT ri ghts-change ( change+ ) >
<I ATTLI ST ri ghts- change operati on CDATA #REQUI RED>

<! ELEMENT change ( ( viewref+ ), target, recipient+ )+ >
<I ATTLI ST change nmode ( assigns | renoves ) #REQUI RED >

<I ELEMENT target ( type | argument | dynref )>

<I ELEMENT type EMPTY >
<I ATTLI ST type nanme CDATA #REQUI RED>

<! ELEMENT dynref EMPTY >

<! ATTLI ST dynr ef
type ( result | this ) #REQU RED
menmber CDATA #| MPLI ED
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<! ELEMENT ar gunent EMPTY >
<I ATTLI ST ar gunent
nane CDATA #REQUI RED
menber CDATA #l MPLI ED
>

<! ELEMENT recipient ( caller | subjectref+ ) >
<! ELEMENT cal | er EMPTY >
<! ELEMENT subj ectref ( #PCDATA )>

<l-- end of DID -->
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