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Abstract

The main question addressed in this work is how the specification, deployment and manage-
ment of application–oriented access control policies in distributed object systems can be sup-
ported in a way that increases the overall security. The first chapters of this thesis examine
the problems that need to be addressed and identify a number of requirements for manageable
access control. The overall management task is analyzed and structured into subtasks that are
performed by potentially separate managers: principals or credentials management, object and
domain management, and policy management. Also, the tasks of policy deployment and de-
velopment are examined. As a result, we identify the requirements for documentation, support
for communication between the involved parties, and for suitable management abstractions. It
is concluded that an integrated approach to secure software development and management is
required and that it can best be supported by the definition of a declarative policy language.
Looking at the current technology for CORBA security reveals conceptual scalability problems
and lack of structured support for policy design.

Therefore, this thesis proposes a new view–based access model and a declarative specifi-
cation language called view policy language (VPL). The abstractions of this language are de-
signed to support deployment and development as well as management of application policies.
The central concepts of VPL are views as a first–class concept for the type–safe aggregation
of access rights, roles as a task–oriented abstraction of callers, and schemas as a means of
specifying triggered dynamic changes in the protection state. To prove the practical relevance
of these concepts, a comprehensive case study is analyzed and implemented. The technical
feasibility of view–based access control is shown through an implementation of the required
security infrastructure, which includes an interceptor–based access control mechanism, a lan-
guage compiler, view and role repositories, and graphical management tools.
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