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Introduction

The aim of this work is the evaluation of braid-based cryptography by crypt-
analysis and the introduction of new schemes.

Braid group cryptography, a relatively new branch of public key crypto-
graphy using feasible non-commutative groups, was introduced in [AAG99|
and [KL1T00]. A motivation and a very short review of the history of non-
commutative cryptography, of which braid group cryptography is a branch,
is given at the beginning of chapter 5. Section 5.1 describes the fundamental
braid-based key agreement protocols [AAG99, KL*00, CK*01] for gen-
eral groups and their base problems. In section 5.2 we discuss several attacks
against the above mentioned key agreement protocols which were proposed
so far.

The AAG [AAG99| and the Ko-Lee et al. scheme [KL"00]| were early com-
promised by Gebhardt’s practically efficient solution to the conjugacy search
problem in braid groups for randomly chosen, long input braids [Ge05|.
Therefore we focussed our cryptanalytical efforts to the braid Diffie-Hellman
KAP (section 4.1) [CK™01], a revised Ko-Lee protocol, based on a decompo-
sition problem in braid groups. As cryptanalytical tool we used representa-
tion attacks. The idea is, using linear representations of the braid group B,
to solve the base problem in a matrix group, and then lift back to B,. We
improved the two known representation attacks on the braid Diffie-Helman
KAP [CK™01], the Lee-Park attack (section 4.2.2) [LP03] using Burau rep-
resentation, and the Cheon-Jun attack (section 4.2.1) [CJ03a, CJ03b]| using
Lawrence-Krammer representation.

After a short review of several notions and fundamental properties of braid
groups in section 1.1 we introduce the fundamental representations in ques-
tion, the Burau representation (3 : B,, — GL(n, Z[qg*!']) (section 1.2) and the
Lawrence-Krammer representation p : B, — GL((3),Z[g*", t*"]) (section
1.3) [La90]. In section 1.4 we show that the Lawrence-Krammer module
for t = 1 is isomorphic to the symmetric square of the reduced Burau mod-
ule [Kr00|. But there is a further connection between the Burau and the
Lawrence-Krammer representation: There exists an iterated construction of



braid representations, called augmenting construction, which generalizes the
construction of Magnus representations. The augmenting construction (sec-
tion 1.5), independently introduced in [BLM92| and [L92], yields, starting
with the trivial representation, the Burau representation. And if we apply it
to the Burau representation, we get an n?-dimensional representation which
can be reduced to the Lawrence-Krammer representation [Lo94].

Since the Lawrence-Krammer representation is proved to be faithful for all
n € N [Bi00, Kr02| we are able to compute the unique preimage braid of
a given Lawrence-Krammer matrix. Chapter 2 deals with inversion algo-
rithms for the Lawrence-Krammer representation. Indeed, there is a deep
connection between the Lawrence-Krammer representation and efficiently
computable normal forms of the braid group, the Garside or greedy nor-
mal forms. All Garside groups admit such greedy normal forms. The notion
of Garside monoids and groups is introduced in section 2.1. Note that there
are two (known) Garside monoids in B, the monoid of positive braids B;
in the classical Artin presentation, and the dual monoid BK L}, consisting
of those braids which are positive according to the dual (or Birman-Ko-Lee)
presentation. Indeed, we are able to reconstruct the unique preimage braid
of a given Lawrence-Krammer matrix directly in greedy and dual greedy nor-
mal form. In order to explain why a reconstruction in greedy normal form is
always possible we review in section 2.2 the main steps of Krammer’s combi-
natorial faithfulness proof for the Lawrence-Krammer representation setting
q € (0,1) [Kr02|]. Further, Krammer’s faithfulness proof for the Lawrence-
Krammer representation of By with ¢ € (0,1) [Kr00] is reviewed in detail in
section 2.3. Indeed, we present a slightly different, quite longer proof, which
has the advantage that the definition of the cones C, (see proof of Theorem
2.38) is more unified. This faithfulness proof of p4|ic(o,1) leads to an inversion
algorithm (which is an inversion heuristic for n > 5 with 100% success rate)
that reconstructs the preimage braid in dual Garside normal form. Both
inversion algorithms for the Lawrence-Krammer representation are explicitly
given in section 2.4.

Contrary to the Lawrence-Krammer representation, the Burau representa-
tion is not faithful for n > 5 [Bi99|. Since the structure of the Burau kernel
is not understood so far, only heuristics for the computation of preimage
braids are known. In the sections 3.1 and 3.2 we describe Hughes’ algorithm
|[Hu02] and its improvements by E. Lee and Park [LP03|. In section 3.3 we
first construct an inversion heuristic (with 100% success rate) for the above
mentioned n2-dimensional representation arising from augmenting construc-
tion. Then we apply an analgue of this heuristic to the Burau representation.
This yields a linear time inversion heuristic for the Burau representation (al-
gorithm 3.5) with sligthly, but significantly better success rates than the
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linear time heuristics described in section 3.1. Of course, algorithm 3.5 pro-
vides an improved Lee-Park attack against the braid Diffie-Hellman KAP
(section 4.2.2).

Further, using ideas from [LPO03], we improved Cheon-Jun attack using
Lawrence-Krammer representation. Though our attack (section 4.3) is not
deterministic, for generic, sufficiently long instance braids, we can recover
the p-image of the private key using only one matrix inversion. This result
was already published in [Ka06]|. A complexity analysis (section 4.3.3) shows
that our attack is 37 orders in n more efficient than Cheon-Jun attack, where
7 denotes the matrix multiplication exponent.

Nevertheless, a completely different and more efficient heuristic attack had
been proposed by Myasnikov, Shpilrain and Ushakov at the CRYPTO 2005
[MSUO05|. We describe this attack in section 5.2.4. Further, Shpilrain and
Ushakov introduced a new key agreement protocol based on a generalized
decomposition problem (section 5.3) [SU06b].

KAPs are not the only braid-based cryptographic primitives. In section 5.4
we deal with signature and authentication schemes. Special attention de-
serves the Fiat-Shamir-like authentication scheme using shifted conjugacy
(section 6.2), introduced by P. Dehornoy |[De06|. Shifted conjugacy is a
(left) self-distributive binary operation in the infinite braid group By. To-
gether with other examples for LD-systems it is discussed in section 6.1.
The base problem of Dehornoy’s authentication scheme [De06] is the shifted
conjugacy search problem, for which, contrary to the usual conjugacy search
problem in braid groups, no solution is known so far.

We tried to invent a new key agreement protocol based on shifted conjugacy
in braid groups. It turned out that we are able to adapt the AAG scheme.
We show in section 6.3 that the AAG protocol for monoids naturally gen-
eralizes to an AAG protocol for magmas. Further, we show that the most
natural special case of this general scheme is a key agreement scheme for
LD-systems. In section 6.4 we construct an explicit KAP, which is based
on a simultaneous shifted conjugacy search problem in braid groups. As a
further example of the general AAG scheme for magmas we introduce in sec-
tion 6.3.2 a KAP based on a simultaneous decomposition problem in groups.
We believe that the above mentioned variants of the AAG protocol are not
the only specifications of our general AAG scheme for magmas and that it
should provide plenty more concrete examples. In particular Laver tables
seem to provide other interesting platform LD systems. But this is dedicated
to future work.

We note that the ideas introduced in section 6.3 inspired us to repair a fur-
ther Fiat-Shamir-like authentication scheme for LD-systems (section 6.2),
introduced by P. Dehornoy in a talk given at a workshop in Bochum [De05|.

il
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Chapter 1

On some linear representations of
braid groups

1.1 Braid groups: several notions and funda-
mental properties

This section deals with the definition and fundamental properties of the braid
groups, which were introduced by E. Artin in 1926 [Ar26, Ar47|. For more
details on braids and braid groups we refer to [Bi74, MK99, BB06|. Sev-
eral of our notations are used as in [Bi74].

Definition 1.1 Consider the so-called big diagonal in C",

A= {(Z]-?“‘azn)e(cn|zfi:zj for some i # j}.

Choose a fixed base point z° in C"\A, e.g., defined by 2° = (2,...,2°) =

(1,...,n). Then the fundamental group P, := 7 (C™"\A,2°) is called the
pure (or unpermuted or colored) braid group (with n strands).

There exists a natural left! action of the symmetric group S, = (S,,0)
on C"\ A, permuting the coordinates in z € C™\ A:

S, x C\A — C™A defined by

(0,(21,. -, 20) V= (Zo()s- -+ Z0(n))-

The orbit space (C"\A)/S,, is called configuration space, and the orbit space
projection p : C"\A — (C™\A)/S, is a regular covering projection.

'We use the notation (o o 7)(i) := o (7(i)).
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Definition 1.1 (continued)

The fundamental group of the configuration space, B,, := m((C"\A)/S,.), is
(called) the (full) braid group (with n strands). The elements of P, and B,
are called pure braids and braids, respectively. The neutral element of P, and
B,, is called trivial braid and denoted by e or 1.

A braid is represented by a loop f : [0,1] — (C™"\A)/S,, i.e., f(0) =
f(1) = p(2%). This loop lifts uniquely to a path

F=(h . f):[0.1] > CNA with f(1)=2".

The graph s; := {(fi(t),t) € Cx [0,1] | t € [0,1]} of the i-th coordinate
function f; : [0,1] — C can be viewed as the i-th braid strand and the union
s: =8 U...Us, as a geometric braid.

This unique lift f of f allows us to define the surjective homomorphism

v:B,=m(C"\A)/S,) — S, by

()

Here we define the braid permutation or induced permutation v(f) by specify-
ing the initial positions f;(0) in terms of the final positions f;(1) Vi = 1,...,n.
Otherwise we would get an anti-homomorphism instead of a homomorphism.
Together with the injective homomorphism p, induced by the covering pro-
jection p, this surjective homomorphism v gives rise to a short exact sequence

l1—P, 2B, 58, —1

with im p, = kerv = P,. This short exact sequence is not split, since
there exists no monomorphism from S,, to B,. And this is true, because the
braid group is torsion free, i.e., there exists no b € B, such that v* = e for
some k > 1. An older proof for the fact that B, contains no elements of
finite order is given in [Mu82|. See also the proof to Proposition 10.14 in
|BZ03|, using Satz 4.1 of [Wa67|. Dehornoy’s fundamental discovery of a
left-invariant total order? < on B, [De94, De00] yields a very short proof
(see also section 6.4 in [BB06]):

Let b # e be a braid with e < b. Now, left-invariance of the order < implies

<P <b?<bl<e<bh<ti<tP<. ...

Further, replace in the case e > b "<" by ">" which proves the assertion.

2A group G admits a left-invariant order < if b < ¢ = ab < ac Va,b,c € G.
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Now, since P, is a subgroup of index n! in B, it turns out to be sufficient
for our purposes to consider presentations of B,,:

Proposition 1.2 Denotei=+—1€ C. Forallk =1,...,n—1, let the k-th
Artin generator® o), € B,, be represented, e.g., by the path

0,1] — C™\A,
t — (L., k=1k+t—ivVt—t2k+1—-t+ivVt—1t2,...,n),

then B, admits the well-known Artin presentation

Bn:<0'17...,0'n_1 0—10—] UJUZ V‘Z j’> ’ >

0i0i110; = 04100341 Vi=1,...,n—2

PROOF. - See, e.g., [Ar47| or theorem 1.8 in [Bi74]|. O

A new presentation with an enlarged set of generators (so-called band
generators?)

s = (01 0s1)os(00y o 0)

= (as_l .- -0;12)@_1(@_2 o), 1<s<t<n,

and relations

AisQsyr = AgrQyy = AprQys, 1 <r<s<t< n,

AtsQrg = QpqQs, (t—r)t—q)(s—1)(s—q),

was introduced in [Xu92, Br94, KKL97, BKL98|. We call this presenta-
tion BKL- or dual presentation.

Further, we can view B, as the mapping class group of the n-punctured
disc:

Definition 1.3 (see [Kr00]) Let D = D™ = {z € C | |z — i(n+ 1)| <
$(n+1)} be the disc in C with diameter [0,n+1], and denote the correpond-
ing n-punctured disc by D,, := D\P with P :={z),..., 2%} ={1,...,n}.

Let H = H(D,P) be the group of all orientation-preserving homeomorphisms
¢ : D — D satistying ¢ |ap=id and ¢(P) = P. The group structure on H

3Informally speaking, inside the Artin generator oy the (k + 1)-th strand crosses over
the k-th strand, and vice versa for the inverse generator 0';1.
*Loosely speaking, inside the band generator a;, the t-th strand crosses over the s-th

strand in front of the strands s +1,...,¢t — 1.



is simply given by composition.

By H, we denote the (normal) subgroup of H, consisting of those ¢ € H
which are isotopic to the identity element, i.e., there exists a continous iso-
topy I : [0,1] x D — D such that 1(0,z) = z, I(1,2) = ¢(2) Vz € D and
(I(t,-): D — D)€ H forallte|0,1].

Then we can define the mapping class group of D,,, i.e. the mapping class group
of D relative to P, as the group of orientation-preserving self-homeomorphisms
of D which keep the boundary 0D pointwise and P as a set fixed:

M(D,) = M(D,P) := H/H,,.

Definition 1.4 Let v be an embedded arc in D,, whose endpoints are punc-
tures. A Dehn half twist is a homeomorphism 7, € M(D,) which is the
identity map outside a regular neighbourhood of v and which exchanges the
endpoint punctures. Identifying this arc with a straight line, the homeomor-
phism 7, is obtained by rotating v about its midpoint to the angle of m in
counterclockwise direction.

Proposition 1.5 The mapping B, — M(D,) defined by o}, — Tj 4]
(1 <k < n) is a group isomorphism.

PROOF. - A proof is sketched in section 1.1.2 of [DD*02]. For details
we refer to chapter 4 in [Bi74] or section 1.3 in [BBO06|.

An orientation-preserving homeomorphism ¢ : D — D with ¢(P) = P
which keeps the boundary 0D pointwise fixed can be recovered up to isotopy
from the induced isomorphism ¢, : m(D,, 2.) — w1 (D, z«), where z, € 0D
is a fixed base point. This gives rise to an embedding

1: B, 2 M(D,,) — Aut(m(Dy, 2+)) = Aut(F,).

If we choose z, =n+ 1 and {x; | i =1,...,n} (Figure 1.1) as generator

set of F,, & m(D,, z.), then the monomorphic image of an Artin generator
isVek=1,...,n—1:

wog) 1 F, — F,

$k+1, Z: k,
1 .
T, — T TkTry1, 1=k + 1,
X, 1 £k k+ 1.



‘ Zx Z

FIGURE 1.1: PATHS REPRESENTING THE GENERATORS
x; AND y; OF m1(Dy, 24).

In the case F,, = m(Dp,2.) = (Y1,...,Yn) (Figure 1.1) we get Vk =
1,....n—2:

and

Fo,
-1 .
, Yk+2Yp Yk, t=Fk+1
e { i i#k+1
Fy,

-1 -
Yn Yn-1, =T

i { Yi i #n.
Note the following relations between the x;’s and the y;’s:
T, = yiy;rll, Yi = TiTit1- T, V1I<i<mn, and x, =y,
Proposition 1.6 There exists a natural embedding

a:F, — P, defined by
‘ f:[0,1] —CM\A
e { toe— (1, m(t)

such that the subgroup of P, generated by a(x1),...,a(z,) is a free group.
Further this free subgroup is normal in P, , but it is not a normal subgroup
of Bn+1-

PROOF. - See, e.g., chapter 3.2 in [MK99|.



Embed C x [0,1] in the 3-dimensional space such that the real and
imaginary axes lie in (1,0,0)"- and (0,1,0)%-direction, respectively, and
the t-axis lies in (0,0, —1)%-direction. Now, if we view along the imagi-
nary axis, then we see that f : ¢ — (1,...,n,z;(t)) describes the pure braid
Aipi1 = aiﬂ)i € Pyy1. The A;’s (1 < i < j < n) build a classical gener-
ating set of the pure braid group P,, introduced by E. Artin. Further, if we
define Bij = Aiin—i—l,j cee Aj—l,ja then Oé(ZEZ) = Ai,n—i—l 1mphes O[(yl) = Bi,n—i-l'
It is easy to verify that the following braid identities hold in B, :

+1 1 a4l
O-kAkm—i-lo-k: _Ak+1,n+17

+1 1 41 +1
UkAk:+1,n+10k _Ak+l,n+1Ak,n+1Ak+17"+17

and oy AT

]7"

+10k_1 = Aﬂﬂ for all j # k, k + 1. This implies

O’kOé(ZE;-tl)O'k_l = a(z(ak)(x;-ﬂ)) forall 1<j<n, 1<k<n.
Analogously we verify O'k_IOé(ZIZ;-ﬂ)O'k = a(z(a,;l)(xjﬂ)). Now, we can simply
prove by induction that

ba(w)b™ = a(1(b)(w)) Vb€ B, Yw € F,.

Therefore, if we do not distinguish between w € F,, and a(w) € P, 11, then
we can say that B, acts from left on F}, by conjugation.

Together with the surjective homomorphism ¢ : P, y; — P, defined by pulling
out the (n + 1)-th strand, the embedding « gives rise to the short exact
sequence

1 — F, % Py~ P, — 1.

Because of the (injective) homomorphism 5 : P, — P,y with { 0 ) = idp,,
this short exact sequence is split, i.e., P,; = F,, ¥ P,. By induction P,
becomes an iterated semidirect product of free subgroups:

P,=F, 1 % (Foogx(Fh_3x...(FyxF))).

This yields the so-called combed normal form of pure braids. Since every
braid b can be written as product of a pure braid and a permutation braid®
with induced permutation v(b), this also provides a solution to the word-
problem in B,,.

But the Artin combing algorithm [Ar47, Bi74] works quite slowly. It seems

5A permutation braid is a positive braid where every pair of strands crosses at most once.
Consider the set {r; = (i,i +1) | i = 1,...,n — 1} of nearest neighbour transpositions,
which is a generating set of S,,. Now, a permutation braid b, € B,, can be obtained from
its induced permutation o € S, in the following way: Choose a positive word w in the 7;’s
with minimal length representing the permutation o. Then replace each 7; by a o;.



to have a time complexity which is exponential in the wordlength of a given
instance braid word. Nevertheless, no complexity bounds seem to have been
proven so far. An example for a braid, represented by a relatively short braid
word, for which the combing algorithm takes a quite long time, is given by
the Burau kernel element of Bj, discovered by S. Bigelow [Bi99].

1.2 Burau representation

A linear representation of the braid group B, is a homomorphism B, —
GL(k, R) for some k € N and a ring R.
The Burau representation

B:B, — GL(n,Z[¢g*"]) defined by

o; —— Idi—1@<1zq g)@ldn—z‘—1

was the first non-trivial representation of B, introduced in 1935 [Bu36|. It
can be viewed as a deformation of the standard representation of S, i.e.,
substituting ¢ = 1 gives back the representation of B,, which factors through
S,. Like the standard representation of S,,, which is known to be reducible,
the Burau representation [ splits into an (n — 1)-dimensional irreducible
representation, the reduced Burau representation

Brea : Bn — GL(n—1,Z[¢*"]) defined by

—q 1
T — ( OC] 1)@Idn—i—37

1 0 0
g; +H—— Idi_g@ q —q 1 @Idn_i_g ,i:27...,n—2,
0 0 1
Op—-1 —— Idn—3 S ( ! 0 ) )
9 —q

and the trivial 1-dimensional representation.

The Burau representation can be introduced as a Magnus representation®
using Fox’s free diffrential calculus [Fo53|. Another derivative of the Burau

SFor an introduction in the theory of Magnus representations, see chapter 3 in [Bi74]
or [Ma74]. The first such representation was probably introduced in 1939 by W. Magnus
[Ma39].



representation is given in [Lo89]. But here we present a homological inter-
pretation of the reduced Burau representation (see, e.g. [Bi99|):
Consider the homomorphism

S (Dp,2e) = (x1,...,2,) — (q) 2 Z defined by

T, — q.

Let D,, be the covering space corresponding to the subgroup ker ® of 71 (D,,, z),
ie., v € m(Dy,z) is lifted to a closed path in D, if and only if v € ker ®.
A concrete description of D, is given in [Bi02].

Let Z, be a fixed point in the fibre p~!(z,), where p denotes the covering pro-
jection from D,, onto D,,. Then a braid, thought as an element ¢ € M(D,,),
induces a unique lift ¢ with (/5(2*) = Z,, i.e., ¢ makes the following diagram
commute:

(Dm Z*) 7) (Dm Z*)

The group of covering transformations of D, is Cov(D,,/D,) = {(¢) = Z. So,
multiplicating a cycle 4 € Hy(D,) by q can be considered as the induced
action of the covering transformation ¢. In so far Hy(D,) gets a Z[g*!]-
module structure. We call Hy(D,,) the reduced Burau module.

The reduced Burau representation is the homomorphism

ﬁred: BngM(Dn> E— %‘ut(Hl(Dn»;
¢ — P

where ¢ : Hi(D,)) — Hy(D,) is the Z[g*']-module homomorphism induced
by ¢.

Consider, for all e = 1,...,n — 1, the closed path w; := xix;}l € m1(Dy, 24).
Because w; lies in ker @, the unique lift w; is a closed path in D,,, and we use

the same symbol w; for the corresponding cycle in Hy(D,,).

Proposition 1.7 Hi(D,) is a free Z[¢*']-module of rank n — 1 with basis
UN)l, ce ,UN)n,L

PROOF. - Here we follow the proof sketched in section 2.6 of [Bi0O|:
Observe that D,, is homotopy equivalent to a multigraph with one vertex d
(correponding to the base point z,) and n edges ey, ..., e, (corresponding to

the closed paths z1,...,x,). And D, is homotopy equivalent to a multigraph
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with vertices {¢"d | k € Z} and edges {¢*e; | k € Z,i = 1,...,n}, where
q"e; goes from ¢*d to ¢**d. Denote by W the free Z[¢*']-module with ba-
sis {e1,...,en}, an let Wy be the free Z[g*!]-module with basis {d}, then
Hy(D,,) is the kernel of the module homomorphism 0 : W, — W, defined by
e; — d. But this kernel is a free Z[¢*']-module with basis {wy,..., W, 1},
where w; :=e;.1 —e;. U

Matrices defining the o;-action according to this basis were given at the
beginning of this section.

An analogue homological definition of the (non-reduced) Burau representa-
tion is, e.g., given in [LP93, Tu00|.
A linear representation is called faithful iff it is injective, i.e., it has a
trivial kernel. It is known for a long time that the Burau representation is
faithful for n < 3 [MP69] (see also Theorem 3.15 in [Bi74]). Further, it
was regarded as a candidate for a faithful representation of B,, for all n until
Moody proved in 1991 [Mo091, Mo093| that it is not faithful for n > 9. This
result was improved by Long and Paton to all n > 6 |[LP93|. A further
improvement is due to Bigelow, who found a Burau kernel element in Bj
[Bi99|. The case n = 4 remains open.
The (reduced) Burau representation is unitary in following sense [Sq84]:
Let MT denote the conjugate-transpose of a matrix M over T[¢g™!], where
the conjugate of a Laurent polynomial p(q) is defined to be p(¢~'). Then
there exists matrix Jy € GL(n — 1,Z[¢g*!]) such that Brea(b)JoBrea(b) = Jo
for all b € B,. Further, a change-of-basis leads to (reduced) Burau matrices

' q(b) (for b € B,,) such that the Burau representation is unitary relative
to an explicitly defined Hermitian form, i.e., there exists a Hermitian matrix
J € GL(n — 1,Z[¢*']) (J = JT), obtained from Jy by a basis change, such
that (/.4(b)T I3 4(b) = J for all b € B,.

1.3 Lawrence-Krammer representation

In 1990 R. Lawrence gave a topological construction of representations of
Hecke algebras associated with 2-row Young diagrams [La90|. This construc-
tion gives rise to family of representation of B,,. One of these representations
was later described algebraically by D. Krammer as a free Z[g*!, t*1]-module
generated by the isotopy classes of forks [Kr00|:

Definition 1.8 Recall the notation from definition 1.3. A fork (in D,,) is an
embedded tree T C D with 4 vertices 2., p1,p2,d with T NP = {p1,p2} and
T NOD = z,, and the 3 edges have d as a vertex. The union of the edges
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containing puncture points is called tine edge of T', and the third edge is the
handle of T

Two forks 17, T5 are said to be isotopic if there exists a self-homeomorphism
¢ € Hy such that ¢(T) = Ty. An isotopy class represented by a fork T is
denoted by [T.

If the imaginary part of z is nonnegative for all z € T, i.e., (z) > 0, then T
is called a standard fork. v;; denotes the isotopy class of a standard fork with
punctures i, j.

We want to introduce the Lawrence-Krammer-module V' as a B,-module
with the isotopy classes of forks as generators. The relations between non-
isotopic forks in V' are determined by the following specific ansatz:

FIGURE 1.2: RELATIONS BETWEEN FORKS

Note that any selfhomeomorphism of D may be applied simultaneously to
the disks in figure 1.2. Then the interpretation of B, as the mapping class
group of D,, and a straightforward computation yields the following o-action
on standard forks:

(PUk)Uk,kH = QaVgk+1,
(POK) V41, = Uiy, kE+1<y,
(por)ve; = —Lupprr — Sogg + Loy, k+1<4,
(POK)Vikt1 = Uik, i <k,
(por)vi, = bdvg g1 + bevi + bev; g1, @ <k,
(po'k)?]ij = Uz’ju {Z,j} N {k, k + 1} = (D

The commutativity relation (oy0;)vi = (0,0%)vg leads to b(c+e) = 1 and
e=1—d. And from (0x0%+10%)Vk k+2 = (Ok+10k0k+1)Vk k+2 We get the fol-
lowing relations for the ansatz parameters: —d/e = be, —bc/e = bd, 1/e = be.
It is a straightforward though tedious task to check that in all other cases
we do not obtain further relations for the parameters. Setting ¢ := 1/e and
t := ae?, we can express the ansatz parameters a, b, ¢, d, e in terms of ¢, t.
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Definition 1.9 The Lawrence-Krammer module V' is defined as the Z[q™!, t*!]-
module generated by {[T] | T is a fork } with defining relations (V1) — (V3)
anda=tq>, b=q¢*, c=q 2 —q',d=1—-q!, and e = ¢~ . The Lawrence-
Krammer representation is the mapping p : B, — Aut(V) defined by the
above B,,-action.

Proposition 1.10 The Lawrence-Krammer module V' is a free Z[q*!, t*!]-
module of rank (%) with basis {v;; | 1 <i < j <n}.

PROOF. - See Proposition 3.1 in [Kr00].

The basis {v;; | 1 <7 < j < n} is called standard fork basis and pz (z €
B,) is identified with its matrix with respect to this basis. Then the matrix
elements of an Artin generator are given by (1 <i<k<k+1<j<n)

(POR) Vb1 = L@V ps1,
(POk)UR+1; = Uk,

(por)vr; = tq(qg — Dvgprr + (1 — @)ors + qurt1y,
(/)Uk)vi,kﬂ = Vi,

(por)vie = q(q — Dvggr1 + (1 — Quik + qui 41, and

(,oak)viliz = Uiy for {il, Zg} N {k?, k + 1} = @

Let V* denote the dual space of V' with basis {v}; | 1 <i < j < n}. There
exists a natural pairing (- | -) : V* x V' — Z[¢*", t*'] defined by (v} | vx) =
dird;1, where 0;; denotes the usual Kronecker symbol. Let p* : B, — Aut(V*)
be the dual representation defined by ((p*z)v* | v) = (v* | (p(revx))v) for
all v € V*, v € V and x € B,. Here rev : B,, — B, is the (reverse) anti-
automorphism defined by the identity on the set of Artin generators. Note
that p*(z) = (p(reva))’.

Then the dual action of an Artin generator on dual standard fork basis ele-
ments is described by the transposed matrix, i.e., we have

(Poe)Vip = qlg—1) Do vh +t*vk g +talg —1) 3 iy,

1<s k+1<j
(prop)vy, = (1 —q)vj, + UZkJrlv
(P OK)V] 1 = QU
(P*Uk)UZj = (1- CI)UZJ' + Vi
(P*Uk>vl§+1,j = qUZja

* *

(P or)viy, = viy, for {indiyn{kk+1}= 0.
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The dual ass-action is computed by (1 <ip < s < jo <t < ko < n)

(Pra)vy, = qla—=1) X v+ (=172 > of+telg—1) > v}

1<s 1<s<j<t s<g<t
HPv +tglg — 1) vl +tg =17 X vy,
t<k s<j<t<k

(p*ats)v;ikos = (1 —CJ) Z Ujoj +U:0t’

s<j<t
(p*ats)v%t = qu zos (q o 1) Z UZOJ’

s<g<t

(p*ats)v;"jo = (¢g—1) KZSUZ}O + tquji, + tlg—1) t;kv;ok,
(praw)vy, = t7'(1—q) ; vl g, 4+ (1—q) szv;oka
(Praws)vy, = (1—=q) X2 Vg, + Vs

s<j<t
(Pras)viy, = quig, T(@—1) 2 Vi,

s<g<t

(p*ats)vziiz = Vi for {s,t} N {ir,ia} = 0.

And the transposed matrix describes the rev a;s-action on standard fork basis
elements (1 <i<s<j<t<k<n):

(,O(rev ats))vst = tq%)sta

(p(revag))vis = (1 —q)vis + quie + q(qg — 1)vst,
(p(revags))ve = v,

(p(revags))vsg; = t 1 vy,

)

(p(revag))vyy = tqus; +1tq(q — Dvg + (1 — @)y,
(p(revag))vge = tq(q — Vg + (1 — q)vsk + quu,
(p(rev as))ve = v,
(p( ))Uij = (1 —qvi + Vij + (¢ — Dvg+

= (¢— Dy + (1 =@ v + (1 = q)vys,
(p(rev a))vjr = t(g— L)vg + (1 — q)*ve + (1 — qQ)uge+
= (1 -qvj; +vj,+ (¢ —1)vy, and

(p(rev as))viyi, = Vi, for {s,t}N{iy, iz} = 0.

The Lawrence-Krammer representation was proved to be faithful for n =
4 by D. Krammer in 2000 [Kr00]. A slight modification of Krammer’s proof
is discussed in detail in section 2.3.
Using the forks, introduced by Krammer, S. Bigelow developed a deep topo-
logical proof for the faithfulness of the Lawrence-Krammer representation for
all n € N [Bi00, Bi01], implying that braid groups are linear”. Bigelow’s
proof can be seen as a converse to the construction of Burau kernel elements

"Note that S. Bachmuth claimed the linearity of pure braid groups [Ba96], trying to
prove the faithfulness of the Gassner representation [Ga61]. Nevertheless, his "proof"
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given in [Mo91, LP93, Bi99|.

In 2002 Krammer published a combinatorial proof for the faithfulness of the
Lawrence-Krammer representation for all n € N [Kr02]. We review the main
steps of this proof in section 2.2.

Further, the Lawrence-Krammer representation p is unitary [So02], i.e., there
exists a matrix J; € GL((}), Z[¢g*", t*']) such that (pz)TJi(pz) = J; holds
for all b € B,,.

Murakami [Mu87] and, independently, Birman and Wenzl [BW89, We90|,
used the skein relations for the Kauffman bracket polynomial [Ka87, Ka93|
to define a new algebra, the BMW algebra. This algebra gives rise to the
BMW representation of the braid group B,, which decomposes into irre-
ducible representations indexed by partitions of n — 2k for 0 < 2k < n. Jones
observed a similarity between the LK representation and a certain summand
of the BMW representation. Indeed, following a rescaling and change of pa-
rameters, M. Zinno found that the LK representation of B, is identical to
the (n — 2) x 1 irreducible representation of the BMW algebra [Zi01]. This
implies the faithfulness of the BMW algebra and the irreducibility of the
Lawrence-Krammer representation.

1.4 The reduced Burau module

As the Lawrence-Krammer representation the (reduced) Burau representa-
tion can also be defined by using forks. This leads to an alternative definition
of the reduced Burau module W (see [Kr00|):

Definition 1.11 The reduced Burau module W is the Z[q*']-module gener-
ated by {[T] | T is a fork } with relations (W1) — (W3).

QOSORIO0

did not convince the mathematical community (see [Bi98]). Indeed, P. Abramenko and
T. Miiller [AM99] presented a counterexample to Bachmuth’s main assertion (Theorem
C in [Ba96]). Further, a detailed analysis [AM99] of Bachmuth’s proof strategy shows
that none of Bachmuth’s arguments sheds any light on the question whether the Gassner
representation is faithful or not.
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FIGURE 1.2: RELATIONS BETWEEN FORKS IN W

Since there are different relations in W than in V, we use in W the

abbreviation w;y; for the isotopy class of a standard fork with punctures in
i,j instead of v;;. Because of (W3) we have w;; = Zi; We 1 (1< j). It is
easy to show that {w; ;11 |i=1,...,n— 1} is a basis of .
Once again, the interpretation of the braid group as a mapping class group
leads to a B,-action on W. The involved representation is the reduced Burau
representation (B.q : B, — Aut(W) described in section 1.2, i.e., we have
(J#k—1kk+1):

(BredOk)Wi—16 = Wi—1 % + QWi k1,  (BredOk) Wk pt1 = —qWk o+1,

(5red0k)wk+1,k+2 = Wk k+1 T Wkt1,k42, (5red0k)wj,j+1 = Wy j41-

Of course, the map W — H;(D,,) defined by w; ;41 — @; is an isomorphism
of B,-modules®.

Definition 1.12 Let R be a commutative ring and W an R-module. View
the tensor product’ T =W @r W as an additive written abelian group. Let
C' be the subgroup of T' generated by v @ w —w ® v for v,w € W. Then the
symmetric square of W, denoted by S*W, is defined to be T/C. We use the
notation vw =v-w:=v@w =w®v and v? =v-v for all v,w € W. As
T the symmetric square S*W admits a natural R-module structure, defined
by a(v @ w) := (av) @ w for all a € R and v,w € W.

Now, let the coefficient ring of the reduced Burau module W be a commu-
tative ring R where ¢ and 2 are invertible in R. The symmetric square S?W
of the reduced Burau module W is a free R-module with basis {w}; | 1 <i <
j < n}. Note that we can express mixed products as linear combinations of
squares (1 <i<j<k<l<n):

1., 1

_ 2 2 L 2 2

Wi Wik = §(wz‘k — Wy — wjk)7 WijWi = 2( i T Wi wjk)a
) R l( 2 4 2 2) B _ 1( 2 + 2 2 2)
WikWik = 5 Wi T Wik = Wij), - WijWh = 5 Wy T Wi — Wiy — W),
) '_1(2_{_ 2_2_2) 4'_1(2_|_ 2_2_2)
WipWj; = 5 wy + W, — Wi — W), Wy Wik = 9 Wig, T Wy — Wiy — Wy ).

8Recall that, if G is a group and V is a module or vector space, then V is called a
G-module if there exists a group homomorphism G — Aut(V)
9Tensor products of modules and algebras are, for example, introduced in [Hu67].
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The reduced Burau representation fieq : B, — Aut(W) induces a represen-
tation 3% : B, — Aut(S?*W) defined by

(ﬁQUk)win = [(Breaor)wij)]> forall 1<i<j<n, 1<k<n.

Therefore S2W is also a B,,-module. Using the equations above, we can com-
pute the oj-action (induced by the representation () on the basis elements
of S*W:

(520k)wl%,k+1 = q2wi7k+1,
(62%)“’1%“,]' = wl%j’
(52016)“]1%;‘ = q(q— 1)w13,k+1 +(1— Q)wﬁj + qwiﬂ,j,
(52‘7k)wi2,k+1 = wi2k’
(BPop)wy, = qlg— Dwig, + (1 —qQwy, + qwiy,,, and
(PPop)wi,, = wi,, for {iy, i} N{k,k+1} =0.

Recall the following elementary definition (see, e.g., chapter 1.6 [Sa01]).

Definition 1.13 Let G be a group, and Vy, V5 are G-modules, i.e., there are
homomorphisms p; : G — Aut(V;) fori =1,2. A G-homomorphism is a linear
transformation 0 : Vi — V, which preserves (or respects) the action of G,
i.e., it satisfies

O((p1g)v) = (p29)(0(v)) forall veVy, geG.

Further, a G-isomorphism is a bijective G-homomorphism.

Proposition 1.14 (Proposition 3.2 in [Kr00|) Let R be a commutative ring
where q and 2 are invertible elements. Consider the Lawrence-Krammer
module V' and the symmetric square S*W of the reduced Burau module over
the coefficient ring R.

The map ¢ : V — S*W given by vi; — w}; is a By-isomorphism.

PROOF. - Comparing the oj-action on the wfj’s with the oj-action in-
duced by the Lawrence-Krammer representation for ¢ = 1 (see section 1.3),
we observe that

O((p=10k)v) = (B%0r)(p(v)) forall veV, k=1,...,n— 1.

Since the 0,’s generate B,,, this implies that ¢ is a B,-homomorphism. Fur-
ther, the map ¢ is obviously bijective. Hence, the B,-modules V and S?W
are B,-isomorphic ift=1. [
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1.5 An iterative construction of braid represen-
tations

D. D. Long presented in [Lo94| a method for constructing new represen-
tations from known linear representations of B,. According to [BB06] it
is due to Moody, generalizing ideas from [La90|, and it was first described
in [BLM92]|. This method generalizes the classical construction of Magnus
representations [Bi74, MaT74].

Note that the same method was developed independently in [L92, CL92,
LT92|, introducing so-called braid-valued representations of B,. See also
|CT93, CL95, L96|.

Now we give a short review of the so-called augmenting construction, described

in [Lo94|: Recall the split exact sequence Fj,—=P, ¢ P, , which yields
the embedding P, x F,, = P, ;1. This sequence naturally extends to the split

exact sequence F,— Bgfll)%Bn, where BT denotes the set of all

b € By with v(b)(n+1) = n+1. Here the homomorphisms £, & are defined
by pulling out the (n+1)-th braid strand. This extended split exact sequence
yields the embedding B, x F,, = Bfﬁ:l) C B,+1. Thus every representation
of B,.1 induces (by restriction of the domain) a representation of F,, x B,,.

Here B, acts (from left) on F), by the induced automorphisms in «(B,,) C
Aut(F,):

B, x F, — I,
(byw) — bw:=b)(w) = a (ba(w)b™)
We can extend this B,-action over the group ring R[F},|, where R denotes a

ring with unit 1.
Let I be the right R[F,]-ideal generated by {x; — 1|1 < i < n}. Then the

op-action (k=1,...,n—1) on x; — 1 is given by
(xk-l-l - 1)7 1= ka
T, — 1) = (zk — Dagsr + (@1 — 1)[1 — 2 mpprn], i=k+1,
(z; — 1), ik k1

Thus we have °I C I (indeed °I = I) Vb € B,, i.e., B, operates on I.

If we view I as a right R[F,]-module and the representation space V of a
given representation p : F,, x B, — Aut(V) as a left R[F,]-module, then we
can define a new representation of B,, by

pT B, — Auwt(I ®gp, V),
b — (i®@v %@ (pb)v)
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Defining V; := (z; — 1) ® V, the new representation space can be written as
a direct sum of n copies of V:

i=1

From the o;-action on I we compute the p*(o;)-action on @ | V; = V™,
written in blockmatrix notation, as

N ma®i-1) 0 p(Tiy1) ®(n—i—1) 4
P =1 Ve (0 ) ) et e,
In this notation we do not distinguish between z; and a(z;).
Analogeously, the op-action (k=1,...,n — 1) on y; — 1 is given by

(W2 = DYk — Wetr — Vit + (g — 1), i=k+1<n,
(=) = =W — DYy Yno1 + (Y1 — 1), i=k+1=n,
(yi — 1), ik +1.

Let I be the right R[F,]-ideal generated by {y; — 1 | 1 < i < n}, and let
pt: B, — Aut(I ®p(r, V) be defined as p*. Further, set Vi=(yi—1)eV.
From the o;-action on I we derive the 5" (0;)-action on @), V; & V", written
in blockmatrix notation, as (1 <i <n — 1)

PO pO; 0 ,
o 0 —pyiimor 0 | ®pol T,
0 pyihvioi  po;

_+ o _ 0_69(71—2) ® Op—1 POn—1 )
p(0n-1) POp—1 0 —py- Yo 100

_ i—1
pi(oi) = PUSB( :

Further, we can construct a representation, which is similar to p™, by using
a slightly different blockmatrix formula:

Theorem 1.15 Given a representation p : F, X B, — Aut(V), we may
construct a representation p* : B, — Aut(V") defined by

I a;)) = p(o; o(i-1) g R @ 0 en—i-1) i _ 0 PTi+10; '
pH(oi)) = ploi) i @ ploi) , R p0i pOi— PTias0)
PROOF. - This is a straightforward computation.

Note that this braid-valued representation does not directly arise from
the augmenting construction, described above.
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Summarizing, if V' is an R-module of rank m, i.e., V = R™, we obtain from
an m-dimensional representation p : B,11 — GL(m, R) the mn-dimensional
representation p* (or p* or pt).

Examples:

1. Let R = Z. Starting with the (one-dim.) trivial representation 7 (de-
fined by o; — 1), we obtain the standard (or "defining") representation
of S,, i.e., the representation of B,, which factors through S,,:

B, — GL(n,Z)

01
o — Idi1 @ ( 10 > @ Idp—i—1.

2. Let R be the Laurent polynomial ring Z[s*!] in one variabe s and
p: Bny1 — GL(m,Z) a given family of representations. Then we can
define a one-parameter representation by

ps : Bpi1 — GL(mvz[Sil])> oi s p(oi).

Applying the augmenting construction to ps yields a one-parameter
representation pf of B, which contains more information than p*, i.e.
there exist elements b € ker p* with b ¢ ker p/.

(a) s7'-7}: B, — GL(n,Z[s*"]) defined by o; — Id;_; & ({ 1ig) ®
Id,,_;_1 is a Burau-type representation.

(b) Starting with the Burau representation 3 of B, i, we get an n*-
dimensional representation 37 : B, — GL(n? Z[s*!,t*]). This
representation can be reduced to the (Z)—dimensional Lawrence-
Krammer representation [Lo94|. Indeed, according to Corollary
2.10 in [Lo94|, iteration of the augmenting construction, begin-
ning with the trivial representation, yields all summands of the
Jones representation.

Note that the 2 x 2 Burau blockmatrix (']?%) fulfilles the equation
(¥) (RT @ 1dy)(Idy & RT)(R* @ 1dy) = (Idy & RT)(R* @ Idy)(Idy & R™).

Further, every RT € Aut(V%?) = GL(2m, R) which satisfies this equation
gives rise to a linear representation of the braid groups defined by

p(RY): B, — Aut(V®")=GL(mn,R)
o; — Id%‘i(iil) AR P Idg(niiil).
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Equation (%) expresses the Artin relations 0;0;110; = 0,110,041 (i = 1,...,n—
1), while the far commutativity relations o,0; = o;0; V|i—j| > 2 are satisfied
in the p(R™)-image by construction.

This can be viewed as a direct sum analogue of the well known R-matrix
method [Ji86], where, given a R-matrix R € Aut(V®?) = GL(m?, R), we
can introduce the representation

p(R): B, — Aut(V®")=GL(m" R)
o; — 12"V @R @1dd Y

if R satisfies the famous quantum Yang-Baxter equation
(xx) (RIdy)(Idy @ R)(R®1dy) = (Idy @ R)(R @ Idy)(Idy @ R).

The theory of quantum groups provides a classification of the solutions to
equation (xx). In so far all possible R-matrix representations of B,, are known
[Tu88|, while a corresponding classification of the RT-matrix representations
of By, i.e. of the solutions of (x), remains open. Here we view just the simple
casem =dimV =1, 1ie, R = (‘ZZ) with ad — bc # 0. In this case equation
(x) specifies to

a® + bac ab+ bad b? a ba b2
ca+dac cb+dad db | = ac ada + bec adb+ bd
c? cd d ? cda+de cdb+ d?

Thus we have bad = 0 = dac. If b =c =0, then R =1d,. If a =0,d # 0
or a # 0,d =0 we obtain with R* = (°, % ) or Rt = (") (generalized)
Burau-type representations. And the case a = d = 0 yields RT = (28),
a generalized version of the Tong-Yang-Ma (TYM) [TYMO96| or standard

representation of B,, [Fo96].
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Chapter 2

Inverting the Lawrence-Krammer
representation

2.1 Braid groups and Garside groups

In this section we review the notion of a Garside group [DP99] and the so-
lution to the word problem in Garside groups. We start with the definition
of two natural partial orders on a monoid.

Definition 2.1 Let M be a monoid. For a,b € M, we say that a is a left
divisor of b, or equivalently, b is a right multiple of a, denoted by a < b (or
b > a), if there exists a ¢ € M with ac = b.

Also we note a<b (or b>=a), i.e., a is a right divisor of b or b is a left multiple
of a if there exists a ¢ € M satisfying b = ca.

For a,b € M we define further

aVb = min{deM|a<dANDb=<d},
aANb = maxs{de M |d=<a A d=<b},
aVb = minz{de M |d=a A d>b},
aAb = maxz{de M |a=d A b>d},

provided these minima and maxima (with respect to < and <) exist. We
call a\V b (aVb) the least common right (left) multiple or right (left) lem of a
and b and a Ab (a Ab) is the greatest common left (right) divisor or left (right)
ged of a and b.

Definition 2.2 a € M is called an atom ifa # 1 and a = bc = (b= 1ve =1).
M is an atomic monoid if
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1. M is generated by its atoms.

2. Ya € M 3N(a) € N: a cannot be written as a product of more than
N(a) atoms.

M is said to be Garside or a Garside monoid if
1. M is atomic.

2. M is left and right cancellative, i.e. Va,b,c € M:
ca=cb=a=0>band ac=bc= a=0>0.

3. M is a lecm monoid, i.e., every pair (a,b) € M? admits an unique left
and right lem (and a left and a right gcd).

4. There exists an element A € M, called Garside element, such that

(a) the left and right divisors of A, called simple elements, coincide,
ie.,
{seM|s<A}={seM|A=s}=5.
(b) the simple elements generate M.
(c) S is finite.
Let G be a group. A submonoid M of G, which is Garside, and its affiliated

Garside element A provides a Garside structure for G if G is a group of left
and right fractions of M, i.e.,

G={ab™'|a,be M} ={a"'b|a,be M}.
If G admits a Garside structure (M, A), then G is called Garside group.

Proposition 2.3 B, is a Garside group. It admits natural Garside stric-
tures (B, A,) and (BKL},J,) where B} and BK L, denote the monoids
generated by the sets {o; | i = 1,...,n — 1} and {as | 1 < s <t < n},
respectively, and the Garside elements (here also called fundamental braids)
are

A, = o01(0201)...(Opn-10p—2...01),

571 = Opn-10p-1n—2-.-021.

PROOF. - For the Garside structure (B;, A,) see [Th92|. The dual Garside
structure is introduced in [BKL98|. O
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The simple elements in the Artin presentation, i.e., the left (and right)
divisors of A,,, are the permutation braids, mentioned in section 1.1. The set
of permutation braids will be denoted by €. Its cardinality is known to be n!.
But the set Q :={b € BKL | b < ,} is smaller. Here we have |Q| = C,,
where C,, = #1 (27;‘) denotes the n-th Catalan number. The simple elements
of the dual presentation, i.e., the elements of (), are characterised by non-
crossing partitions or products of parallel descending cycles [BKL98|.

We use the notation ; for the set of Artin generators, and @), for the set
of band generators. Let lx : B, — N denote the length function with re-
spect to the set X C B, i.e., [x(b) is the smallest number k& € N such that
there exist z1,...,2, € X UX ! with b = 2, -- - z5. Then the word z; - - - 2,
is called geodesic. If b € B, is Artin positive (also just called positive) (or
BKL positive), i.e., b € B (or b € BKL), then lg, (b) (or lg, (b)) is simply
given by the word length of any braid word representing b with respect to
the alphabet ©; (or @), since the Artin (and the BKL) relations preserve
the word lengths. For example, we have I, (A,) = (3) and lg,(6,) =n — 1.
Note that || =n — 1 and |Q1| = (}). These simple combinatorial observa-
tions suggest a kind of duality between the Garside structures (B;, A,,) and
(BKL,6,), which is extensively explored in [Be03].

While the computation of geodesics in the monoids B, BK L} is trivial, it
was proved by Paterson and Razborov that the set of geodesics (according
to the length function lg,(+)) is co-NP-complete [PR91], i.e., given a braid
word w, the problem to find a shorter word w’ representing the same braid
is NP-complete. Therefore, unless P=NP, there exists no polynomial algo-
rithm to compute lg, (b) for a given braid b. Note that this result only holds
for a braid group with infinitely many strands, i.e., Q; = {oy,09,...}. It
is not known whether the same problem is NP-complete for a fixed number
of strands n (open question 9.5.6 in [ECT92]). Indeed, according to an un-
published preprint by K. Tatsuoka [Ta87| cited in [PR91], there exists a
polynomial time algorithm to produce a geodesic braid word for every fixed
n'. A linear time algorithm to the minimal word problem for 3-braids is given
in [Be94|. Further, it would be interesting to investigate analogue questions
for the dual length function ig, (-).

The Garside structures (B, A,,) and (BKL;,d,) are the only known Gar-
side structures in the braid group B,,. Further, it is an open problem whether
the pure braid group P, admits a Garside structure or not. A natural candi-
date is the monoid generated by the A;;’s with possible Garside element AZ.
Nevertheless, there are many other examples of Garside monoids, e.g, given

! Unfortunately we were unable to obtain it. But according to a private communication
with Paterson and Razborov there must have been a flaw in that proof.

23



by Picantin in [Pi00, Pi03, Pi05]: All spherical Artin monoids [BS72,
De72, Ch92, DP99|, Birman-Ko-Lee monoids for spherical Artin groups
[BKL98, Be03, Pi02], braid monoids of the complex reflection groups G,
G11, Gia, Gz, Gis, Gig and Gy given in [BMRI8| [Pi00], Garside’s hy-
percube monoids [Ga69, Pi00], monoids for all torus links groups given in
|Pi03], and some other monoids, arising from the Wirtinger presentation of
the link group (see chapter 3 B in [BZ03]|) of a torus link [Pi03], are Garside.
M. Picantin proved [Pi01b] that every Garside group is an iterated crossed
product of Garside groups with an infinite cyclic center. This extends a sim-
ilar result established independently by Brieskorn and Saito [BS72| and by
Deligne [De72]| for sphercal Artin groups. Especially, the center of the braid
group B, is infinite cyclic, generated by A2 = §" for n > 3 [Ch48|.
Dehornoy proved that, like as braid groups, all Garside groups are torsion
free [De98, De04a).

In Garside groups there exist natural normal forms, the left and right normal
form, also called left and right greedy (normal) form, which provide a solution
to the word problem in Garside groups.

Proposition 2.4 G is a Garside group. For every a € G there exist unique
decompositions
CL:ApCbl...CLl, az&l...&iAp,

called left and right normal form of a, where
I.p=max{re€eZ|A7"ae€ M} and p=max{r € Z|aA™" € M}.
2. the a;’s and a;’s satisfy

a; = LF(a; Y- a;'APa)=LF(a;--a;) Yi=1,...,1,
i = RF(aA™Pa'---a;l)=RF(a--a) Vi=1,...1
with LF(b) := A ANb € S, called left most factor of b, and RF(b) :=
A Ab € S, called the right most factor of b.

PROOF. - This is an immediate consequence of the definition of a Garside
group and an lem monoid. [

The map M x S — S defined by (z,y) — LF(xy) is an action of the
Garside monoid M on the set of simple elements S. Moreover LF(zy) =
LF(zLF(y)) holds for all z,y € M.

One can prove that [ = [ and p = p holds in Garside groups. p, [ and p + 1
are known as the infimum inf(a), canonical length or gap cl(a), and supremum
sup(a) of a, respectively. Note that [ = cl(a) = ls(A7Pa) = lg(ar - a).
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Further, the minimal word problem in Garside groups with respect to the
length function /g can be solved efficiently. Indeed, the language of geodesics
is regular, i.e, it is accepted by a finite-state automaton:

Lemma 2.5 (Lemma 3.7 in [De02b]) Let G be a Garside group with Garside
monoid M. For every g € G there exists an unique decomposition g = a™ b
with a,b € M and a N b= 1.

The left normal forms a = a;---a; and b = b; - - - b, lead to the decom-
position

g:aj_l---al_lb1~~-bk with ay,...aj,b1,...,b; € S.

We call this normal form (left) mixed normal form.

Proposition 2.6 [CMO04| The mixed normal form yields a geodesic word
with respect to lg for every Garside group G.

For braid groups and the length functions lo and lg such a result was
established earlier in [Ch95, Mi99| and [Kr00|, respectively.
Let wl be the word length of a braid word representing a given braid, then the
computation of the left (or right) normal form needs O(wi*nlogn) time in the
Artin presentation [Th92| and O(wl?n) in the BKL presentation [BKL98|.
Note that the algorithm for computing the left greedy form is reminiscent of
the bubble sort algorithm. It needs O(I%) computations of left ged’s of two
simple elements. An implemetation of such lattice operations and the greedy
algorithm is described in [CK™T01].
A quadratic-time algorithm (quadratic in the input length) for the word prob-
lem is shared by all automatic groups. Indeed, according to [De02b| Garside
groups are biautomatic. Roughly speaking, a group is called automatic, if
there exists a finite-state automaton which can be used for the computation
of the normal form. For the exact definitions of automatic and biautomatic
groups see [ECT92] or chapter 13 in [HEOO5|.
Recalling B,, = M(D,), we note that L. Mosher proved that all mapping
class groups M (S) are automatic where S denotes a compact surface minus
a finite, possibly empty set of punctures [Mo94, Mo95|. The correspond-
ing normal form of an element of M(S) is called Mosher normal form. For
the Mosher normal form of a braid, which, of course, can be computed in
quadratic time in the length of the given braid word, see also chapter 8.2 in
[DD*02].
Other efficient solutions to the word problem in braid groups are provided by

25



Dehornoy’s handle reduction [De97|, Dynnikov’s formulae for a faithful braid
action on Z*" arising from a braid action on laminations [Dy02, DD 02|,
Garber, Kaplan and Teicher’s algorithm using a braid action on a standard g-
base |GKT02, KT03], and an algorithm from B. Wiest [Wi02|. Dehornoy’s
handle reduction algorithm [De97|, which turns out to be extremely efficient
in practice, will be discussed in section 5.2.4.

2.2 Inverting the Lawrence-Krammer represen-
tation in x-basis

Here we view the Lawrence-Krammer representation in a transformed basis
{z;; | 1 <i < j < n} [Kr02|, which we call z-basis. The linear transfor-
mations between the standard fork basis {v;; | 1 <i < j < n} and the new
x-basis are given by

vg=ag+(L—q) Y oy, wy=v+(@—1) Y ¢y

i<k<j i<k<j

Then the Lawence-Krammer representation induces the following left action
of an Artin generator on x-basis elements

t*Th 1, i=k,j=k+1,
(1= @)z +qTi k1, 1< k=7,
Tik + tqk*’“(q — Vg1, 1<k, j=k+1,
Ok ij i= (pnor)Tij =  1q(q — D)Thpsr + qprry, =k k+1<j,
Thj + (1 — @)1, i=k+1<j,
Tij j<k or k+1<i,
[ iy + 10" (g = 1) ppr, i<k E+1<]

In order to understand the procedure how to compute the preimage braid
x € B, from a given LK matrix pz in z-basis, it is necessary to recapitulate
the main steps of the faithfulness proof for the LK representation given by
D. Krammer in [Kr02].

The following key lemma (Prop. 2.1 in [Kr02]) gives a sufficient condition
on a B,-action on any set to be faithful.

Key Lemma 2.7 Let B,, act (from left) on a set V. This induces a
natural action of B,, on the power set 2.
If there exists a family {C, | y € Q} of nonempty and pairwise disjoint
subsets C,, C V such that the inclusion x - Cy C Cpp(y) holds for every
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(z,y) € B x Q, then the B,-action on V is faithful.

It can be proved by induction that it is sufficient to verify z-C), C Cpp(ay)
for every (z,y) € Q1 x €, i.e., one has to verify this inclusion just in a finite
number of cases (for a fixed n). Alternatively, one has to show that the
inclusion z - Cy C Cpp(yy holds for every left greedy pair (z,y) € O ie.
LF(zy) = x.

If we specify ¢ € (0,1) C R, the LK module becomes a free R-module with
R = R[t*!]. Observe that for 0 < ¢ < 1 all entries of the matrix poy, are in
R0 + tR[t]. So if we define

U:= @(Rzo + tR[t])$” C V,
1<j

this set is invariant under the B;-action, i.e., BfU C U. For a subset
ACTrp:={(i,j) |1 <i<j<n} we define

Us: = {Z csts | cs € Rog +tR[t], ¢s € R[t] & s € A}
s€Trp
— ¢ (@ R[t]xs> o P R +iR[),
sEA se€Trp\A

- | D ru, @t<@ R[t]x8>.

se€Trp\A se€Trp
In particular we have
UTrp =1 (@ R[t].l‘s) and U@ = (@ R+Is> Dt (@ R[t]]fs) .
se€Trp seTrp se€Trp

U is the disjoint union 4 4omp Ua. For any A C Trp and 2 € B;} there exists
an unique B C Trp with U4 C Up, denoted by B = xA. Thus we have an
action of B on 27P, defined by B x 21 — 2T (1 A) — zA.

Note that z() contains all indices s € Trp of rows of pz such that all entries
in these rows are in tR[t], i.e. for t = 0 z() indicates zero rows in pz|i—o.

Definition 2.8 A C Trp is called a half-permutation if
Vi<i<j<k<n: (i,5) €A N (j,k)e A= (i,k) € A.

HP C 27" denotes the set of half-permutations.
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Proposition 2.9 (Lemma 4.2 in [Kr02|) HP is B, -invariant, i.e. A € HP =
xA € HP.

We define an obviously injective map L : S, — 27P by
L(t) ={(,)) |1 <i<j<mn, 7(i)>71()}

Note that |L(7)| = |7| and L(r) € HP for all 7 € S,. Further, we have
VA C Trp

AeL(S,) & AcHP A A:=Trp\AcHP, and

r <y < Lv(z)) C Lv(y)) Vr,ye.

Proposition 2.10 (Lemma 4.3 in [Kr02]) For every A € HP there exists
a greatest (with respect to inclusion) B € L(S,) with B C A, denoted by
B = Proj(A).

Proposition 2.11 (Lemma 4.4 in [Kr02|) The map (Greatest Braid) GB :=
v1o L7 oProj : HP — Q is B -equivariant, i.e., the following diagram
commutes

GB

A HP Q y = GB(A)
[ |
zA  HP Q  LF(zy) = GB(zA).

In formula we have GB(xA) = LF(¢GB(A)) for all x € B} and A € HP.

Theorem 2.12 (Lemma 4.6 in [Kr02|) The Lawrence-Krammer represen-
tation p : B, — GL((}), Z|g**,t*']) is faithful, even if we specify q € (0,1).

PROOF. - For y € Q, define Cy := (U, cqp-1(,) Ua C V. Since the sets
{Ua}acnp are disjoint, the sets {C}},cq are disjoint, too. The sets {C; }.eq
are non-empty because of § # Uru) C C,. It remains to prove that
12Cy C Crp@y) Y(z,y) € B x Q. Since C, = J{Ua | A € HP, GB(A) =y},
it suffices to show xUs C Cpp(yy) for all A € HP with GB(A) = y. We get
the following chain of inclusions:

l‘UA C UxA C CGB(;BA) = CLF(my)'
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The first inclusion is an immediate consequence of the definition of the
Bf-action on 2T, i.e., the definition of zA. By Prop. 2.9 zA is a half-
permutation. So, by Prop. 2.10 Proj(A) and GB(A) are defined, and we get
the second inclusion. The last equality follows from the B -equivariance of
GB.

Thus the sets {Cy},eq fulfill all conditions of the key lemma 2.7 and the
proof is finished. [

Note that the following diagrams commute:

+ U, id + C,
v ElUA T<—)A€LIJ{P A= ocLEJQ v TC“"
A 9Trp Hp —£ 0 x

Krammer’s faithfulness proof [Kr00] has been generalised by Cohen and
Wales |[CWO02|, and Digne [Di03| to a proof for the linearity of all Artin
groups.

An explicit algorithm for inverting the Lawrence-Krammer representation in
x-basis is given in section 2.4.

2.3 Inverting the Lawrence-Krammer represen-
tation in standard fork basis

Here we describe an algorithm for computing preimage braids directly in the
Garside normal form of the dual presentation, given a LK matrix in standard
fork basis. To understand this algorithm it is necessary to review the main
steps of D. Krammers proof of the linearity of B, [Kr00|. Nevertheless we
will present here a slightly diffferent proof.

Different to section 2.2., here we specify ¢ € (0,1) C R, so that the LK
module V' becomes a free R-module with R = R[g*!].

2.3.1 Motivation

The formulas given in section 1.3. imply that p*z € Mat((}), Z[g,t*']) for
all x € BKL], i.e., p*z has no poles in ¢ = 0 for x € BKL;. Define the

n’

monoid representation py : BKL} — GL((}), Z[t*™]) by pox = (px) |40
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Then we have

(Ppats) vy

and

> +tPvl +t >

1<s<g<t

Z U;koj ’

s<j<t
*
- Z Uiog
s<g<t
* *
- Z Vi, — 1t > Vjokes
<8 t<k

—1 * *
t Z Ui T 22 Vioks
i<s t<k

Z U;k‘o ?

s<j<t
- Z U;ka’
s<j<t
viy, for {s,t}n{i, i} =0,
0,
Vis,
Vis,
t_lvjb
th7
VUsk,
Vsk,

-1
Vis + Vi — Vit — Usj + Vst + 17 Vg,
—tvsj + tvst + Vg + Ujit + Uik — Utk,

{S, t} N {il, ZQ} = @

Viqig for

This allows us to make the following observation.

Theorem 2.13 Vx € Q: pjz is a projector, i.e., (pjr)* = pz.

PROOF. - The proof is done by induction over /g, (x):

L. lg,(x) = 1: It is straightforward to verify (pfass)? = phaws for 1 < s <

2. lg,(z) > 1: Recall the definitions of starting and finishing sets of a

BKL positive braid b from |[BKL9S§|:

S(b)
F(b)

{a€ @ |3 € BKL; :
{ae @ |3V € BKL :
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According to corollary 3.7 (IV) in [BKL98|, we have S(z) = F(z) for
all x € Q. Now, let a;s be in S(z) = F(x). This implies z = a2’ =
2" a4 for some 2/, 2" € (). Then we have

! 1.
* .k * I\ Lk 122 x_ N P o Mo ox 2 ) %2
PoT = poars(pot’) = pparst”™ = por” aa’ = pox” pyag ' = pprt. O

The eigenspaces for the eigenvalues A = 1,0 of pjays, i.e., the image and
the kernel under this monoid representation, respectively, are given by

im(ppas) = {v" € V7| (pyass)v” = v"}
= D dily | dy =0, diy=dy Vi<s,
1<j

dy=1t"d; Vs<j<t, dg=dy Vt<k},
ker(pjar) = {v° € V" | (pjac)o” = 0}
= {D diyvj; |dis=0 Vi<s dy=0 Vs<j<t,
i<j
de, =0 Vt</€, dij+dst:dit+dsj Vi<8<j<t,
tdst + djp = tds; +dy. Vs < j <t <k}

Note that V = V* since V' is finite-dimensional.
The structure of the image and the kernel of a simple element x € () with
lo,(x) =k > 1is determined by the following theorem.

Theorem 2.14 Let be v = a;---a, € @ with ay,...,a; € Q1. Then we
have

k

:
im(pgay - - - ax) = ﬂ im(pga;) and  ker(pjay - --ag) = Zker(pgai).
i=1 1=1

PROOF. - Let A,B € Mat(N,R) (N € N, R ring) be idempotent ma-
trices, i.e. A?> = A and B? = B. Choose an z € im(A) N im(B). Then
there exist v,v" € RN with x = Av = A%v = Ax = ABv'. This implies
im(A) Nim(B) C im(AB).

Especially for x = a;2’ = 2" a4 and Ay 1= plaws, X = pjx, X' := p{a’ and
X" := pix”, we have
im(A) Nim(X') Cim(X) and  im(X”) Nim(A4s) C im(X).

Since im(X) = im(X" Ass) C im(X") and im(X) = im(A;X') C im(As) the
opposite of the second inclusion holds, too. Therefore we have

im(X") Nim(Ag) = im(X"Ass) = im(X),

31



and the first assertion is proved by induction over lg, (z). O

Since im(A) D im(AC) the map

(Q,<) — (27,C) defined by

ais +—— im(pgass) = poaes(V")

is an order-reversing injection.

Lemma 2.15 A braid action p : B, x V — V | e.g., defined by an linear
representation p , induces a BK L -action py: BKLF xV — V, ie., prv =
pyv = porv = poyv for all v,y € BK L} and v € V. This naturally induces
a BK L -action py : BKL} x 2"V — 2V,

If there exist a bijection between Q and Q := {C, C V' |y € Q}, and BK L}
acts on Q via py with

pofL’Cy = CLF(a:y) Vx € BKL;’,y c Q,

then the B, -action p is faithful.

PROOF. - Since Vz € B, 3z,y € BKL] : z = xy~! it suffices to show
px = py = x =y, which will be proved by induction over lg(x).
The case lg(z) = 1 is given by the bijection Q —— Q.
In the case lg(x) > 1 we have

px = py = Crp) = porCe = poyCe = Crry) = LF(x) = LF(y).
Write x = LF(x)2’ and y = LF(z)y’, then we have
(PLF(x))pa' = (pLF(x))py & pr' = py =’ =y > =y. O
Once again, it suffices to show poxCy = Crp(y) for all (z,y) € Q1 X Q.
Lemma 2.16 Let - be a BK Lt-action on Q.
z-Cy = ClLpay Y(z,y) € Q1 xQ = z-Cy=Clrpuy Y(z,y) € BKL! x Q.

PROOF. - Induction over |z| := lg, (z).
For |z| = 1 there is nothing to prove. Let # = wv with |u|, |v] < |z|.

! !
z-Cy=u-(v-Cy) =u-Crruy = Crrurry) = Crruey) = Crrey. U

We use this lemma to obtain a first faithfulness result for n = 3.
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Corollary 2.17 The Lawrence-Krammer representation p : By — GL(3, R)
with R = R[¢*!] is injective for each t € R.

PROOF. - Consider the natural BK L} -action on 2V defined by x - C :=
(p5)C, which is induced by the dual Lawrence-Krammer representation p*
via pf := p*|,=0. Define Q := {C, :=1m(pfy) | y € Q}.

Explicitly we have pie = id3, C. = V*, and p§ds = (0)3, Cs, = {0}, and

0 00 0
pSCLQl = 010 s Ca21 = { ﬂ | ﬁ S R}, and
010 15
0 0 t! t1y
poasi=|{ 0 0 0 |, Cu =A{ 0 | v € R}, and
00 1 v
100 o
p8a32 = 1 00 s Ca32 = { (07 | o€ R},
000 0

according to the ordered basis {v],, vi3, v33}.
It is easy to check that BK L} acts on @ with a-Cy = Cpp(a) for all Q1 x Q,
i.e., the preconditions of the lemmata 2.15 and 2.16 are fulfilled. [J

Note that if we set ¢ = 1, this implies the faithfulness of the Burau
representation for n = 3.
For n = 4 this method does not work. Here we have just a - Cy = Cpp(qy) for
all (a,y) € (Q1xQ)\{(asz, as1a32), (as1, as3a91)}. In the first counterexample

we have for v € C,,, 44,

10 0 0 0 0 o a
11 -1 -1 1 ¢! o (3+1t)a

a0 = (pragp—=| 00 0 00 ! 0 | _ a

0 10 0 0 0 0 0 a

00 0 0 0 0 ta 0

00 0 0 0 1 ta ta

This implies a4z - Cagasy & CLF(amanass) = Caw = {(0,0,7,,0,t9)7 |
a, 3,7 € R}.

Since LF(x) < x Yo € BK L} the inclusion z-Cy, = (pix)piyV™* = (phry)V* C
po(LF (2y))V* = Crp(ay) with (z,y) € BKL} x @ holds for all n € N.

In order to apply this inclusion for a faithfulness proof of the Lawrence-
Krammer representation it is necessary to define proper nonempty, disjoint
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subsets of im(pfy), v € @, and use the following variant of a lemma of D.
Krammer (Proposition 5.1 in [Kr00]).

Main Lemma 2.18 A braid action p : B, xV — V| e.g., defined by an linear
representation p, induces a BK L} -action py : BKLT x V — V with pox =
poy = x = y. This naturally induces a BK L -action py : BK L x2V — 2V,
If there exists a family {C, | y € Q} of nonempty and pairwise disjoint
subsets C,, C V' such that the inclusion pyxC, C Cprpy) holds for every
(x,y) € BKL} x @Q, then the B,-action on V is faithful.

PROOF. - Once again it suffices to show pxr = py = x = y for all
z,y € BKL}, which will be proved by induction over lg(x).
lo(x) =1: pr=py= pox = poy =z =y.
lo(z) > 1: Choose a v € C.. Then we have

0 LF LF
PoTVU = PoYv € CLF(:E) N CLF(IU) - { CLF(.T) 7£ 0 LFEQ i LFE% ’

which implies LF(z) = LF(y), and the assertion follows by induction. O

Note that it suffices to verify poxCy, C Crp(y) for all (z,y) € @1 x @, or
equivalently, pozC, C C, for all left greedy pairs (z,y) € Q.

2.3.2 On some special distance spaces

A classical reference on distance geometry is [B153]. We refer to [DL97| and
the notation therein.

Definition 2.19 A distance space is a pair (X,d) with a set X and a sym-
metric function, called distance, d : X* — R with d(i,j) > 0 Vi,j € X and
i=j=dij) =0.

Here view finite distance spaces, i.e., X = V, := {1,...,n} for some
n € N. The n x n symmetrc matrix D, whose (¢,j)-th entry is d;; :=
d(i,j)Vi,j € V,, is the distance matrix of the finite distance space (V,,,d).
Since d;; = d;; Vi,j € V,, and d;; = 0Vi € V,,, the distance d is given by its
restriction on E, := {(i,j) € V2|1 <i < j <n}. Sod can be viewed as

vector (dij)1§i<j§n S R =~ R(g .

Definition 2.20 If a distance d satisfies the triangle inequalities

d(i, k) < d(i,5) +d(j, k) Vi, jkeX,
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then d is called a semimetric on X, and if, in addition, d(i,j) = 0 = i = j,
then d is a metric.
The cone

CSM .= {d € R¥" | d is a semimetric on V,}

is called semimetric cone.

For any p > 1, we can define the [,-metric on the vector space R™ as the
associated norm metric of the well-known [,-norm:

m

di,(@,y) = llall, = () lon —ul)'.

k=1

We use the notation abbreviation [} = (R™, dy,).

Definition 2.21 A distance space (X, d) is said to be (isometrically) embed-
dable into another distance space (X', d') if there exists a mapping ¢ : X —
X' such that d(i,7) = d'(¢(i),¢(j)) for all i,j € X.

And (X, d) is said to be [,-embeddable if it is embeddable into I for some
m € N.

We are interested in ly-embeddable (or euclidean) distance spaces. We
recall some classical results on [;-embeddability:
The first result is due to Schoenberg [Sc35, Sc38].

Definition 2.22 Let b € Z". The inequality Q,(b)"d := Y. bbjd;; <0

1<i<j<n
is said to be of negative type if' Y ., b; = 0. It is pure if |b;| = 0,1 for all
i €V, and if 31" | |b;| = 2k holds for some k € N, then it is called a k-gonal
inequality.

The negative type cone is defined by

Cpe:={deR"™ | Y bbydy <0 VbeZ"with Y b =0}

1<i<j<n i=1

Proposition 2.23 (Theorem 6.2.2 in [DL97]) The distance space (X, /d)
is ly-embeddable iff (X, d) is of negative type.

Alternatively, define the euclidean cone as

Ccev .= {d € RP | Vd is l,—embeddable},
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then Prop. 2.23 can be restated as ¢! = Cnee,
The second characterization of euclidicity is due to Gower [Go82].

Proposition 2.24 (X, d) is of negative type if and only if the matrix A=(id,,—
es')(=D)(id,, — se') is positive semidefinite for any s € R" with s'e = 1,
where e denotes the all-ones column vector.

A further result, formulated in terms of Cayley-Menger determinants, is
due to Menger |[Me28, Me31, Me54|. In this explicit form it appears in
[Me54| or [DLI7|.

Definition 2.25 Let (X,d) be a finite distance space with |X| = n. Then
the Caley-Menger matrix is defined as the (n+1) x (n+ 1) symmetric matrix

CM(X,d) = ( 2 8)

and det CM(X,d) denotes its Cayley-Menger determinant.

Proposition 2.26 (V,,/d) is ls-embeddable iff (—1)Mdet CM(Y,d) > 0
forallY C V,.

For |Y|=2,1ie,Y = {i,j} with i < j, we get det CM(Y,d) = 2d;; > 0.
For |Y|=3,ie., Y ={i,j,k} with i < j <k, we get

0 > detCM(Y,d) = d; + dj), + 3, — 2d;jdi — 2d;5dj — 2dipdjp
= (Vdij + Vdix + Vdjx)(V/dij — Vdix. — \/djx) -
(—\/dij + dzk — \/djk>(_\/dij — 1\ dzk + \/ d]k>
Hence, (V3,d) is euclidean if and only if d satisfies the triangle inequalities,

i.e., (V3,d) is a semimetric space.
So, if we define the following variant of the semimetric cone

C,:/W = {d € RF» Vd is a semimetric on Vit

we get

Cgl = ¢S and €2 CYSY Wi e N
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Further, (V4,v/d) is l,-embeddable iff it is semimetric and

0 < detCM(Vy,d)
= 2(—diydsy — dyads, — d25day — dy3dy, — dagdiy — dosd?,
—dyodyi3daz — diadyiaday — di3diadzy — dozdasdsy + diadizday + diadizdsy
+diadazdyy + diadazdzy + dizdazdis + dizdasday + diadiadsy
tdiodasdsy + dizdigday + dizdasdss + daszdisday + dasdisday).

Definition 2.27 We say that d satisfies the tetragonal inequalities on V} if

Jr(d) = 2dyadsy — |dis + d3y — d3g — di| >0, (T1)
fro(d) == 2dyadog — |d}y + d3y — diy — d3| >0, (Td)
Jry(d) == 2dy3day — |d3g + diy — diy — d3y| > 0. (T3)

Theorem 2.28 Let, fori =1,2,3, CY SMAT Jenote the set of all d € Cy SM
where /d fulfills exactly i of the 3 inequlities (Ty) — (T3).
Then we have the following chain of inclusions:

Cveucl C CVS]M 3T C C\/ M_2T C C\/ C4

PROOF. - For any subset I C V,,, we construct the principal submatrix
A; = (aij)ijer of A by removing all rows and columns of A which are not
in 1. According to Prop. 2.24, (X,v/d) is euclidean iff the matrix A =
(1d —es')(=D)(id,, — se") is positive semidefinite for any s € R" with
s'e = 1. Therefore, if (V},,v/d) is euclidean, we have det(A;) > 0 VI C V,,.
Choose for example s' = (0,1,1,—1) then we have

0 < det Agy 9y = 4diadss — (dis + doy — daz — dis)* & le(\/E) > 0.

Analogously det Agy 33 > 0 implies (73), and if we set s™ = (0,1, — ) then

det Ay 4y > 0 implies (Ty). So we have proved the inclusion C{"! C C Y 3T
while all other inclusions are trivial.

Define the distance d on Vy by dis = di3 = dog = 1 and dyy = doy = dzq = 2.
Then d fulfills the triangle inequalities and (7}) — (73), but d is not euclidean,
since det CM(V,, d2) = =25 < 0, i.e., d2 € CY°M3 but a2 ¢ Covel,
Consider the semimetric space (Vy, d) defined by dip = dog = 1, di3 = dyg = 2
and doy = d3s = 3. Then we have

2ipdsy =2-1-3=6 > |dfy+dyy —dss —diy| = 122 + 32 =17 = 2| =8,
2dyydoy =2-2-1=4 > |diy+d5, — dis — d3y| = |17 + 3% — 22 — 3| = 3,
2di3dyy =2-2-3=12 > |d53 +di, — d3y — d3,| = [17 4+ 2% — 17 — 3| = 5,
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ie., d*e Y™ but @ ¢ YT,
Further, the distance d on Vj defined by dis = dog = d3y = diy = 1 and

dy3 = dyy = 2 is an example for &> € CY5M  but d? ¢ ¢y

Since

0 < > (dydi + 2dijdgy, + 2dipdyp — dy — dy, — dy)

1<i<j<k<4
= Addyodss — (diz + dog — dog — d14)2 + 4dy4dog — (dia + d3g — diz — d24)2
+4dy3dag — (dag + dig — dya — d34)27

every semimetric satisfies at least one tetragonal inequality. This implies
C’ / =Y’ U

2.3.3 Braid action on distance spaces

Consider the BK L -action on V* = R®» already defined in the proof of
corollary 2.17: z - v* := (pix)v*.
Write v* = ), dijvj; with di; = (v* [ vy), and (ppr)v* = ), di;vf; with

i<j dijVi; i<j g
di; = ((pox)v™ [ viz) = (0" | (po(reve))uvij).

Then, for x = as, we have for all 7, j,k with 1 <i<s<j<t<k<n

dlst - 07

dgs - diSa d;t = di87

d;j — tildjt, d;t — djt7

dlsk = dsk7 dzltk = dsk’;

di; = dis+dij — diy — dgj + dy + " dyy,
d;k - _tdsj + tdst + dsk + djt + djk - dtk7

and d; ;, = d;,q, for all iy,iy with {s,t} N {iy,i2} = 0.
Now let d;; be Vi, j € V,, a matrix element of a distance matrix D, i.e., v* de-
scribes a distance. It is a natural question to ask under which circumstances
does z-v* (x € BKL}) describe a distance, too, or more precisely, on which
subsets of V* does BK'L" act.

First, we consider the case t = 1.

Theorem 2.29 Fort =1 BKL;} acts on C¢*! C V*, i.e

(BKL)Cg' € o,
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PROOF. - According to proposition 2.23 v* = qu dijv; € Cevel gatisfies
Zl§i<j§n bzb]d” S 0 for all b € Z™ with Z?:l bz = 0.
Then, for d' := (pjais)v* =D ,_. d..v;, we have

i<j g Uij>
S obibdy; = > bi(bedly + bidly) + > bi(bedl; + b))
1<i<j<n 1<s s<g<t
> (bedly + bedy )b+ Y bibdi+ Y bibdy,
t<k 1<s<g<t s<j<t<k

(Do + D+ D>+ > bibud,

11,i2<S §<11,12<t t<i1,i2 11 <s<t<ig

= > bilbs +b)dis+ Y bi(bs +bi)dje + D bilby + by)da

i<s s<j<t t<k

+ > bibi(di + dij — o — dig + dag + djy)
1<s<j<t

+ Y bibr(—d + dy + dje + da + dji — dig)
s<j<t<k

11,i2<S s§<11,12<t t<i1,i2 11 <s<t<ig

These terms can be regrouped to

O)Td = Y bil(bs+ D b+ b)dis+ (— > by)dil

i<s s<j<t s<g<t
+ 3 (=D b= b)de + (O bi+be+ b+ > br)dji]
s<j<t 1<s t<k 1<s t<k
+ bel(bs+ D by b)da + (= Y b)dul
t<k s<g<t s<g<t
=N )OS0 D b + > bibidy = > Uibdi,
s<j<t i<s t<k {i,7}N{s,t}=0 1<j

where O € Z, defined by

W, = > bj==> b= b,

s<j<t 1<s t<k
o= — Y b= b+> b and
s<j<t i<s t<k

W= b Vid{st},

satisfies ZZ Ui = 0. Therefore we have proved Q,(b)"d < 0 for all b € Z
with Y77 b, =0, i.e. (phags)v* € Coel,
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Then (pjz)v* € C for all x € BK L} is proved by induction over lg, (). O
But for n = 4, BKL} acts on other subsets of V* = RS, too.

Theorem 2.30 Let CY """ denote the set of all d € CY ™ where d fulfills
the tetragonal inequalities (11), (T3).
Then, forn =4 and t = 1, BKL} acts on CY*™"™ and ¢y "3 je.

PROOF. - The first assertion will be proved later.
In order to prove the second assertion we have to verify

ng(@) >0 & ddygdy, — (diy 4 dy — diy — dig)* > 0

with di; = ((pgz)v* | vy) for all 1 <s <t <n

( 4d13d14 — (0 + d34 — d14 — d13)2 Z O, (A(]_, 3, 4)) (8, t) = (1, 2),

4dyaday — (dig + dog — diy — 0)2 >0, (A(1,2,4)) (s,t) =(2,3),

fT (d,) _ 4d13d23 - (d12 + 0 - d13 — d23)2 Z O, (A(l, 2, 3)) (S, t) = (3,4),
3 4d34d24 — (d24 + d34 — O — d23)2 2 O, (A(2, 3, 4)) (S, t) = (1, 4),

0 — (das + dig — dig — dp3)* =0>0, v (s,t) = (1,3),

L 0— (d12 + d34 - d12 — d34)2 =0 Z O, \/ (8, t) == (2,4)

Here the first four inequalites are valid since v/d satisfies the triangle inequal-
ities A(i,j,k) forall 1 <i<j< k<4 O

But in order to prove injectivity of the LK representation p of By for
t € (0,1), we have to introduce t-generalized versions of the above defined
subset of V*.
It is not known so far, whether there exists a proper notion of "t-euclidicity"
for n > 4. We leave it as an open problem.
But Krammer introduced a proper t-generalization of the triangle inequali-
ties [Kr00|:

Definition 2.31 The distance space (V,,,d) is called a t-semimetric space if
it fulfilles the following t-triangle inequalities

dip, < dij+d;p, (Dy)
dij < di+ t71/2djk, (D)
dix < di+tY2%d;;  (D3)
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foralll1 <i<j<k<n.

Since d;; > 0 Vi < j, we are allowed to square the inequalities (D;)—(Ds).
Therefore these linear inequalities in d are obviously equivalent to
(Dg) 4 —td%j + tdfk + d?k _2pdikdjk7
But there are other sufficient and/or necessary conditions for d to be a
t-semimetric.

>
>

Lemma 2.32 a) d is a t-semimetric on V,, iff it satisfies the following in-
equalities:

2pdy > —d + d3 + 2, (Dy)
2dyjdy > pdi; —p~tdy +pTid5.. (Ds)

b) If (V,,, d) is a t-semimetric space, then d fulfilles the following inequalities:

2p~td;jdy, > d?j —dj + d?/w (E1)
2didy, > —tdi; +tdy + d3y,  (Ea)

PROOF. - a) Since (D;), (Ds), (Ds), are equivalent to
dij > |dip, — dji|, p~'dje > |dij — dig|, dig > |dji — pdj]
respectively, it is clear that (D;) = (D;) for [ = 1,2, 3.
And (D;_1moa3) A (Dy) = (D) for I = 1,2,3 follows from
(D1) (D3) (D1) (D2)
—di; < dj—dy < pdij < dij, —p i < —djx < diyy —dy < p~ld,
D3)
and — dy, < —pdy, < djp — pd; é pdi < dgy, respectivly.
b) Proof of (E;): We study the cases d;; > p~'d;, and p~*d;, > d;; separately.

(D2)
) dyy>pldp =dy > diyy—p ldp>0=dp > (dij —p 'dj)? =

2p N digdy, — d; — &5y, + A > 2p N diyydye — diy — do + (diy — pdg)?

= (t7'=Dd3 >0 & (E).
(D3)

2) pldp >dy = dy ZS djx — pdij > 0= diy, > (dj), — pdi;)* =

2p~ iy — df; — &5y, + djy, > 2p7 dyyd — diy — &y + (djy — pd;)°
= 2 'dydy, — & — d%, + td2 — 2pdipdy, + 42

2)

= (p7' = p)dydjn + (1 —t)dy[p~ ' dj —dij] > 0 & (Ey).

41



Proof of (E»):

(Ds)

1) djr >dy, = pdij 23 djr, — diy > 0 = td, > (dig, — d)* =
2idy, — tdyy, — &5y, + td7, > 2dedyy, — tdsy, — &5y, + (diw — dji)?

= (1-t)d}, >0 & ().

(D1)
2) dix>dj =dij > dy—pdjp >0= d?j > (di — pdjy)* =
2d;idji, — td3, — d?k + tdfj > 2d;dj — td?, — d?k + td?j + (di — pdjk)2
2)
= (1 — t)dlkdjk + (1 — t)d]k[dzk — d]k] > 0 = (EQ)
Proof of (Es):

(D1)
1) dig >dij = dj Zl diy, —d;; > 0= d?k > (di; — di)* =
dijdiy — td? — &2+ &2y > 2y — td2 — AP+ (dij — di)?
= (1-10)d} >0 & (EBs).

(D2)

2)

Each t-semimetric has the the following properties:

Lemma 2.33 Let (V,,,d) be a t-semimetric space. Then d satisfies (1 < q <
r<s<t<n)
d;s = dyy Vi <s
(CL) dst =0= dsj = p_ldjt Vs <j <t .
dsk = dtk Vt < k
(b) t#1: dy=dir=0=dy =ds=dg=dyu=0.
PROOF. - For dy = 0, the t-triangle inequalities Ds(s, j,t) and Ds(s, j,t)
(s < j <t)turn to
dsj < pildjt and djt < pdsj = dsj = pild]’t.
Analogously D (i, s,t) and Ds(i,s,t) (i < s) imply d;s = dy, and Dy(s,t, k)
and Do(s,t, k) (t < k) imply dg = dy. This proves property (a)
According to property (a) we have (1 <g¢g<r <s<t<n)

— qu‘ = pild’/‘s o dqr = dqt
dqs—O:{dqt:dst and drt—0:>{drs:p_1dst )
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This yields the following chain of equations,
dqt - dqr = p_ldrs = p_stt = p_qub
which implies the assertion for t # 1. [J

Definition 2.34 The following inequalities on V,

1 (T1a) ) ) ) s (Ti)
2pdipdss > diz —dyy —diy +dyy > —2diadsa, (Th)

(T2a) ) ) (T2p)
2dyzdry > —tdiy +tdig +dos —d5, > —2pdasdia (T»)

are called t-tetragonal inequalities for d.

Define v, € Aut(V) and v} € Aut(V*) by pd, = ¢*y, and p*d, = ¢*v},
respectively. Then the v*)-action on (dual) standard fork basis elements is

. . .
Vitlj+1, J <N * Vitg-1r 0> 1
TnVij = { and  y,v;; = J )

. X .
s, J=n iy, 1= 1

: * __ gk k0K Tk
Write v* = 3, . d;;vj; and yv* = 37, . djvy;, then we have

5 { diy1+1, J<n

dij = (70" | vig) = (V" | Yavi5) = tdij, j=n~

Lemma 2.35 We use the notation

CW(Z%) .= {d e R"" | Vd is t-semimetric on V,,} and
CYILTe() = {d e R | Vd is a distance and fulfills Ty (t), Ty(t).}.

Then we have

O (1) = Y1) Cy () = oY),

and

PROOF. - For [ = 1,2,3, define CYPi(i,j,k) (1 <i < j < k < n) as
the set of all vectors >, d;;vj; where di; > 0 and Vd satisfies Dy (i, j, k).
Then CY5M(t) is the intersection of all CYP (i, ,k). We will show that "
permutes the CYPi (i, j, k).

Obviously we have v*v* € CYPi(i,j,k) & v € CYPi(i+ 1,5+ 1,k + 1) for
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k < n. In the case £ = n we have

vt e VP, n) < \/J»mg \/dTijJr @

& Vi < Vg Hpy/dn & 0t e GV (L 1)+ 1),
Tt € Y2 (i) e \Jdy < \d + 7\ din

S dis1j01 < p/diis + dij S0t E C,‘L/Di(lvi +1,5+1),

’)/:LU* € Cxﬁg(zyja n) g \/ Jjn < \/ Jln +p\/ Jij
= Py d17j+1 < p\/dl,iﬂ +p\/di+17j+1 S0t e Oﬁ(l,l + 1,_] + 1)

This proves the first assertion.
Further, define C’ﬁ(t),cg/@(t) as the sets of all vectors ). _.d;;vj; with

7,<]

di; >0 (1 <i<j<4)where Vd satisfies Ti(t), T (t), respectlvely. Then we
have CY V2 (1) = YT (1) N CY™2(t) and

,1&1/2621/2 > d13 . d23 . d14 n d24 > 9! /2d'1/2
Qd;fdl/g > doy — dsq — tdyg + tdiz > 2pd1/2d1/2
vt e C[( t) and
2R > —tdys + tdys + dog — dsg > —2pdal’dy)
2pda, > Ay > —tdys + tdoy + tdys — tdyy > —2tdy d)
s vecy(t). O

vt e ey ()

vt e CY (1)

Iliiliﬂiiliili

Theorem 2.36 Recall the BK L -action on V* defined by z-v* = (pjz)vVa €
BKL;. Then BKL] acts on Cy(t) := CY M@ty nCY™ " (1), ie.

x - C4(t) C O4(t) Vo € BKL:L_

PROOF. - We prove the assertion by induction over lg, (x). Therefore
we have to verify a;sCy(t) C Cy(t) for all 1 < s < t < n. Because of
Lemma 2.35 we have 7;Cy(t) = Cy(t). Therefore xCy(t) C Cy(t) implies
YixCy(t) C v;Cy(t) = Cy(t). This is equivalent to

132C4(t) = 75 (p52) (7)1 Ca(t) = (ppdazdy )Ca(t) C Cu(t).

Therefore it suffices to show v := a;,v0* € Cy(t) Yo* € Cy(t) just for one rep-
resentant of each generator orbit (under the shift automorphism d,(-)é; ).
The orbits in question are {aus, asga, as1, as1 } and {ays, a1 }, and we study the
cases (s,t) = (3,4) and (s,t) = (2,4). Recall the notation dj; = (as - v* | vy)

44



and d;; = (v* | v;) with 1 <s <t <n.

1) (s,t) = (3,4) : Since v* € im(pjas3) we have dy, = 0,d}3 = d),
and dy; = dy,. This allows us to express all {-triangle inequalities (for
Vd') in terms of d)y, d,s,dbs. So we have just to verify the 3 inequalities
D;(1,2,3) (1 = 1,2,3) for v/d instead of all 12 t-triangle inequalities D;(i, j, k)
(l=1,23and 1 <i < j <k <4). But, since dj, = dya,d}3 = di3 and
dhys = da3, we have d;; > 0 = d;j > 0 Vi < j and v/ fulfilles these inequali-
ties if v/d does.

It remains to verify the t-tetragonal inequalities for v/d'.

(Tw): 2 'Yy — (diy — dyy — diy + dby)
= 0—(dig—doz —di3+do3) =0>0,
(Tw):  2d°dy” + (diy — dyy — dipy + dby)
= 0+ (dig —daz — dyg +da3) =0>0,
(Toa) : 2do d? — (—tdjy + tdyy + dby — i)
_ ol 1/ (B2)
(Tw):  2pdy] dy{ + (—tdy + td)y + dy — dby)
(D2)

= 2dyi7dy,? + (—tdyy + tdys + dyz — 0) > 0.
2) (s,t) = (2,4) : First we establish that d' is a distance, i.e., dj; >
0 Vi < 7. The only nontrivial case is

(T1p)
diy =dio+dig—doy —dia+dog+1dgy > (" —1)dga+ (de - d§£2)2 > 0.

Further, here v"* € im(pjase) implies dy, = 0, d}, = d}, and dby = t~'d},. We
express the t-triangle inequalities D;(i, 5, k) (for v/d') in terms of d.y, dis, dbs.
The cases (7,7,k) = (1,2,4) and (2,3,4) lead to trivial inequalities. The
remaining cases are

R
/ /
d112/2 * d231/’2
/ /
d12 + pd13 .

Di(1,2,3): dyf® < df’+dy®,  Di(1,3,4): Y’
D2(17273): d/112/2 S dl11:1)/2+p_1d/21Z’,/27 D2(1>3v4): dlll?)/2
Ds(1,2,3): dyl” < dY*+pdY?  Ds(1,3,4): pdy®

IA A IA

Therefore we have to establish the inequalities

d’l},/ ;< d’l}/ - d;g,/l (R
/ / /

d12/ < d13/ —|—pd23/ ) (Fy
/2 /2 /2

d23/ < d13/ +pd12/ , (F3)
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which are symmetric in d},, ;.
Squaring (F}) leads to dj; < dj, + 2d/112/2d/213/2 + db,. Since

(53) (F)
—dy® < pdy” - dy? < dyf* —pdif® < Y7

we have

2d,112;zd,2132 > pldyy — p7ldis + pdag (F2)
/ / — _ —
2dyy dyy” > pdiy — pTldis 4 pTldhg (F3)

(F2) A (F3) & {

Now (F}), (Fy) and (Fy) are satisfied because of

(F1) : djp + 2d/112/2Cli/zlzzs/i‘i‘2 dy3 — dig
= dipt 2p71d14 d3z/1 +t7 sy — (dig + diz — daz — dig + dog + 17 dsy)

= 2]9_103}42(1;/12 — (dig — dag — dy4 + da4) (Téa) 0,
(Fo):  2pdyf dyl® — diy + iy — tely
Qd}ézdéf — dio + (dia + diz — dog — dya + dog + t 7 d3s) — dy
(£ = 1)dsy + 2d,,°d5, + (dvs — dos — dya + do)

(T1w)
Qd%Qdéf + (di3 — dos — dys + day) > 0,
(Fa) s 2pdy o™ =ty + dyy —
leé dgé — tdig + (dia + dig — dog — dia + dog + t 71 dgs) — tdss

(1 - t>d12 + ngQdéz/Lz + (d13 - d23 - d14 + d24)
> 22 4 (dys — dys — dyg 4 dot) 20
> 15 dsh” + (dys 23 14+ day) > 0.

v

Finally we verify the t-tetragonal inequalities for v/d':

(Tw): 27 2 dy — (dhy — dyy =}y + dy)
= 2 ld2dl? — (dyy — doy — diz + dag) o,
(Tw): 200 dy + (dfy — dyy — diy + dyy)
2202 1 (duy — oy — i+ dag) >0,
(To): 24y °d}{? — (=t} + tdiy + diy — diy)

2p71d§£2d}é2 — (—tdia + t(d1a + dy3 — doz — dyg + dog + t1d3s) — dsa)
2p~ 11 dy)? — t(dis — das — dug + doa)

(Tla)
2p*1d32d§£2 — (dy13 — dag — dyg + doy) > 0,

(T) : 2p§z;g21d’g2 + (—tdyy + tdig + dhy — diy)
2d3£ d1é + t(d1s — daz — dia + dos)
(T1p)

2td%2d:§f +t(dyg — dos — dia+dyg) > 0. O

v

Vv
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Lemma 2.37 The pairwise disjoint, nonempty sets

D, :={v" = Z dijvi; € im(pgz) | Vs <t:dy >0 A dy =0 & azs <y},
1<i<j<n

y € Q, satisfy the following properties:

(1) wmDy,=Ds -1 foral yeqQ.
(2) If n=4 then 2D, C D, holds for all leftgreedy pairs
(z,y) € (Q\{as1, as2}) X Q.

PROOF. - Proof of (1).

fy;;v* = ZKj dijvi; € Ds 51
<

QL

st — 0 = s < 5ny5;1 Vs < t)
g (ds+1,t+1modn =0 = 5;1at55n = At+1,s+1modn <y Vs < t)
& (dg=0 & aqs<yVs<t)eov eD, O

Evidently, we have x - im(pjy) C im(pjz) for all leftgreedy (z,y) € Q. Nev-
ertheless it is a straightforward but lengthy task to verify D, C D, for
all leftgreedy (z,y) € (Q \ {as1,as2}) x @ for n = 4. We leave it to the
reader. The reader has to perform a case study as in the proof of lemma 6.5
in [Kr00|. The proof can be abbreviated using property (1). Note that for
r € Q\ {as1,as2} the matrices pjz contain just nonnegative entries. Indeed
every row of these matrices contains at most one positive entry. [

Theorem 2.38 The Lawrence-Krammer representation p : B, — GL((}), R)
is faithful for n = 4 and t € (0,1).

PROOF. - We define pairwise disjoint, nonempty subsets C,, := D, NCy(t)
(y € Q) of im(pfy) and C4(t), and we will show that they fulfill the inclusion
xC, = (piz)Cy C C, for all leftgreedy pairs (z,y) € Q. This implies the
inclusion for all (z,y) € BKL} x @, and hence, by Lemma 2.18, we have
proved the faithfulness of p* (and p).
Using lemma 2.37 (2), we obtain for all leftgreedy (x,y) € (Q\{as1,as}) x Q

xCy = x(Dy, N Cy(t)) C xD, NxCy(t) C D, N Cy(t) = C,.
The orbits (under shift conjugation) of the remaining leftgreedy pairs are

{(CL42, a31)7 (a317 a42)}, {(Cl42, a41), (a31, CL43), (CL42, a32), (a31, a21)},

{(042, G42), (CL31, a31)}, {(@42, 66416132), (a317 a43a21)}, {(a42, 6), (CL31, 6)}'
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Since Cy,Cs 5-1 € Cy(t) and v, preserves Cy(t), lemma 2.37 (1) implies
YnCy = Cs 51 for all y € Q. Now, 2Cy C C, implies

5,0, ' Cy s =7 (p52) (1) T Cy = 15 (pex) Cy C 7iCo = Cf 1.

Therefore, it suffices to show that v* = ZK]. dijui; € Cy for y = e, aq, as,
asy, 4103 implies agv* = Zi<j di;v; € Cayy-
Theorem 2.36 yields agv* € C(t). Further, we have d,, = 0 and d}, = d}, =
dlg, td’23 = dé4 = d34. Since dlg, d34 > O fOI‘ all 'U>|< = Oe, Ca41, Ca42, Oa31, Oa41a327
we get dj, = dyy > 0,d,3 > 0 and dj, > 0. Finally, we have

(T1p) (%)
d/13 = d12 =+ d13 — d23 — d14 + d24 + t_1d34 > (t_l — 1)d34 + (de — dé{f)Q >0
because of d34 > 0. So we have proved a,0C, C C,,, for all leftgreedy (as2,y),
and the proof is finished. [
Note that step (x) is the argument which fails for ¢ = 1.

2.4 Inverting algorithms

According to Krammers faithfulness proof of the LK representation [Kr02]
it is possible to compute the preimage braid x € B,, of a given LK matrix pz
directly in the Garside normal form (of the Artin presentation). An explicit
algorithm for inverting the LK representation was first published by Cheon
and Jun in [CJ03a, CJO3b].

Recall the notation from section 2.2.

Algorithm 2.1: Invert the Lawrence Krammer representation.
Input: A LK matrix p'z := pa|,_1/2 € GL((}), Q[t*!]) in z-basis.
Output: The unique preimage braid x € B,, in left normal form.
1: Compute the smallest p € Z such that M = (o’ A, )Pp'z € GL((3), Q[t]).
Initialize k = 0;
while M = Idy do
k:=k+1,
Determine the zero rows of M|—, i.e., A := /() C Trp for M = p'z’.
Compute z[k] := GB(A).
M = (palk])~" - M
end while;
return LNF x = A Pz[1] - - - x[k];

Krammers faithfulness proof of the LK representation of By [Kr00]| given
in standard fork basis can also be used to develop an inversion algorithm.
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Though this inversion algorithm was not explicitly published so far, its idea
is contained in the definition of the cones C, used by Krammer in [Kr00].
Recall that, according to corollary 3.7 in [BKL98|, the starting (and the
finishing) set of a descending cycle 0, = s, ., Aty 1t o Qtoty, (T =
(tm,tm—1, ..., t1) with 1 <t; <--- <t, <n)is given by

S((Sﬂ-) = F((sﬂ-) = {at],,ti 1 S 1 <j S m}

A simple element s of the Garside monoid BK L} is given by a product of
parallel descending cycles my,..., 7, i.e., s = m---m. And the starting
(and finishing) sets of s are

S(s) = F(s) = §(0x,) U -+ U S5(0r,).

Obviously, there exists a simply computable bijection between the set of sim-
ples S C BKL;} and the set of starting sets of simples. We will use this fact
in the following algorithm.

Algorithm 2.2: Invert the Lawrence Krammer representation.
Input: A LK matrix p'z := pz|i—1/2 € GL((}), Ql¢™"]) in sf basis.
Output: The unique preimage braid z € B,, in left normal form.
1:  Transpose the instance matrix to obtain p™*z.
2:  Compute the smallest p € Z such that

M = (p"6,)Pp"x € GL((3), Qlg]).

3: Initialize k& = 0;
4:  while M # Idy- do
D: k:=k+1,;
6: Compute the zero rows of M|,—.
They determine a starting set S(s) for some s € S.
7 Compute the canonical factor s from S(s), and set z[k] := s.
8: M := (p™z[k])~ - M;
9:  end while;
10:  return LNF o = 6 Px[1] - - - z[k];

Due to the lack of a faithfulness proof of the LK representation if we set
t € (0,1), algorithm 2.2 is just a heuristic for n > 5. Nevertheless, we have
implemented this algorithm using MAGMA 2.10 [Co03], and we have shown
in thousands of computer experiments with different parameter values that
the preimage braids can be recovered by algorithm 2.2 for n > 5, too. This
confirms Krammers main conjecture in [Kr00|.

49



20



Chapter 3

Computing preimage braids for
the Burau representation

Recall the Burau representation (3 : B, — GL(n,Z[q¢*']) defined by

ﬁ(a—i):Idil@(qu g)@ldnil Vi=1,....,n—1.

This representation is not faithful for n > 5. Since the structure of the
kernel of the Burau representation is not understood so far, there exists
no deterministic inversion algorithm for the Burau representation as for the
Lawrence-Krammer representation. Only heuristic algorithms for computing
preimage braids for the Burau representation have been developed so far.
Since, for x € B,,, ¢’ := Az € B, for some sufficiently great u € Z, we may
deal only with positive instance braids for the inversion heuristics. Note that
w is an upper bound for —inf(z).

3.1 Hughes’ algorithm

The first heuristic inversion algorithm for the Burau representation was pro-
posed in [Hu02] by J. Hughes. The goal is to compute a braid x € B
with G(x) = X for a given Burau matrix X € §(B;"). Hughes’ algorithm
reconstructs x from ((x) gnerator by generator from right to left. It uses the
observation that, if ¢y (8(x)) denotes the first column with highest g-degree
entry in 3(x), then cy(z) is with high probability an element in the finishing
set F(x):={i € Z | o; < x}, at least for sufficiently short x € B, .
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Algorithm 3.1: Hughes’ Algorithm
Input: X € 5(B;).

Output: z € B;.

1: Compute [ such that det(X) = (—q)".
2: 2z :=¢;

3: fori:=1to1by-1do

4:  Compute j. := cg(X).

5. if j. = n then break; end if;
6: z:=o0j %
7
8
9

X =X 0(0;)7"
. end for;
1 return z;

Note that, since the row sum of every Burau matrix equals 1, cy(X) =n
implies X ¢ 3(B;).
E. Lee and Park introduced a slight variation of Hughes” algorithm, which
uses the fact that, if o; € F(z), then every entry in the (j + 1)-th column
of B(x) is always in ¢Z[q] [LP03]. Now, let c,p(X) denote the integer in-
dicating the first column containing a highest-degree entry in X among the
columns whose next column’s entries are all in ¢Z[q|, if such a ¢ p(X) exists.

Algorithm 3.2: Lee-Park’s Algorithm without self-correction
Input: X € 5(B)).
Output: z € B},

1:  Compute [ such that det(X) = (—q)".

2: z:=e€;
3: fori:=1lto1lby-1do
4: if there does not exist such a ¢, p(X) then
5% break;
6: else
7 Compute j. := cpp(X).
8: zi=0j, 7
9: X :=X-B(o;)7Y
10: end if;
11:  end for;

12: return z;

We tried to reproduce the results of the computer experiments in [LP03|:
The experiment was performed on a computer with a Mobile Intel Pentium
4 Processor 3.06 GHz and 512 MB DDR-RAM using quite comfortable im-
plementations in MAGMA V2.10.
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The tables 3.1 and 3.2 show the experimental results for the algorithms 3.1
and 3.2. On input (n,[), the program chooses at random 10000 z’s from
B with |z| = [, computes pgp(z) from x, computes z from pg(x) by each
algorithm, and then checks whether or not z is equal to x by comparing their
normal forms.

TABLE 3.1 Success rate of recovering « from 3(x) (unit: %)

n 5 7 10
|| 30 40 50 40 95 70 60 80 100

Alg. 3.1 |190.89 81.36 70.61 | 88.71 73.72 56.71 | 84.74 67.74 49.94

Alg. 329157 81.52 71.12 | 89.08 74.06 56.56 | 84.16 67.37 50.22
[LPO3: | 96 83 76 | 91 76 64 | 8 67 42

Observation: We can reproduce similar results for the success rates of
algorithm 3.2 (and algorithm 3.1) as in [LP03].

TABLE 3.2 Elapsed time in recovering x from ((z) (unit: millisecond)

[ ty :=time(algorithm 3.1) and ¢, p :=time(algorithm 3.2)]

(n, |#]) | (7,40)  (7,55)  (7,70) | (10,60) (10,80) (10,100)
ty | 7.1064 10.2100 13.1468 | 19.0047 25.8394 32.0566
trp | 105127 14.8576 18.6722 | 28.1155 38.1345 46.1931
trp/tm | 1.479  1.455 1420 | 1.479  1.476  1.441

(Note that this table only compares the inverting processes themselves.
The time commonly taken in computing |z| from £(x) is not included.)

Observation: The measured elapsed times ty and t;p depend on the im-
plementations. But the quotient ¢ p/ty decreases for increasing wordlength
[ (n =const.) in our experiment as in [LP03].

The lucid analysis in section 4.2 of [LP03| explains why the Hughes
heuristic works so surprisingly good. Note that in the case n = 3 the success
rate of the Hughes algorithm is 100% and the just mentioned analysis [LP03|
contains a fatihfulness proof of the Burau representation.

3.2 Self-correcting algorithm

In [LPO3| E. Lee and Park introduced an upgraded, self-correcting version
of algorithm 3.2.

+ . . 3 _ _
For z € B, we introduce the abbreviations 21 = 0¢,p(@), T2 = O, (zar?))
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o Tk = Oy g e ) and 2’ =zt -xlzl for 1 < k < |z|. E. Lee and
Park made the observation that, if cy(z’) # cpp(2’), then crp(y) ¢ F(y)
(y := 2'xg---x;) for some 1 < i < k. Further they observed that, if
cLp(y) > 1 and if every entry in the cpp(y)-th column of G(y) is in ¢Z[ql,
then it is probable that c¢;,p(y) — 1 € F(y). This is the main idea of the
selfcorrection in algorithm 3.3.

Here we reprint a corrected version of algorithm 2 in [LP03|, published as

algorithm 4 in [Le06]. M; denotes the j-th column of the matrix M.

Algorithm 3.3: Lee-Park’s Algorithm with self-correction
Input: X € 5(B)).
Output: z € B,

1: if X =1d, then

2: z:=e€;
3: else
4:  Compute [ such that det(X) = (—q)".
5: Ml = X;
6: fori:=1to1by-1do
7 Compute j, := cg(M][i]) and j. := cp(M]i]).
8: if there exists such j. and j. = j, then
9: Alt] := je; MJi — 1] :== M|i] -ﬁ(ajAm)*l;
10: else
11: if i = then
12: break;
13: end if;
14: if there exists k (> ¢) such that j. = j, > 1 for M[k],
A[k] = j, and every entry of M[k];, is in ¢Z[t] then
15: reset ¢ to be the smallest value among such k’s;
16: i:=k; Ali] .= Ald] — 1; M[i — 1] := M[i] - B(oap) ™5
17: else
18: break;
19: end if;
20: end if;
21: end for;
22: if i = [ then
23: z:=e€;
24: else
25: ZI=0Ap oA
26: end if;
27: end if;

28:  return z;
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Note that in line 10 of algorithm 2 in [LP03], which corresponds to line
14 of algorithm 3.3, the additional condition A[k] = j, is missing, i.e., we

have line
14,q: if there exists k (> i) such that j. = j, > 1 for M[k]

and every entry of M|k];, is in tZ[t] then
14. Unfortunately, this leads to the phenomenon that the selfcorrecting pro-
cedure does not work accurately, because after some "selfcorrection jumps”
(line 15 in alg. 3.3) the difference between j, = Cy(M[k]) and A[k] could
become greater than 1.
Further, in line 11 of algorithm 2 in |[LPO03| the authors simply reset i to
be k, without declaring which k do they choose. Of course, it is the most
natural choice to select the minimal k (with the properties described in line
14 of algorithm 3.3). Indeed, this choice is made in line 15 of algorithm 3.3
(algorithm 4 in [Le06]).
We tried to reproduce the results for the success rates of the selfcorrecting
algorithm 3.3 given in [LP03, Le06|:
We implemented algorithm 3.3 using the computer algebra system MAGMA
2.10. Now, our program only chooses at random 1000 z’s from B;. We
also perfomed some tests to show what happens, if we choose the maximal &
instead of the minimal in line 15.

instead of line

TABLE 3.3 Success rate of recovering = from [(z) using algorithm 3.3

n 5 7 10
|| 30 40 50 40 55 70 60 80 100
Line 14,4, min. k£ | 92.8 90.3 84.5

Line 14, min. £ | 99.9 99.2 99.4 | 99.7 98.8 98.2]99.2 98.7 96.9*
[LP03, Le06] 100 99 97 | 99 97 82 99 90 69
Line 14, max. k£ | 93.3 89.2 86.4

*We used a conditional statement (if elapsed time greater than 1 hour
then break;) to reduce the expenditure of time. In so far 969 is just a lower
bound for the number of successfully recoverable preimage braids in this com-
puter experiment.

Observation: The success rates of our implementation of algorithm 3.3 are
actually higher than those reported in [LP03|. Especially for the parameter
values (n,l) = (7,70), (10,80) and (10,100) there is a significant gap between
the results in [LP03, Le06] and our results'.

'We assume that E. Lee and Park used such a conditional statement as we did for
the parameter value (n,l) = (10, 100). Otherwise we estimate their computer experiments
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3.3 An improved linear complexity algorithm

First, for the purpose of motivation, we describe an inversion algorithm for
the representations s~1(gred)*, s7H(pred)t B, — GL(n% Z[s*, ¢*Y]). (See
the notation used in section 1.5.)

Here the rows (and columns) of an n?-dimensional matrix are indexed by
(i,7) € {1,...,n}?. Explicitly, the (i, j)-th row (column) of the matrix M is
denoted by (z‘,j)M (M(Z}j))'

Algorithm 3.4: Inverting algorithm for s~!(gred)* s=1(gred)t
Input: A matrix X = pz with p = s~ (BT or p = s~ 1(pred)?
for some unknown z € B,,.
Output: z € B, in right normal form.
1:  Compute the smallest p € Z such that
M = px(pd,)P € GL(n% Z[s, ¢*)).
2: Initialize k := 0;
3:  while M #1d,2 do
4: k:=k+1;
5: St = 0;
6.
7
8

fori:=1ton—1do
for j:=i+1tondo
if M(i,k;) = M(j7k) forall k =1,...,n then

9: Include aj; in St.

10: end if;

11: end for;

12: end for;

13: if St is the starting set of some § € () then

14: Compute z[k] = 5 € @ such that St = 5(5).
15: else break;

16: end if;

17: M =M - (p3)~;

18: end while;

19: return z = z[k] - - - z[1]0,7;

This algorithm is reminiscent of algorithm 2.2 based on the ideas of D.
Krammer, used in his faithfulness proof of B4 [Kr00]. Obviously it has linear
time complexity in the dual canonical length.

Though we are not able to prove that algorithm 3.4 computes the unique

would have taken at least a month. Keep in mind that one hour in our implementation
corresponds to ca. one day in the implementation of Lee, Park. This rough estimation
is deduced from the elapsed times given for the Hughes algorithm. If this assumption is
true, this could explain the gap. Otherwise we have no explanation for the gap.
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preimage braid x € B, such that X = pz (p = s71(34) " or p = s~ H(Bred)H),
hundreds of computer experiments with different parameter values, where the
input braids were always reconstructed successfully, supports this assump-
tion.

Analogously, we can apply this algorithm to the n(n + 1)-dimensional repre-
sentations s'AF, s7H(pIYM)T where p?¥M denotes the Tong-Yang-Ma rep-
resentation defined by o; — Id;_; @ ((1)8) @®Id,,_;—;. Note that in the case of
s7H(pIYM)*T an analogue of algorithm 3.4 fails to recover a preimage braid
with increasing probabilty for increasing length of the input braid. Indeed,
we conjecture that the augmented representation s~ (p?¥M)* is not faithful
for n > 4.

Further, we can apply an analogue of algorithm 3.4 to the n-dimensional
representation s~ (see example 2.(a) in section 1.5), i.e., to Burau-type
representations. However, if we want to apply it to the Burau matrices, ex-
plicitly defined in section 1.2, we set s> = ¢ and we build a somehow reverse
(or transposed) algorithm:

Algorithm 3.5: Linear inversion heuristic for the Burau represention
Input: A Burau matrix X € 5(B,).
Output: z € B, in left normal form.

1:  Compute the smallest p € Z such that

M = Ba(B5,) € GL(n, Z[g)).

2: Initialize k := 0;
3:  while M #1d,, do
4: k:=k+1;
5: St := (;
6.
7
8

fori:=1ton—1do
for j:=1+4+1tondo

: if ;M =; M then

9: Include aj; in St.
10: end if;
11: end for;
12: end for;
13: if St is the starting set of some s € ) then
14: Compute z[k] = s € @ such that St = 5(s).
15: else break;
16: end if;
17: M := (Bs)~' - M;
18:  end while;

19: return z = 0, Pzx[1] - - z[k];
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For the purpose of comparability with the success rates of the Lee-Park
algorithm (without self-correction), we constrained the inputs to Artin posi-
tive braids. The table 3.4 shows the experimental results for the algorithms
3.2 and 3.5. On input (n,l), the program chooses at random 10000 z’s from
B with |z| = lg, (z) = [, computes pp(z) from x, computes z from pg(x) by
each algorithm, and then checks whether or not z is equal to x by comparing
their normal forms. Further, we compare algorithm 3.5 with algorithm 2.2
where we have set t = 1. Since, in this case, we deal with (g)—dimensional
matrices, we performed just 1000 experiments per (n,()-value.

TABLE 3.4 Success rate of recovering = from §(z) (unit: %)

n 3 7 10
|z 30 40 50 40 95 70 60 80 100

Alg. 3.2 | 91.57 81.52 71.12 | 89.08 74.06 56.56 | 84.16 67.37 50.22

Alg. 3.5 | 9549 90.16 83.87 | 92.67 81.72 68.76 | 88.49 72.86 55.75

é%i‘? 055 912 848 | 93.0 823 674 | 883 739 528

Observation: The success rates of our linear complexity inverting heuris-

tic for the Burau representation are slightly, but significantly, better than
the corresponding success rates of the Hughes or the Lee-Park algorithm
(without self-correction) for all investigated parameter values. Further, the
success rates of algorithm 3.5 and algorithm 2.2 with ¢ = 1 are roughly equal.
Since the Lawrence-Krammer module for ¢ = 1 is the symmetric square of
the (reduced) Burau module, this is far from being a surprising effect.
But the success rates of algorithm 3.3 are not within reach for our algorithm
3.5. This is due to a lack of self-correction in this algorithm. The develop-
ment of a self-correcting version of algorithm 3.5 remains as a task for future
research. Nevertheless, since algorithm 3.5 has linear time complexity (as
Hughes’ algorithm), it can be used as a cryptanalytic tool in representation
attacks against braid-based cryptosystems.

Note that success rates of all inversion algorithms for the Burau repre-
sentation are 100% for the 3-strand braid group. But they are lower than
100% in the case n = 4. This also holds for algorithm 2.2 setting ¢t = 1.
This confirms the conjecture that the Burau representation is not faithful
for n = 4. But non-trivial Burau kernel elements in B4 have not been found
so far. According to an exhaustive search, using the topological character-
ization of Burau kernel elements reported in [Bi99|, such elements, if they
really exist, must be quite long "monster elements".
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Chapter 4

Representation attacks on the
braid Diffie-Hellman key
agreement

4.1 Braid Diffie-Hellman key agreement

Braid-based cryptography was introduced by Anshel, Anshel and Goldfeld in
1999 [AAG99| and by Ko, Lee, Cheon, Han, Kang and Park at the CRYPTO
2000 [KL*T00]. Several attacks have been proposed for the AAG key agree-
ment protocol (IKLAP) for braid groups, and for the Ko, Lee et al. protocol
so far. We will discuss them in detail in chapter 5. Further, an introducing,
summarizing and outlooking survey on braid-based cryptography is given by
P. Dehornoy [De04b].

Here we deal with the braid Diffie-Hellman KAP suggested at the ASTACRYPT
2001 [CK™01], which is an revised version of the Ko-Lee protocol [KL*00|.
A straightforward generalization for general groups is described in section
5.2.1.

Let LB,, and UB,,_,, (m < n) be the commuting subgroups of B,, gener-
ated by o1,...,0,_1 and 0,41, ...,0,_1 respectively. The elements of LB,,
and UB,,_,, are called lower and upper braids. Now, Alice and Bob have to
perform the following protocol steps:

0. Alice or Bob select (and publish) a generic, sufficiently complicated
braid z € B,,.
1.A Alice generates randomly (a;,a,) € LB2,
rewritten (normal) form to Bob.
1.B Bob generates randomly (b;,0,) € UB?_, |
of yg = bz, to Alice.

and sends y4 = a;ra, in a

and sends a rewritten form
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2.A Alice receives yg and computes K := a;ypa,.
2.B Bob receives y4 and computes also the shared key bjyab, = b/(axa, )b, =
a;(byxb,)a, = aqypa, = K.

The security of this key agreement scheme and the corresponding public
key cryptosytem! (PKC) depend on the following specific Diffie-Hellman type
Decompositon Problem (DH-DP) for braid groups:

INPUT: (z,ya,yg) € B2 such that y4 = ayza, and yp = bxb, for some
a;,a, € LB, and b;,b, € UB,,_,,.
OBJECTIVE: Find K := qyga, = biyab, = a;bjxa,b,.

To recover the private key (a;,a,) € LB2, of Alice it is sufficient to solve
the following specific Decompositon Problem (DP) for braid groups:

INPUT: (z,y4) € B2 such that ya4 = a;za, for some a;,a, € LB,,.
OBJECTIVE: Find (a},al) € LB2 such that ajza, = ya.

A solution for the DP induces a solution for the DH-DP. In the case q; = a;l
and b, = b ' we obtain the original braid Diffie-Hellman key agreement
scheme, which is based on a Diffie-Hellman version of the Generalized Con-
jugacy Search Problem (GCSP) [KL100] (see section 5.1.2). The fact that
in general a; # a,! (and b # b, ') for the revised scheme [CKT01] is in-
deed its advantage: x and y4 are in general not in the same conjugacy class.
So attacks which (frequently) use conjugacy operations like cycling attacks
|[HS03| and Gebhardt’s computation of Ultra Summit Sets [Ge05, Ge06]
do not work.

We can restrict to the monoid versions DP™ and DH-DP™, in which each
braid group is replaced by the corresponding monoid of positive braids, be-
cause we can multiply the equations y4 = a;xa,, yg = bxb, by a sufficiently
high power of the square of the Garside element A%, which generates the
center of B,,.

4.2 Representation attacks and previous work

Linear algebra or representation attacks on braid-based cryptosystems work
as follows:

I. Choose a linear representation p : B, — GL(k, R) of the n-braid
group for some ring R and £ € N, and compute the images of the
instance braids for this representation.

1 Using an ideal hash function from the braid group into the message space H : B,, —
{0,1}* a corresponding Public Key Encryption can be constructed ((CK*01], chapter 6).
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I1.

Solve the base problem in the matrix group GL(k, R). Keep in mind

that there will be infinitely many solutions in general, and that not all
solutions are in imp C GL(k, R).

ITI1. Find preimage braids for solutions in imp.

4.2.1 Linear algebra attack on DH-DP via Lawrence-

Krammer representation

Here we describe the deterministic polynomial time algorithm developed by
J. H. Cheon and B. Jun [CJ03a, CJ03Db].

Let V denote the free Z[t*!, ¢*']-module of rank (}) with basis {z;|1 <i <
J < n} (see section 2.2). Via Lawrence-Krammer (LK) representation [La90]
p=pn: B, — GL((3), Z[t*', ¢*']) = Aut(V) braids acts on V. Recall that

the action of an Artin generator o (k=1,...,n — 1) is given by
( tquchJrl, = k,j = k’ =+ 1
(1 —q@)w +qTi k1, 1<k=7
Tip + 10" (q = Datgprr, 1<k, j=k+1
(pnow)rij = tq(q — V)Tppr1 + qTry1y, i=kk+1<]
Trj + (1 = @) Th1,5, i=k+1<y
Tij, 1<k or k+1<:

| 2 + 10 (g — 1) apsr, i<k k+1<j.

pnb denotes the LK matrix of the braid b € B,, according to this xz-basis.
Further, we use the abbreviation p;, := p,[4=1/2. Now, the Cheon-Jun attack

on DH-DP™ works roughly as follows. For technical details see [CJ03b].

I.

I1.

Compute X = pl,z,Y* = plya, Y? = plys € Mat((3),Q[t]) for z,ya,
YB € B:Lr.

Compute (3) x (3)-matrices Aj, AL over Q[t] satisfying the following
equations Vk =m+1,...,n—1:

XA = Ay4 (1)

prlow) Ay = Aipr,(o%) } (2)

Pulow) A, = Arp(ox)
Aj is invertible with overwhelming probability, so we can compute
(A)YPAL = (A (BX BN AL 2 BY(A) X A)B Y BYABT =
ol (K) with B' := pl.by, B" := plb,.
Note that in general (A4])~' # Al := pla; and A, # A" := pla,, and
(A})~! and A/ need not to lie in im p,.
We remark that we can change the system (1), (2) by vectorization into
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I1I.

a highly overdetermined linear system with (2n — 2m — 1)(;)2 equa-

tions and 2(;‘)2 variables, which are polynomials in Q[t]. By precise
analysis of Krammer matrices, as suggested in the proof of theorem
3 in [CJ03b|, we can reduce the number of variables and equations.
Nevertheless, here we have to correct a simple mistake in theorem 3 of
[CJO3b]:

Let n = 2m. Using a reordering of the basis p,o) (k =m+1,...,n—1)

can be written as (Ag’“ 0) where M), is a square matrix of size k(n —

k)+n—2=(3)— (kgl) — (”_'2“_1). Therefore, each matrix equation (2),
for n/2 < k < n, yields only [k(n — k) + n — 2]? non-trivial equations,
while Cheon and Jun claim that there are only k(n — k) non-trivial
equations (for n/2 < k < n). We cannot follow this argument. To
establish such a result a much more precise analysis of LK matrices of
Artin generators would be necessary, if possible. But such an analysis
is missing in the proof of theorem 3 in [CJ03Db].

Therefore, the numbers of variables and equations in the above men-
tioned, highly overdetermined linear system keep (in the case m =
O(n)) O(n*) and O(n®), respectively. The complexity of the Cheon-Jun
attack is dominated by Gaussian elimination for such linear systems.
In section 3.2 of [CJ03b] Cheon and Jun developed a polynomial time
algorithm for inverting the LK-representation based on the ideas of
Krammer [Kr02]| (see algorithm 2.1 described in section 2.4). Applying
this algorithm to (A4])'YBA. = p/ (K) we obtain the unique preimage
braid K.

Practically we can also use LK matrices according to standard fork
basis and algorithm 2.2 as inverting algorithm. But in this case we
have no proof that the algorithm is deterministic.

So the Cheon-Jun attack provides a deterministic polynomial time solu-
tion to the DH-DP. Nevertheless the complexity is too large to break the
cryptosystem with the proposed parameters in [KLT00, CK101] efficiently.
A complexity analysis of the Cheon-Jun attack is given in section 4.3.3.

4.2.2 Linear algebra attack on DP via Burau represen-

tation

In this section we describe a linear algebra attack using the Burau represen-
tation, introduced by E. Lee and J. Park in [LPO3|.
Let W, denote the free Z[g!]-module of rank n with basis {w;|1 < i < n}.
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The (unreduced)? Burau representation [Bu36| 3, : B, — GL(n,Z[¢*']) =
Aut(Wy) defined by

ﬁnakzldkl@<11q g)EBIdnkl szl,,n—l

provides the following special attack on DP™, but only in the symmetric case
2m =n:

I.
I1.

IIT.

Compute X = B,2,Y = B,ya € Mat(n,Z[q]) for z,ys € B;F.
Consider the DP-induced decomposition Wy = spanl ¢ spanU with
L= {w;|l <i<m},U:={w;m+1<1i<n}. Then we obtain the
following block matrix equations:

Y — (YLL YLU) _ (Az 0 ) (XLL XLU> (AT 0 >
Yur Yuu 0 Idp—m Xvr Xvu 0 Idp—m
_ AlXLLA’F AlXLU
XULAT XUU

Note that A; = B,a;, A, = Bpna,-. In the case 2m = n the offdiagonal
blockmatrices X, Xy are quadratic. The probability that Xy or
Xy, have full rank for randomly chosen = € B, increases for n = const
and increasing word length |x|, and for |z| = const and decreasing braid
index n (n > 5) [LPO03]. If at least one of these two offdiagonal matrices
is regular, so we obtain A; = YLUXL_Cl, or A, = X{,iYUL.

In numerous experiments the probabilities that X or Xy are regular
were found to be 90% or so for cl(x) = lg(x) = 5 and n = 50,70, 90
(see section 4.3 in [LP03]).

In [Ko03] Ko suggests the following countermeasure: Choose a x which
contains just a few generators o,,.

The Burau representation is proved to be not faithful for n > 5 [Bi99)].
The only known algorithms for computing preimage braids for the Bu-
rau representation are the heuristic Hughes algorithm [Hu02| and its
variations by Lee and Park [LP03| (see chapter 3). Applying it to A,
or A,, we might obtain a; or a,, and that is sufficient to solve DP.
Since the self-correcting algorithm 3.3, which provides the best success
rates so far, took too long time to be used on a PC for large param-
eters, Lee and Park used algorithm 3.2 to compute preimage braids
for the Burau representation. Let a = a; or a,. For the parameter
values (n, cl(a)) = (50, 3), (70,3) and (90, 3) a is recovered from (,,(a)
with a success rate of 100%. Further, Lee and Park can recover a from

21t is also possible to use the reduced Burau representation B,, — GL(n — 1, Z[g*!]).

63



Bm(a) for (n,cl(a)) = (50,5), (70,5), (90,5) and (50,10) with signifi-
cant probability [LP03]|. These results can be even improved by using
our inverting algorithm 3.5 instead of Lee, Park’s algorithm 3.2.
Nevertheless, the success rates of these heuristics decrease for m =
const with increasing word length |a| (or canonical length cl(a)), and
they are very low for the parameter values suggested in [CK*01].

4.3 Probabilistic linear algebra attack using Law-
rence-Krammer representation

Now we use ideas from Lee and Park [LP03] to develop an attack on DP™ via
LK representation. For generic and sufficiently long instance braids we re-
cover the p! -image of Alice’s private key by using just® one matrix inversion.
We have already published this work in [Ka06|.

4.3.1 Symmetric case 2m =n

Consider the DP-induced decomposition V' = span L& span M @ span U with
L={zl<i<j<m}M:={z451<i<m<m+1<j<n}and
U= {zylm+1<i<j<n} (L] = (3), [M] =m(n—m),|[U] = (","))

The basis is reordered according to the DP-induced decomposition of V' by
the transformation ¢ : {z;]1 <i < j < n} — {ax|l <k < (5)} defined by

(51 zij € L
ki=q (5)+(G—m—1m+i, zi; € M
(M 4+mn—m)+ (0 ) +i—m, ;€U

So we get the following block matrix structures for embedded braids:

Pl = ( A Apm ) @Id(n;m) Va € LB,, and

_ Byyv 0
pnb = Id(gn) ® ( Buy  Buw ) Vbe UB,,_,,.

Note that App = pma = pma(t,q), ALy = Apm(t, q), rank Apy < m,
and Ay = Ay (q) = (Bn)®™™ € Mat((n — m)m, Z[g*"]), where 3, :
B,, — GL(m,Z[q*']) is a Burau-type representation.

3Nevertheless, this matrix is an (' )-dimensional matrix over Q[t].
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TABLE 4.1: p := Prob(rank Xy |;=3 = (72”))

n=2m
6 || 15 20 25 30 35 40 45 50
pin % 6 30 41 62 77 90 92 95
8 || 30 40 50 60 70 80 90 100
pin % 0 7 30 48 69 87 &9 99
10 || 70 90 110 130 150 170
pin % 5 21 60 80 92 100
12 || 100 140 180 220 260
pin % 1 20 65 88 99

100 random experiments were executed for each entry. A randomly chosen z € B;!

is rejected, if it does not contain all Artin generators.

The commutativity equation ab = ba Va € LB,,Vb € UB,,_,, yields the
following block matrix equation:

A, ArmBum 0 Arr Arm 0
Pnab = 0 AMMBMM 0 = 0 BMMAMM 0
0 By By 0  BumAmm Buu

Our representation attack contains the following steps:

I. Compute the images of the instance braids:

X Xonw Xio Yo Yim Yo
ppt= | Xur Xum Xuv | ppya= | Yur Yum Yuu
Xvr Xvm Xuu Yoo Yo You

IT. The UL-block matrix from pf a;xa, =

A XA+ | (AL X + ALy X)) A+ | AL Xo+

AL XAy | (AL X + ALy X)) Ay | Ay X

A X AL | A X Ay + X Apng) | A Xaw
Xvur AL Xvr Ay + Xom Ay Xvvu

yields the equation Yy, = Xy Aj ;.

Xy is quadratic for 2m = n and non-singular with increasing proba-
bility for increasing |x| (n = const) and decreasing n (|z| = const) (see
table 4.1).

If Xy is regular, we can compute ! a, = A}, = X(}}JYUL.

If it is not, choose a generic, sufficiently long u € UB;}_,, with plu =

65



Uniar 0
Id(m) ® (UAUI;C,I UUU>’ and compute

(P uara)yr, = (UY)ur = UpnYur + UooYor = Unn Ay Xarn AL

"‘UUUXULAEL (i) (UUMXML + UUUXUL)AEL'

Then Upypy Xy + UpuXur = (pl,ux)yr has with high probability full
rank for sufficiently long u, and we obtain

AL = (Uopm X + UpoXoz) ™ (UomYur + Upo Yor).

Note that this regularization procedure does not work, if X, and Xy,
have a common zero column, or if Xy, is the null matrix and X, does
not have full rank. But for generic, sufficiently long and complicated
x, which of course contains all Artin generators oy, ...,0,_1, this will
not occur.

ITI. By Cheon-Jun algorithm we lift back A}, = pl a, to a, € B}}.

4.3.2 Asymmetric cases
(a) The case m <n—m

Here we have to replace m by m' := n/2 (n even) or m’ := (n+1)/2 (n
odd) in the definitions of L, M, U. If n is even the problem is reduced to the
symmetric case n = 2m/.

But if n is odd we have to embed the problem into B,,,, and compute images
of the instance braids for pi, ,. Choose the decomposition span{z;;|1 < i <
j < 2m'} = spanL @ spanM @ spanU with M := {z;|1 <i <m/;m' +1 <
j<2m'}and U = {z;|m' +1<i < j <2m'}. Then Xy, is quadratic, but
singular - it contains (at least) m’ — 1 = (n — 1)/2 zero rows, and X;; has
(at least) m’ = (n + 1)/2 zero rows. Nevertheless we can apply the above
regularization procedure again:

Choose a generic, sufficiently long u € ﬁB;m,_m, = Oty ey Oor—1) T C
B, and compute

(Poywvwya)or = UpitYarr + UsoYor = UpnYur + UgpYur =
(Pyrumzar)pr, = (Phmuzar)pr = (Upn X + UsoXorn) AL
= (UgnXmr + UspXur)AlL L

(P uT) gy, = UomXmr + UgyXur s quadratic, and regular for generic,
sufficiently long u € UB/T x € LB;", and we obtain

1r = UgnXur + UsuXur) " (UgyYur + UgpYor) = plyan.
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(b) The case m >n —m

By half twist transformation 7,, : B,, — B,, def. by o; — 0,_; we reduce
case (b) to case (a).

Note that we perform now an attack on Bob’s private key, while in case (a)
we only can compute the private key of Alice.

(c) Simple Generalizations

We can introduce some simple variations and generalizations of the DH-DP:
One way is to choose different partitions of the (l)eft and (r)ight "areas,"
i.e. choose a; € LB,,,,b; € UB,_,,,a, € LB,, ,b, € UB,_,,, with m; # m,
(my,m, < n). By half twist transformation, reverse anti-automorphism of
B,, and proper embeddings of the private keys we can transform the problem
to the following standard form of 1,r-asymmetric DP:

INSTANCE: (2',y') € B? such that y' = pjxp, for some p; € LBy, pr € LBy,
with m] =n —mj < n/2.
OBJECTIVE: Find p; € LBy, p, € LBy, such that pjz'p) = y'.

Defining L :={z;;|1 <i<j<m.}and U :={zln—m.+1<i<j<n}
we get (o v ur = (phpie'pr)ur = X{pphy (Pr). So recovering p, depends on
the regularity of the quadratic block matrix X = (pha L.

Another way is to choose a, € UB,,_,, b, € LB, (and keep a; € LB,,,b, €
UB,_) or vice versa. But in this case we can attack the DP, if one of the
quadratic matrices Xy or X is invertible.

Further generalizations e.g., by introducing refined partitions of each "area,"
can be treated with similar methods.

4.3.3 Complexity analysis

For simplicity we assume that x,y4 € By, a;,a, € LB}, and x,q;, a, have
the same (Artin) canonical length [. Therefore the entries in A}, = p! a, are
polynomials in Q[t] with degree bounded above . According to Corollary 1 in
[CJO03b| the absolute values of the numerators and denominators of the co-
efficients of these polynomials are bounded by 2%l and 22! respectively.
Let p be a prime with p > 2/1#20m=Dl and £(¢) an irreducible polynomial of
degree [ over Z,. Then we have

1 .
s = S22, mod(p, (1))

So we can work in the residue class field F' = Z,[t|/(f) = F, rather than
in Q[t]. This allows us to estimate the costs of the ring operations. Using
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Schonhage-Strassen method one multiplication in Z, takes O(log ploglog p
logloglog p) = O~ (log p) = O~(Ja,|) = O~(m?]) bit operations?, and a mul-
tiplication in F, takes O(I*) multiplications in Z,°. Therefore an operation
in I takes O~ (I?log p) = O~(m?I3) bit operations.

Step II: Compute p) a, = X(}iyUL-
The matrix inversion has the same asymptotic complexity of O(m?*")
operations in F' as matrix multiplication. The feasible matrix multipli-
cation exponent 7 is 3 for classical algorithms, log, 7 using Strassen’s
method, and the current world record is 7 < 2.376 (|[GG99|, sec-
tion 12.1). Therefore the asymptotic complexity of step II is about
ON(m2’T+213).

Step III: Invert the Lawrence-Krammer representation.
In [CJ0O3b| the authors errouneously assume that the complexity of
their Algorithm 1 for inverting the Lawrence-Krammer representation
is dominated by the computation of a power of p,A,. This is not
the case, because we can compute even powers by formula p, A% =
t%q%kld(g) and p,A, is sparse - it has the support of a permutation
matrix.
Therefore the complexity of the Cheon-Jun algorithm (Algorithm 1
in [CJO3Db]) is dominated by step 3.4 (for £ = 1 to [). So Inverting
A% = pl a, has the same complexity as computing p/, a,°.
In step 3.4 we have to perform O((m?)7) operations in F. That are
O(m?*7l) operations in Z,, because the (Artin) canonical length of a
permutation braid is 1. Therefore step 3.4 takes O~ (m?7llogp) =
O~(m*2[?) and the whole Algorithm 1 O~ (m?7"2[®) bit operations.
Note that the computation of the Krammer matrices of [ permutation
braids takes O~ (m®l) bit operations:
The Krammer matrix of an Artin generator contains at most 2 nonzero
entries per column. So multiplication with p) o, (j = 1,...,m — 1)
takes O((m?)?) field operations in F', and also in Z,, because the (Artin)
canonical length of a permutation braid is 1. Because the word length
of a permutation braid b, is O(m?), Schonhage-Strassen multiplication
takes O~ (|b,|) = O~ (m?) bit operations.

Summary: Our proposed attack requires O~ (m?7+2[3) bit operations using

“For a precise definition of the O~-notation see definition 25.8 in [GG99].
5Using asymptotically fast algorithms this can be reduced to O~ (l) multiplications in
Zy.
6Because the (Artin) canonical length of y4 is bounded by 3I, step I (compute
P, phya) has the same complexity as step III.
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Schonhage-Strassen multiplication in Z, and O(m?™*[*) bit operations
using classical multiplication.

Comparison with Cheon-Jun attack: The complexity of Cheon-Jun atack
[CJ03Db] is dominated by Gaussian elimination. The Gaussian elimination
of the overdetermined system with O(m®) equations and O(m?) variables
needs O(m®°") operations in F, and therefore O~ (m>"2[3) bit operations
using Schénhage-Strassen multiplication and O(m®7I*(m?1)?) = O(m° 1)
bit operations using classical multiplication.

Therefore, our attack is 37 orders in m (or n) more efficient than the Cheon-
Jun attack.
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Chapter 5
Braid group cryptography

Most of the currently used methods in public-key cryptography are based on
problems in number theory. These methods have proved to be worthwhile
over several years. Nevertheless, after the advent of quantum computers,
systems like RSA [RSAT8| and its variants, e.g. [Ra79] , ElGamal [E185|
and ECC [Mi85, Ko87] will be broken easily [Sh97, PZ03].

There have been several efforts to develop public-key cryptosystems which
are not based on number-theoretic problems. One approach is the use of hard
problems in combinatorial group theory like the word problem [Dell, Th14,
GZ91|, the conjugacy problem |[Del1], etc. The groups in question are usu-
ally non-commutative. Therefore, it was suggested to name this relatively
new branch of cryptography as "non-commutative cryptography” [GGT06].
The first PKC that uses non-commutative groups was proposed by Wag-
ner and Magyarik [WMS85|. The platform groups are finitely presented
groups with an unsolvable word problem. Such groups exist according to the
Novikov-Boone theorem [Bo54, No55]. Some examples for such groups are
given in [La79, Co89|. Furthermore there exist an efficient algorithm, which
constructs from a finitely presented Thue system T with unsolvable word
problem a finitely presented group G(7T') with unsolvable word problem. Note
that the existence of finitely presented Thue systems with unsolvable word
problem is guaranteed by the Post-Markov theorem [Po47, Ma47, Ma86|.
Nevertheless, Birget, Magliveras and Sramka argued in [BMS06| that the
Wagner-Magyarik scheme is based on the word choice problem rather than
the word problem as proposed by the authors.

A cryptosystem using Lyndon words was proposed by Siromoney and Mathew
[SM90|.

According to a theorem of C. Miller III [Mi71] there exist finitely presented,
residually finite groups with algorithmically unsolvable conjugacy problem.
Since these groups are residually finite, they have a solvable word problem.
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An earlier example for a finitely presented group with solvable word problem,
but unsolvable conjugacy problem, was given in [Fr60]. A PKC based on
Miller’s theorem was introduced in [AA93]. Note that an analogue critique
as in [BMSO06| applies also to the scheme proposed in [AA93|. In particu-
lar, the scheme is not based on the conjugacy problem, but on the conjugacy
choice problem, which we define analogously to the word choice problem de-
scribed in [BMS06|.

In 1999 1. Anshel, M. Anshel and Goldfeld described an key agreement pro-
tocol [AAG99| using noncomutative groups with feasible word problem, but
algorithmically hard conjugacy problem. This was the first cryptosystem,
where braid groups were explicitly suggested as platform groups. Therefore
the paper [AAG99| marks the birthdate of braid group cryptography.

The introduction of the first braid-based cryptographic schemes [A AG99,
KL700, CK"01] caused some excitement in the crypto community and led
to an amuont of cryptanalytic research. Further, braid group cryptogra-
phy inspired the search for other feasible, non-commutative platform groups
[PHT01, PKT01, MST02, EK04, SUO05|, or other non-commutative struc-
tures usable for cryptographic purposes (see, e.g., [GP04, AK06, CDWO07]).

5.1 AAG and KLCHKP key agreement

5.1.1 Protocols

For the general AAG key agreement protocol for monoids [A AG99| we need
two feasible monoids (M, ), (N, n), and functions

B:MxM-—N, ~v:MxN-—N (i=12)
which satisfy the following conditions:
(1) B(z,-): M — N is for all z € M a monoid homomorphism, i.e.
Va,yi,y2 € Mo B2, 91 0 y2) = B, y1) -~ Bz, 42)-

(2) It is, in general, not feasible to determine a secret x € M from the
knowledge of

y1>y2a"'7yk€M and 5(937?/1),5(%92),---75(357?41@)GN-

(3) For all l’,yGMZ 71(%,5<y,$)) :72(:%6(:673/))

Now Alice and Bob have to perform the following protocol steps:
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0. Alice and Bob select two public submonoids

SA: <81,...7Sm>,SB: <t1,...,tn> C M.

1.A. Alice generates her secret key a € S4.
1.B. Bob chooses his secret key b € Sg.

2.A. Alice computes the elements 3(a, t1), ..., ((a,t,) and publicly announces
this list. This list is her public key.

2.B. Analogously Bob computes the elements 3(b, s1), ..., 3(b, s,,) and pub-
lishes this list. This list is his public key.

3.A. Alice, knowing a = ry---rp with r; € {s1,...,8,}, computes from
Bob’s public key

ﬁ(b,&) = 6([7,7"1 Tk) g 6((7,7“1)"'6([9,7%)-

3.B. And Bob, knowing b = u; - - - uy with u; € {t1,...,t,}, computes from
Alice’s public key

1

Bla,b) = Bla,ur -+ ) 2 Bla,m) -+ Bla, up).
4.A. Alice computes K := v (a, 3(b,a)).

4.B. Bob also computes the shared key (b, 3(a, b)) Y K.

Note that, in order to establish a shared key K, it is sufficient to replace
condition (3) by the weaker condition

(3°) Forall a € Sy,b€ Sg: m(a,B(b,a)) = (b, B(a,b)).

In the following, monoids which are used in the AAG KAP, have to fulfill
the conditions (1),(2) and (3’).

The AAG key agreement scheme is formulated in a too general manner to
be applied. For practical purposes we have to specify the monoids M, N and
the functions 3, vy, V2.

The AAG commutator KAP for groups [AAG99] is determined by the follow-
ing specifications:

Let M = N = GG be a group, and S4 and Sp are assumed to be subgroups
of G'. The functions 3,71, v : G? — G are defined by

Blz,y) =a yz, w(v,y)=z"'y, mlz,y) =y 'z

+1
7tn

"Now r; and u; are elements from {si',... s} and {t,... }, respectively.
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Note that the shared key is the commutator
K =(a,5(b,a)) = n(a, b~ ab) = a'(b" " ab) = [a, b].

In combinatorial group theory multiplication is defined by simple con-

catenation of words. Therefore Alice and Bob have to publish the elements
B(a,t;) = a 't;a and B(b,s;) = bs;b in a disguised form. Therefore the
question, whether one can efficiently disguise elements by using defining re-
lations [SZO06|, is very important for any platform group. One way is to
use efficiently computable normal forms. Such normal forms exist, e.g., in
braid group. Furthermore, the conjugator search, i.e. determining z from
B(z,y) = x~'yx, was assumed to be hard in braid groups. Therefore Anshel,
Anshel and Goldfeld suggested braid groups as platform groups for the AAG
commutator KAP [AAG99|.
In 2000 Ko, Lee, Cheo, Han, Kang and Park introduced a new key agreement
scheme based on braid groups [KL*00]. Here we describe a generalized ver-
sion of this KAP [CK™01] for a general platform group G. Since this KAP is
a non-abelian generalization of the classical Diffie-Hellman (DH) key agree-
ment in the abelian group )\ [DH76], we call it the group Diffie-Hellman key
agreement protocol.

0. Alice and Bob select two public, commuting subgroups Sa,Sg C G,
i.e. [Sa,Sp| = 1. Furthermore they publish a "generic" element z € G.

1.A. Alice generates her secret key (a;, a,) with a;, a, € Sy.
1.B. Bob selects his private key (b, b,) with b, b, € Sp.
2.A. Alice computes y4 = a;xa, and sends it to Bob.
2.B. Bob computes yg = bjxb, and submits it to Alice.
3.A. Alice receives yg and computes K := qyga,.
3.B. Bob receives y4 and computes the shared key
biyab, = b(azxa, )b, = a;(bzd,)a, = qypa, = K.

1

For a; = a; ' and b, = b, we obtain the original Ko-Lee et al. protocol

[KL*+00].

Proposition 5.1 The Ko-Lee protocol is a special case of Anshel Anshel
Goldfeld KAP for monoids |[AAGO3|.
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PROOF. - Set (M, ) = (G,-) and N = {g'zg | ¢ € G}. Furthermore
define

l'yu=u-xyl=u (VMzeN) and u-yv=u Vu,v€ N,u#1,v#1).

This turns /N into a monoid.
The functions 8 : G* — N and 715 : G x N — G are defined by

Blu,v) =utwu, Y(u,v) = va(u,v) = u tow.

Then condition (1) is fulfilled obviously, because [(u,v) is independent of
the second argument. Condition (2) is satisfied, because conjugacy search is
assumed to be hard in the platform group G of the Ko-Lee protocol. And
(37) holds, because we have for all a € Sa, b € Sp ([Sa, Sp] = 1):

Y(a,B(b,a)) = vi(a, b~ zb) = a b taba = b (a 'za)b = (b, B(a, b)). O

If we want to verify the stronger but not necessary condition (3), then we
have to define [AAGO3|

'SAa
-S4 and v ¢ Np,
-S4 and wvé€ Np.

(x)
m(u,v) = T u € C(x)
(x)

x u ¢ C(x)- Sg,

Yo(u,v) = x u€C§x§~SB and v €& Ny,

-Sp and v € Nyu.

Here C(x) denotes the centralizer of z and Ny := {a'za | a € S},
Np := {b~'zb | b € Sp}. Note that u € C(x) -S4 & v 'zu € Ny and
ue C(z) Sp < ulru € Np.

Proposition 5.2 The group Diffie-Hellman key agreement protocol is a spe-
cial case of the Anshel Anshel Goldfeld KAP for monoids.

PROOF. - Here we set M = G? and N = {g17g2 | (g1,92) € G*}. The
composition in G? is defined componentwise, and -y is defined as in the
proof of Prop. 5.1. Now, if we define the functions 8 : G? x G2 — N and
T2:G*x N — N by

B((ur, uz), (v1,v2)) = wiwug,  y1((u1,uz),v) = y2((u1, u2),v) = urvus,

then condition (1) is satisfied obviously. Further, condition (2) holds, because
it is assumed to be hard for the group G to determine a = (a;,a3) € G?
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from (((a1,a2),b) = ajras. And (3’) is satisfied, because we have for all
a = (al,ag) €Sy, b= (bl,bg) € Sp ([SA,SB] = 1):

7(a, B(b,a)) = n(a,biazbs) = a1bixbaas = bi(a122)bs = 72(b, B(a,b)). O

So we have proved that the group DH KAP is a special case of the AAG
KAP for monoids. Nevertheless, not every special case is obvious. Indeed,
the group DH KAP does not use the homomophy property (1) anyway. We
close with a construction of a explicit public-key cryptosystem (PKC) for
enciphering/deciphering messages from the AAG KAP. This is a straightfor-
ward generalization of the PKC in [KL"00|. We assume that the monoids
M, N satisfy the conditions (1)-(3). Let {0,1}* be the message space and
H : G — {0,1}* an ideal hash function.

1. Key generation by Alice:
(a) Choose two public submonoids
Sa={(S1,.--,8m),Sp = (t1,...,t,) C M.
(b) Choose the private key a € Sa.
(c) Compute the public key (ya,...,y,) € N™ with y; = B(a, ;).
2. Encryption by Bob:

(a) Choose a b € Sp at random.
(b) Compute ¢; = (b, s;) for alli=1,... m.
(c) Use the presentation b =t;, - --t;, for the computation of

ﬁ(avb) = ﬁ(avth) e 'ﬁ(a’tim) =Yir Yipy-

(d) Encipher the message m € {0,1}* by d = m @& H(v2(b, B(a,b)).
The cipher text is (¢, ..., ¢n, d).

3. Decryption by Alice:
(a) Use the presentation a = sj, - -+ s, for the computation of
B(b,a) = B(b,sj,) -~ B(b,sj,) = cjy ¢y -
(b) Compute the original message by

doH (1 (a, B(b,a))) = m&H (72(b, B(a, b)) ®H (1 (a, B(b,a))) L m.
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5.1.2 Base problems

The following search problems are related with the group based protocols
from the previous section:

CSP (Conjugacy Search Problem):
INPUT: (s,s%) € G%
OBJECTIVE: Find 2’ € G such that % = s*.

[-SCSP (I-Simultaneous Conjugacy Search Problem):
INPUT: {(s;,s7) € G*li=1,...,1}.

OBJECTIVE: Find 2’ € G such that s¥ =s? Vi=1,...,1[.
GCSP (Generalized Conjugacy Search Problem):

INPUT: (s,5%) € G* withz € T C G.

OBJECTIVE: Find 2/ € T such that s* = s*.

[-SGCSP (I-Simultaneous Generalized Conjugacy Search Problem):
INPUT: {(s;,s7) € G*li=1,...,m} withz € T C G.
OBJECTIVE: Find 2’ € T such that s¥ = s Vi=1,...,1.

A AGP (Anshel-Anshel-Goldfeld Problem):
INPUT: {(a;,a)) € G?li = 1,...,k} U{(b;;b%) € G?j = 1,...,m} with
re€A={(a1,...,a) and y € B = (by, ..., by).

OBJECTIVE: Find K := 2 'y lay.

CDP (Conjugacy Decompositon Problem):
INPUT: (s,5") € G* withz € T C G.
OBJECTIVE: Find (2, 25) € T? such that sz} = s*.

KLP (Ko-Lee Problem - a Diffie-Hellman version of the GCSP or CDP):
INPUT: (s,s% sY) € G with z € A,y € B, and A, B C G with [A, B] = 1.

OBJECTIVE: Find K := 2 'y~ lsazy.

DP (Decompositon Problem):
INPUT: (s,71579) € G? for some x1, 25 € T C G.
OBJECTIVE: Find (2, x}) € T? such that 2/ sz, = 11s5.

DH-DP (Diffie-Hellman Decompositon Problem):

INPUT: (s,215%0,y15Yy2) € G* with 21,29 € A, 41,90 € B, and A, B C G
with [A, B] = 1.

OBJECTIVE: Find K := z1y15229s.
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Indeed, the AAG commutator KAP, the Ko-Lee protocol and the group DH
KAP are based on the AAGP, KLP and DH-DP, respectively.

A key transport protocol based (see e.g. [BMO03]) on the DH-DP is given in
[BCT06].

Note that the DP can be generalized by choosing x1, x5 from two different
subgroups 17, Ts, respectively. We call the corresponding search problem also
decomposition problem. A similar remark affects the DH-DP.

Now, let P, P, be two computational problems. We say P; is harder than
Py or P, implies P, written P, — Ps, if a Pj-oracle provides a solution to
problem P,.

Proposition 5.3 We have the following hierarchy of search problems:

[-SGCSP
/I
AAGP [-SCSP  GCSP DP
NN
CSp CDP DH-DP
e
KLP

PROOF. - Most of the sketched implications are obvious consequences of
the definitions. We just prove CDP — KLP and [-SGCSP — AAGP:

1. The input is a triple (s, s%,s¥) € G3 with z € A,y € B, and A,B C G
with [A, B] = 1. A CDP-oracle provides (z1,z3) € A% with z;s15 = s%.
Now we can compute the shared key

18Yxy = 21y Lsyx, = y_l(xlst)y = y_l(x_lsx)y =K.

2. Here the input is {(a;,a!) € G*li = 1,...,k} U {(b;,0%) € G?j =
1,...,m} withx € A= {ay,...,ax) and y € B = (by,...,by). A m-
SGCSP-oracle provides a 2’ € A with 2/~'b;z’ = b7 forall j = 1,...,m.
And a k-SGCSP-oracle provides a ' € B with v ta;y’ = a? for all
i =1,...,k. Now, since 2'"'b;z’ = b7 & [2'z7",b;] = 1Vj, we have
x' = ¢cpz for some ¢, € C'(B). Here C(B) denotes the intersection of all
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centralizers C'(b;) (j = 1,...,m). Analogously, we can write v’ = ¢,y
with ¢, € C(A) = N, C(a).

Now, 2/ € A implies ¢, € A. Therefore we have [¢,, ;] = 1, and we can
compute the shared key

1 1

-1, -1 —1
Cp Y C, Gy

ey =K. O

K' =22y = () coy) T epzeay x”

!

= x_ly_lcb_lc;lcbcaxy

We see, that solving the classical CSP is insufficient for breaking the AAG
protocol or the Ko-Lee protocol. Furthermore, it is, in general, insufficient
to solve the [-SCSP to obtain the shared key K of the AAG protocol:

Let 2’ = gz € G and ¥ = ¢,y € G with ¢, € C(A), ¢, € C(B) be the
output of a m-SCSP-oracle and a k-SCSP-oracle, respectively. Then we have
K' = K if and only if [c,, ] = 1. A necessary condition for [cp, ¢,] # 1 i
c ¢ ANc, ¢ B, which implies 2’ ¢ ANy’ ¢ B. Otherwise, if ' ¢ A, but
y' € B (or vice versa), the adversary gets K' = K.

We see that, additional to the SCSP, an adversary has to solve the

MDP (Membership Decision Problem):
INPUT: x € G and a subgroup A = (ay,...,a;) C G.
OBJECTIVE: Decide whether z € A or not.

to solve the AAGP. Indeed, we have (I-SCSP A MDP) — [-SGCSP.

Note that the MDP is hard in most groups. For instance, the MDP is algo-
rithmically unsolvable in Fy x Fy [Mi58|. Since Iy x Fy 2< 0% 03, 0% 02 >C
Bs [Co94|, the MDP is also algorithmically unsolvable in the braid groups
for n > 6.

Alternatively, the adversary could solve the SCSP and the

MSP (Membership Search Problem):

INPUT: z,aq,...,a; € G.
OBJECTIVE: Find an expression of z as a word in ay,...,a; (notation z =
z(ay,...,a)), if it exists.

to break the AAG key agreement scheme [SUO06a]:

If a m-SCSP-oracle outputs a ' = ¢,z € A, then the MSP-oracle provides the
word expression z’(aq,...,a;). Now the adversary can compute the shared
key

=1 _17 .y —1

(@, a)) =272 = (a7 ey ar)y = [z, y] = K.

But we have shown above, that it is not necessary to solve the MSP.
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5.2 Attacks on the braid-based key encryption
schemes

In this section we describe several attacks on the braid-based cryptographic
schemes introduced in the foregoing section, except of representation attacks.
Representation attacks on the braid Diffie-Hellman key agreement scheme
were covered in chapter 4. We add some remarks on other representation
atttacks:

A linear algebra attack against the AAG scheme [AAG99, AAT01] was
proposed by J. Hughes in [Hu02|, where he introduced his heuristic for
inverting the Burau representation.

Further, Lee and Lee performed a linear algebra attack on the key extractor
suggested in [AAT01] (see also [AAGO6|). Indeed, they showed that the
security of the key extractor is based on the problems of listing all solutions
to some SCSP’s in S, and in GL(n — 1,F,) (p prime) [LLO2].

5.2.1 Solutions to the CSP and computation of central-
izers and roots in braid and Garside groups

The conjugacy problem in braid groups was solved in the late sixties by
Makanin [Ma68| and Garside [Ga69]. In his fundamental work Garside
associated with every braid b a special finite set of conjugates of b, called
the summit set of b. Then he showed that two braid are conjugated if their
summit sets are identical.

Elrifai and Morton [EM94| improved Garside’s solution to the conjugacy
problem by introducing a much smaller invariant class under conjugation,
the super summit set. The super summit set SSS(b) of a braid b is defined as
the set of all conjugates of b with minimal canonical length. An element b €
SSS(b) can be computed by using cycling and decycling operations ¢, ¢_ :
B, — B, with

¢+(b) = Apbg tee bﬂ'ip(bl) y ¢_(b) = Apr(bl)bl cee bl—l

for b= APb; ---b;€ G in LNF. Here 7 denotes the flip automorphism defined
by o; — 0,_;. Note that cycling and decycling is nothing else than conjugat-
ing b by 77P(b;) and b; !, respectively. If b ¢ SSS(b), then, according to the
Cycling Theorem [BKLO1|, one finds a conjugate o’ of b with cl(b') < cl(b)
by cycling or decycling at most (g) — 1 times. So, by repeated cycling and /or
decycling, we find a b € SSS(b). Starting from b, SSS(b) can be computed
by repeated conjugations by simple braids. Note that, by this procedure, we
compute the whole directed super summit graph labeled by simple braids.
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Two braids b, b are conjugated if and only if b € SSS(b). Now, if b ~ b (i.e. b,
b are conjugated), then a conjugator can be obtained from the super summit
graph of b by keeping track of the conjugating braids. This provides us with
a solution to the CSP. This method was generalized by Picantin to a solution
of the conjugacy problem in all Garside groups [Pi01al. The first attack on
a braid-based cryptosystem (the Ko-Lee protocol for Bys) using SSS’s was
published in [Hu00].

Franco and Gonzales-Meneses [FG03a| showed, that if b** € SSS(b) and
b2 € SSS(b), then b*152 € SSS(b). Therefore it is sufficient to conjugate
with minimal (minimal according to <) simple elements. Note that in the
Artin presentation of B, there are n! simple braids, but only at most n — 1
(the number of atoms in B;) minimal simple braids. This reduces the av-
erage (vertex) degree of the super summit graph immensely. But it leads to
an increase of the average minimal path length between two vertices. Fur-
ther Franco and Gonzales-Meneses developed concrete algorithms to compute
minimal simple elements in Garside groups [FG03a].

These methods were used in [Go05] to improve an attack on the [-SCSP by
E. Lee and S. J. Lee [LLO2|. The complexity of the algorithm used in the
Lee-Lee attack is O(N max; |s;|(n!)nlogn) where N denotes the cardinality
of the special conjugacy class

/ —1 / / .
i=a s’ forsome '€ BVi=1,...,l}.

C™(sy,...,8) = {(s},...,8) € B, |inf(s}) > inf(s;) and
s
Now, the improvement from [Go05] leads to an attack on the SCSP which
is polynomial in n. But the complexity still depends on the cardinalty of
C™i(sy,...,5). Nevertheless the Lee-Lee attack is strong when the s;’s are
short and it does not depend on how complicated the simultaneous conjugator
x is. If, e.g., the s;’s are all positive, then C™(sy,...,s;) will be very small.
It was suggested in [AAT01] to use short s;’s to prevent length attacks (see
5.2.2). Myasnikov, Shpilrain and Ushakov investigated random subgroups
of B, generated by a small number of elements si,...,s with |s;] << n
[MSUO06]. Their experiments showed that the parameter choice suggested
in [AAT01] is unsuitable, because "most" of these subgroups are equal to the
whole group B,. Further, "almost all" of these subgroups are generated by
positive braid words, and the centralizers of these subgroups coincide with the
center (A2). Even with modified parameters (n = 80,1 = 20,11 < |s;| < 13)
many subgroups generate the whole braid group. Therefore, using the tech-
niques from [LL02, Go05]|, according to [MISUO6| it is easy to break the
AAG scheme with parameters suggested in [AAT01]. Note that Myasnikov,
Shpilrain and Ushakov developed concrete algorithms how to simplify the
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generating sets of random subgroups of B, [MSUOQG6|. Therefore the lengths
of the s;’s should be further increased, even if this contradicts with security
requirements against length attacks (see 5.2.2).

A further striking improvement of the solution to the CSP is due to V.
Gebhardt |Ge05]. Because iterated cycling in the SSS certainly becomes
periodic, he showed that it is sufficient to consider a small subset of the
SSS, the ultra summit set (USS), consisting of the cyclic parts of the conju-
gacy orbits in the SSS. He reports that for a random braid b € Bjgg with
|b| = 1000 the USS(b) can be computed efficiently (within a few seconds in
his implementation). According to his experiments (and the theoretical con-
siderations in [BGGO6b]) it seems likely that pseudo-Anosov? braids have
very small USS’s, whereas the USS’s of perodic and reducible braids may
be much larger. Therefore, pseudo-Anosov braids are a very bad choice as
instance braids for braid cryptosystems based on conjugacy search. But al-
most all long, randomly chosen braids fall into the pseudo-Anosov class.
But no polynomial bound (in n or |b]) is known for the size of the USS(b).
Indeed, according to [BGGO06¢| there are examples of periodic braids whose
size of the USS is exponential in n. Particulary, we have |[USS(d")| = 22
(Corollary 11 in |[BGGO06¢|). Therefore Garside’s algorithm using USS’s has
exponential time complexity for periodic braids. Nevertheless, using both
Garside structures of braid groups a polynomial time algorithm for the con-
jugacy problem of periodic braids is given in [BGGOG6¢|. Therefore, accord-
ing to the Nielsen-Thurston trichotemy the class of reducible braids seems
to remain as the only usable class of instance braids for braid cryptosystems
using conjugacy search.

Further insight to the CSP was gained by Birman, Gebhardt and Gonzales-
Meneses [ BGG06a, BGG06b, BGGO06¢|. The authors believe that due to
their increased understanding of the structure of USS’s a polynomial algo-
rithm for the CSP is within reach?.

Before we discuss how an efficient solution to the CSP in braid groups could
affect the security of the braid-based key agreement protocols, we consider
the computation of centralizers and roots in B,,.

The first algorithm for computing a generating set of the centralizer C(b),

Since B, & M(D,,), a braid can be, according to the Nielsen-Thurston classification of
homeomorphisms [Ni86, Th88a, Th88b], either periodic or reducible or pseudo-Anosov.

3Note that P. Bangert claims, that he had found a polynomial solution to the CSP with
time complexity O(|b|>n!!) [Ba02a, Ba02b, Ba04, Ba07|. Nevertheless his proof seems
not to be well accepted in the mathematical community. One indicator are the ongoing
efforts to find such a polynomial solution [BGG06a, BGG06b, BGGO06¢c]. Further,
according to a private communication, Gonzales-Meneses observed, that Bangert’s (cyclic)
term rewrite system does not recognize that o; and o; are conjugated for ¢ # j.
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b € B,, was given by Makanin [Ma71]. But his algorithm is very slow
and provides large and highly redundant generating sets. While Makanin
[Ma71| used simple braids, the introduction of minimal simple elements by
Gonzales-Meneses and Franco [FG03a| leads to a much quicker algorithm
for computing generating sets of centralizers, using the fact that an element
in C'(b) is a loop in the (minimal) conjugacy graph of b [FGO02]. In a revised
version of this paper they improved their algorithm by considering the (min-
imal) super summit graph instead of the whole positive conjugacy graph (see
section 3 in [FGO3b]). A further improvement may come from Gebhardt’s
ultra summit sets.

There were several efforts to characterize the centralizers at least of special
braids. Gurzo [Gu88| computed generators for centralizers of what he called
rigid braids*. Fenn, Rolfsen and Zhu determined in [FRZ96] the centralizers
of Artin generators and of naturally included braid subgroups, i.e. C(o;) Vi =
1,...,n—1and C(B,)¥r < n. Franco and Gonzales-Meneses conjectured in
|[FGO02| that the centralizer a of a braid is generated by at most n—1 elements.
This conjecutre was disproved by Ivanov [Iv04|, who constructed examples
of centralizers with O(n?) generators. Then, using the ideas from [Iv04],
Gonzales-Meneses and Wiest [GWO04]| proved that the generating set of the
centralizer of any braid b € B,, has at most k(k+1)/2 = n(n+2)/8 elements
if n = 2k, and at most k(k+3)/2 = (n—1)(n+5)/8 elements if n = 2k + 1.
The examples of reducible braids given in [Iv04] and [GWO04| show that
these bounds are sharp. In [GWO04] the centralizers are described in terms
of direct and semidirect products of mixed braid groups® [Ma95, Or01].
Especially, if b € B,, is pseudo-Anosov, Gonzales-Meneses and Wiest show
that the centralizer is

C(b) = (@) x (p) = Z* = Bf 5y.

They describe how to compute the periodic braid p commuting with b. Fur-
ther « is the smallest possible root of &', which is obtained from b by multi-
plication with a suitable power of p. The k-th root problem, i.e. for a given
k, determining whether a given braid b has a k-th root, and computing this
root, was solved in [St78] (translated in [St79]). This solution was general-
ized by Sibert to Garside groups in [Si02|. H. Zheng developed an algorithm
to exract roots in Garside groups [Zh06| using USS’s. He conjectures that
this algorithm is polynomial in |b <. Further, Gonzales-Meneses showed that

4 According to [Gu88] a braid b is called rigid if there exists exactly one positive braid
word for b.

®The mixed braid group Bp consists of all braids b whose braid permutation v(b) pre-
serves a given partition P of {1,...,n}.
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the k-th root of a braid b is unique up to conjugacy [Go03|. And S. J. Lee
proved that the root problem in any Garside group G can be reduced to the
conjugacy problem in Z x G", which is a Garside group, too [Le07]. There-
fore, if the conjugacy problem is effectively solvable in any Garside group,
then the same holds for the root problem. Using a simple heuristic approach
Groch, Hofheinz and Steinwandt developed a practical attack on the root
problem in B, [GHSO06].

Nevertheless, for a random pseudo-Anosov braid b, an element ¢ € C'(b) usu-
ally has the form b = b*A? for some k,l € Z |Ko01|, i.e. p = A2 and
a = b. Now consider the m-SCSP with input {(s;,s¥) € G?*li = 1,...,m}

)

for G = B,,. A CSP-oracle provides solutions x1, ..., x,, with
xl_lslxl = x_lslx, - ,x;lsmxm = :E_lstL‘.
Therefore we have zz; ' € C(s;) for all i = 1,...,m. If the s;’s are pseudo-

Anosov, then we have zz; ! = A2%gli (in general = pfal) for some integers
ki,l; (i=1,...,m). A search for integers k;,[; € Z (i =1,...,m) with

APrgliz) = . = AZkmglmy = o

leads to a solution 2’ € G of the m-SCSP. In so far the CSP is probabilistically
harder than the m-SCSP Vm € N in braid groups [KoO1]. Note that if
the given s;’s are not all pseudo-Anosov, then we have to generalize our
strategy using the results on the structure of centralizers in B, [GWO04].
But this doesn’t lead to a solution to the m-SGCSP. Here we have to check
whether the solution z’ is in a given subgroup T or not, i.e. we have to
solve additionally the (subgroup) MDP for T'. Nevertheless we can attack the
AAGP for braid groups. Consider the notation from the proof of Proposition
5.3. SCSP-oracles yield solutions 2z’ = ¢z € G and v = c,y € G with
co € C(A),cp € C(B). Note that we don’t know how to generate elements in
C(A) = ﬂle C'(a;) even if we know how to generate elements in each C(a;).
But the randomly chosen elements aq,...,a; are with high probability of
type pseudo-Anosov. Therefore the centralizer C'(A) = N, C(a;) is with
high probality equal to the centre (A2). This implies [cq, 3] = 1 and K’ = K.
Therefore, an efficient solution to the CSP in provides a dangerous attack on
the AAG KAP in braid groups.

Now, consider the GCSP with input (s, s%) € G* withx € T C G for G = B,
and s of type pseudo-Anosov. A CSP-oracle provides a solution 2’ € G with
' tsa’ = x7lsz. This implies z2'~' € C(s). Analogously, a search for
k,l € Z such that A%s'z’ € T leads to a solution of the GSCP. But here we
have to solve the MDP for T". For simple commuting subgroups of B,, such
as LB, UBy,_,,, suggested in [KL"00]|, the MDP is trivial. Therefore, for
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such specific subgroups, the CSP is probabilistically harder than the GCSP
(and the KLP) in braid groups [Ko01].

Furthermore, let G' be a group endowed with a solution to the CSP and with
an algorithm for computing centralizers. Then N. Franco proved in [Fr04],
that the GCSP (for the subgroup T') is solvable if there exist groups K, K’
with K’ € K and a homomorphism ¢ : G — K, such that:

1. K’ is finite,
2. T = ¢ YK'), and
3. there exists a solution to the MDP in K.

Gebhardt applied his practically fast method for conjugacy search in braid
groups (using USS’s) in [Ge06]|, where he performed an attack against the
Ko-Lee problem. Using the facts that long, randomly chosen braids, i.e.,
braids of pseudo-Anosov type, have very small USS’s and the centralizers of
these braids have a very simple structure (see above [GWO04]), he was able to
recover the shared key in about 100,000 tries for 130 sets of parameter values
without any failure of key recovery. Further, the average observed ratio of
key recovery time to key generation time was around 6 [Ge06|. Therefore,
the Ko-Lee protocol using randomly chosen public braids can be considered
as completely broken.

A demonstration of the strength of Gebhardt’s method for the AAG scheme
was not explicitly performed so far. Nevertheless, we have argued above why
we expect similar successful results.

Conclusion. Due to an unsuitable parameter choice [AAT01] it is easy
to find the shared key in the AAG protocol [MSUO6].
Further, Gebhardt’s practically efficient solution to the CSP in braid groups
|Ge05] provides very dangerous attacks against the AAG and the Ko-Lee
protocol. Particulary, the Ko-Lee scheme was completely broken in [Ge06|.
A possible countermeasure is the usage of reducible braids with big USS’s.
Otherwise, a solution to the CSP does not yield an attack against the (braid)
group Diffie-Hellman KAP, if = and a;za, (and analogously = and bxb,) are
not conjugated.

5.2.2 Length attacks in B,

Length-based attacks were suggested as possible attacks against the AAG
protocol in [AAT01] and [HT02], and they were studied in detail in [GKT06].
For given elements (b;, z~'b;z) € B2 (j = 1,...,m) we try to find the conju-
gator x € A = (ay,...,a;). We use an efficiently computable length function

89



L : B, — N, which is required to have the property that L(z 'yz) is usu-
ally greater than L(y) for arbitrary braids z,y € B,. Note that all naturally
arising length functions seem to have this property. Now, we peel off simulta-
neously generator (or the inverse of a generator) by generator from the given
elements v~ b2, ..., 27 b, x. We have to fix some linear order < on the set of
all m-tuples of lengths. In the first step we choose a g € A; := {ai’", ..., a;"'}
for which the m-tuple

(L(gx_lblxg_l), e L(gx_lbmxg_l))

is minimal with respect to the selected linear order <. Let z = ¢g--- ¢
with g; € A; be freely reduced, then g is equal to g; with some nontrivial
probablility. In this case we have zg~' = ¢;---¢_1. Note, if there exist
nontrivial relations between the generators aq,...,a,, of A, then we try to
find a g such that l4,(zg™') < la,(x). We proceed with this peeling off
process until we end up with by,...,0,,. This yields the conjugator = or
another solution z’ to the m-SCSP. In the sequel, we do not distinct between
x and 2’

We can improve the length attack by using a look ahead of depth t°. Here,
at each peeling off step, we check all products g - - - ¢ with ¢ € A; and

choose that one which yields the minimal length vector
(o L(g® e gD (g D) ()71, ) € N

with respect to <. Alternatively we peel off just one generator (¢V)) at each
step, even if we use look ahead of depth ¢ > 1. This seems to be slightly better
than taking the whole word ¢ - .. ¢ but the differences in the computer
experiments in [GK 06| were not significant.

Empirically, for any braid b the probability that the choosen element g € A;
is a "correct" generator, i.e. the probability

p:= Pr[L(gz"'bxg™") < L(z~'bx)],

decreases with increasing braid index n, and p increases as |a;| gets larger.
Further, the probability to find the correct solution x decreases with increas-
ing length [4, (x). In order to circumvent the length attack, the authors from
|AAT01] suggested to choose "big" values for n and 14, (x) and the |a;| (and
b;]) should be small Vi =1,...,k (Vj =1,...,m). Concrete parameter val-
ues given in [AA101] are n = 80 (or larger), k = m = 20, |a;| = |b;| = 5—10
and l4,(z) = 100.

The length functions used in [GKT06] were the socalled Garside length and

6The above described procedure has a look ahead of depth 1.
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the reduced Garside length function’. Here, the Garside length Lg(b) of a
braid b € B, is the number of Artin generators needed to write b in its
(Artin) Left normal form b = A Pby ---b.. And the reduced Garside length is
defined as

Lra(b) = La(b) =2 ) |bil.

It turns out that the reduced Garside length provides the best success rates
to find a correct generator g [GK™06]. Further, in [HTO06] it is shown that
the reduced BKL length®, i.e. a BKL version of the reduced Garside length,
even works better.

Nevertheless the success rates of length attacks in [GKT06]| for the para-
meters suggested in [AAT01] are completely neglegible. Since the time com-
plexity of length attacks is exponential in the look ahead parameter ¢, we
require unfeasible computational power to break the AAG protocol.

An improvement might come from using better length functions. Note that
all length functions studied in [GK 06| and [HT06] come from left or mixed
Garside normal forms (in the Artin or the BKL presentation). Interestingly,
approximations for geodesic braids (with respect to the length lg, (-)) seem
not to be used so far in (pure) length attacks. Remember that the non-
minimal braid problem, i.e., given a word w in the Artin generators, decide
whether there exists a word w’ representing the same braid with |w'| < |w],
is NP-complete [PR91|. A good algorithm to approximate geodesic braids
is the Algorithm 1 (Minimization of braids) from [MSUO5]| using Dehornoy
forms, which is also used in [MSUO06|. According to [De04b| the relaxation
algorithm in [Wi02] seems, at least for small n, also to be efficient for find-
ing short word representatives in B,,. Further, physical methods like elastic
relaxation and the usage of crossing number minimizing forces are studied in
[Ba02a|, but such methods are too time consuming and they therefore apply
just for sufficiently "small" braids.

The length attack seems to be specially active against the AAG KAP, be-
cause one knows several pairs of conjugate braids associated with the same
conjugator [De04b|. Hughes and Tannenbaum [HTO02]| stated it as an in-
teresting open question, whether the length attack may be suitably modified
to be relevant to the Ko-Lee protocol. Nevertheless, according to [GKT06|
several computer experiments showed that, if we increase the number m of
given braids z7'b;x (j = 1,...,m) from few (about 10) to many (about
3000), this did not yield a significantly increased probability for finding a

"In a preliminary draft [GK 02| of this paper they studied additionally the socalled
shortened Garside length function.
8 Also called mixed BKL length.
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"correct" generator g.

Indeed, the length attack was generalized in [GKT05] to a memory-based ex-
tension which provides probabilistic solutions to many combinatorial group-
theoretic problems in random subgroups of B, like the SCSP, MDP, minimal
braid problem etc.

Conclusion. While the length attacks influenced the parameter choices
of the AAG protocol in [AAT01], it is clear from [GK106] that (pure) length
attacks are not dangerous in practice. We propose a further investigation of
short braid representatives (as used in [MSUO05|), which could yield better
length functions.

5.2.3 Hofheinz-Steinwandt attack

The Hotheinz-Steinwandt attack [HS03| is a practical attack on the AAG
and the Ko-Lee protocol. It can be characterized as a mixture of a length-
based and a projection attack. In the sequel, we follow the lucid description
in [De04b|, which explains why the Hofheinz-Steinwandt attack works so
successfully.

Let by, by be two "random" braids. We observe empirically, that for n > 50
the probability that

cl(byby) = cl(by) + cl(bs)

is practically 1, at least for cl(by), cl(b2) < 200 [De04b|. Therefore, if b, ¢ are
random braids, we have with probability close to 1

cl(ctbe) = cl(b) + 2cl(c),

i.e., the canonical length of a random conjugate of b is higher than that of b.
This seems to be paradoxical, since conjugacy is a symmetric relation, but it
just depends on the way the conjugates are chosen.

Now, consider b, b’ = ¢ bc as instance braids of the conjugacy search prob-
lem. b lies with overwhelming probability in its super summit set SSS(b)°
and we have cl(b') > ¢l(b). In the Hofheinz-Steinwandt approach we perform,
starting with b', cyclings and/or decyclings until we reach an element VY with
d(l) = c(b), ie. b € SSS(b). Now Hofheinz and Steinwandt conjecture
that it is probable that &' and b are simply conjugated. The plausibility of
this conjecture is established by the considerations above. Since the simple
elements of the Artin presentation are permutation braids, this conjectured

9This is true for the parameters suggested for the braid-based KAPs.
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simple conjugator can be determined by an projection attack!® using the
natural projection of B, onto S,,. Now we just have to solve the CSP in the
symmetric group for the instance pair (v(b), v(¥)).

Though we have to find in the case of the Ko-Lee KAP a conjugator within
a proper subgroup of B,, this seemingly simple mixture of a cycling and
projection attack breaks the Ko-Lee protocol with a success rate of 80% for
n =90 and cl(b) = cl(c) = 12 usually within a few seconds.

A straightforward generalization of this approach which applies to the simul-
taneous CSP (Algorithm B in [HS03|) breaks the AAG protocol with a suc-
cess rate of 99% for the parameters suggested in [AA101]. Further Hofheinz
and Steinwandt develop improvements of their attack in order to deal with
pure braids as instance braids|HS03|, which was suggested in [KL*00]| and
[LLO2| for the Ko-Lee and the AAG protocol!!, respectively.

Dehornoy points out, that the effectivity of the Hotheinz-Steinwandt attack
relies on way the keys are chosen [De04b|. Given b € SSS(b), if we choose
c such that ¢7be is also in SSS(b) and the distance between b and ¢~ 'bc in
the super summit graph (called "permutation distance" in [De04b]) is large
(at least 2), then this countermeasure prevents the Hofheinz-Steinwandt at-
tack. Note that in the AAG scheme we have to find a conjugator a for given
elements by, ..., b, such that the "permutation distance" is simultaneously
large for all pairs (b;, a 'b;a). Therefore it seems to be much more difficult
to find secure instances of the AAG protocol. Nevertheless, the elements
S1,...,8m and tq1,...,t, should lie in their super summit sets.

It would be interesting to apply the Hofheinz-Steinwandt attack in the dual
(BKL) presentation. In this case, if b, )’ € $5S5%(b) are simply conjugated'?
then we have to find a solution to the CSP in S,, for the instance pair (b, 5’),
restricted to permutations which describe non-crossing partitions. Note that
the CSP in symmetric groups is easy, but there are in general many solutions.
Such a dual Hofheinz-Steinwandt attack leads to the additional requirement,
that b and ¢~ tbe should be both in $5S5%4(h), and their distance in the dual
super summit graph should be also sufficiently large.

1%Notice that, in general, projection attacks alone are not successful against compu-
tational problems, because it turns out to be difficult to recover the lost information.
Projection attacks are usually used against decision problems. An example in the field of
braid-based cryptography is the attack given in [GMO2].

"Note that the conjugacy decision problem for subgroups of the pure braid group P,
is unsolvable for n > 5 [BD99], i.e. there exists no (deterministic) algorithm that allows
one to decide whether two given finitely generated subgroups are conjugate in Ps or not.
Nevertheless, this does not affect the AAG scheme, since the given subgroups (s, ..., s;)
and a~!(s1,...,s;)a are known to be conjugated.

120f course, this &' differs from that obtained by using cyclings/decyclings in the Artin
presentation.
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S. Maffre developed an approach to the conjugacy search problem which
is related to the Hofheinz-Steinwandt attack. While the cycling attack of
Hofheinz and Steinwandt allows us to determine a prefix (left divisor) d of
the secret a, i.e. d < a, Maffre proposed an algorithm which computes a
prefix (d < a) and a multiple of the secret (m > a) [Ma06a, MaO6b|.
This can be used to reduce the Artin length of the secret. Further, we can
reduce the CSP-instance (x,a 'za) to the two reducts (z,da 'zad™') and
(z,ma"tram™"). Maffre used this reduction to test weak keys of the proposed
cryptographic primitives based on variants of the CSP [Ma06a, Ma06Db]|.

Conclusion. The Hoftheinz-Steinwandt attack breaks the AAG and the
Ko-Lee protocol effectively. At least in the case of the Ko-Lee protocol,
we can avoid this attack by using proper instance braids. The Hofheinz-
Steinwandt attack (and the work of Maffre) do not affect to the braid Diffie-
Hellman KAP.

5.2.4 Practical attack on the braid Diffie-Hellman key
exchange

At the CRYPTO 2005 Myasnikov, Shpilrain and Ushakov presented a prac-
tical heuristic solving the decompostion problem (DP) in braid groups with
success rates over 95%. This implies an attack against the braid Diffie-
Hellman key exchange (and also against the Ko-Lee protocol). In this at-
tack geodesic braids are approximated by an algorithm extensively using
Dehornoy forms. Therefore we begin with a short description of Dehornoy’s
handle reduction algorithm. Consider a left (or lower) o;-handle, i.e. a braid
word of the form

w = owo (o ywr) -+ (05 wi)oy ¢
with €, Cla . ,Ck € {:l:l}, Wo, W1, ..., WL € <O’i+2, c. ,O'n,1>13 and k > 0.
Such a o;-handle is reduced to the word

w' = wo(ai_flaiga;—lwl) T (0;10§k0§+1wk)7
which is equivalent to w, i.e. it represents the same braid. For £ = 0 and
wy = e we get w = ofo; < and w’ = e. Therefore free reduction is a spe-
cial case of handle reduction. Dehornoy proved that every handle reduction
sequence starting with w stops after at most gnlwl® steps at an irreducible

3For a straightforward generalization of a o;-handle the w;’s lie in (oq,...,04_2) -
(Tig2s ey On_1)-
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word [De97|. Further, there are no representatives of the trivial braid with
word length > 0. Therefore, if we fix a strategy determining in which or-
der the handles have to be reduced, Dehornoy’s handle reduction algorithm
provides a solution to the word problem in B,,. We refer to the irreducible
word obtained from a handle reduction sequence applied to a braid word w
as Dehornoy form D(w).

While the above mentioned upper bound for the complexity of Dehornoy’s
algorithm is exponetial in n and |w]|, it turns out that handle reduction is
extremely efficient in practice, i.e. for random braids. For big n, it outper-
forms even the Garside normal forms (complexity O(|w|?nlogn)).

The word length of the Dehornoy form D(w) of a random braid word w
(representing a braid b € B,,) is according to table 3.2 in [DD*02] usually
greater than |w| for n| < 64 and |w| < 4096. But for the cryptographic rele-
vant parameter values used in [MSUO05| (n = 100 and |w| = 2000 or 4000)
we usually have |D(w)| < |w|. The minimization algorithm Shorten(w) in
[MSUO05] uses (left) handle reduction to remove all left handles. This might
introduce right (or upper) handles. Now, if |D(w)| < |w]|, we apply right han-
dle reduction to remove all right handles and so on. We use alternately left
and right handle reduction until the word length of a (left or right) Dehornoy
form is greater or equal than the word length of the actual input word. The
word obtained by this shortening process is assumed to be a good approx-
imate for a geodesic braid word. According to [MSUO5] it is questionable
whether there exist Dehornoy forms without both left and right handles.
Now, given z,y € B, with y = qza, for some a;,a, € LB,,, the practical
attack on the decomposition problem developed in [MSUO05| works roughly
as follows.

1. Let wy,wy be words representing the instance braids x, y, respectively.
First we simplify the instance pair (wy,ws) to (s1,$2) in three steps.

(a) Find shorter braid representatives than w;,wy using the above
mentioned algorithm. The reduced words are w] = Shorten(w,)
and wj) = Shorten(w,).

(b) Find a decomposition (I;,t;,1;) € LB, X B, X LB, of w} with
w; = lit;r; and |t;| < |w)| for i = 1,2. Algorithm 3 in [MSUO05|,
which extensively uses Dehornoy forms, tries to make t1, t5 as short
as possible.

(¢) Find braid words u,v € UB,,_,, and s1,$2 € B,, with |s1| < |t1]
such that us;v = t; and ussv = 5. Algorithm 4 in [MSUO05], also
extensively using Dehornoy forms, tries to make s, sy as short as
possible.
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The pair of braid words (si, s2) is called a simplified pair of (wy,ws).
Let

Stwrws) = {(ar, a}) € LBy, | apuna;, = wa} = S(uy uy)
be the set of solutions for the DP for the instance pair (wy, ws). Then
we have

(@, @) € Ss1s0) & @S1¢- =52 & qu vl =u T
& qtig =ty & qlitwry g =13 wary!
= (ZZQle_la rl_quTQ) S S(w1,w2)~

. Solve the DP for the simplified pair (s1, s2).

Here we perform a heuristic search in the set of all pairs of braid words,
representing braids in LB,,. This set is represented as a digraph whose
edge set E contains edges of the following two types:

o If g =¢q and ¢ = q,(nl)aj-qf?) where ¢, = qr(,l)qr(,z), je{l...,n—1}

and € € {:]:].}7 then ((QI7QT)7 <QZ,7Q;')) S E.
e If g =¢q. and ¢ = ql(l)aqu(Z) where ¢, = ql(l)ql@)7 je{l...,n—1}
and e € {i1}7 then ((QbQ’/‘)v (QI/7Q;)) S E.

Let CycShorten(-) be a straightforward generalization of the minimiz-
ing algorithm Shorten(-) for cyclic braid words, then we define by

w(q, ¢) == |CycShorten(qs1q,57")]

a length function on the set of all pairs of braid words. Solutions to
the DP-instance (si, so) obviously satisfy w(q;, ¢.) = 0. Therefore the
heuristic search, starting at (e, e), tries to minimize the length function
w.

A. Initialize Q := {(e,€)}.
B. Select an unchecked pair (g, ¢,) from @ with minimal w-value.

C. f (¢1,9),(q,4q.)) € E then add (q/,q.) to Q.
If w(q),q.) =0 then return (loq)l;*, 7 q.r2) else goto A.

In the experiments in [MSUO5| x € B, a;,a, € LBy, are chosen as random
braid words with n = 100, m = n/2, || = 2000 and |a;| = |a,| = 1000.
y = ayra, is given in a rewritten form (Garside normal form) £ and there-
fore £ has to be converted in a braid word ws before we apply the attack.
Note that =, a; and a, are chosen in [KLT00| and [CK*01] as products of
p canonical factors. Typical parameters used in [KLT00] are n = 90 and
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p = 12'%. Now, the canonical length of a random braid word (representing
a braid in B,) of length [ is approximately % for sufficiently great [. This
implies that the instances cracked in [MSUO5] are even harder than the one
considered in [KL*00], but they are not harder than the one suggested in
[CKT01].

Nevertheless, for the above parameter values the heuristic attack from Myas-
nikov, Shpilrain and Ushakov breaks the braid Diffie-Hellman protocol with
a success rate of 96% within a running time of 150 minutes on a computer
cluster of 8 PC’s with 2 GHz processor and 1GB memory each [MSUO5].
Despite of increasing parameters (as in [CK™*01]) which obviously contra-
dicts with efficiency requirements, Myasnikov, Shpilrain and Ushakov suggest
to choose the word w; for x as a geodesic in the Cayley graph of B, such
that any geodesic representing z starts and terminates with o, or o,.!. The
simplified pair of (wy,wsy) for such a word w; and any other braid word w,
is also (wy,wy), i.e. there is no simplification.

Conclusion. The heuristic attack from Myasnikov, Shpilrain and Ushakov
IMSUO05| breaks the braid Diffie-Hellman key exchange effectively and effi-
ciently on a computer cluster. It would be interesting to investigate whether
this heuristic search works successfully for simplified or unsimplifiable in-
stance pairs.

5.3 Further key exchange protocol based on the
decomposition problem

In [SU06b| V. Shpilrain and A. Ushakov proposed an improved version of
the group Diffie-Hellman key agreement scheme. Let x be a public element
in the platform group GG. Then Alice and Bob have to perform the following
protocol steps:

1.A. Alice selects an element a; € G, computes a subgroup L of the central-
izer C'(a;), and publishes the generators lq,. .., of L.

1.B. Bob chooses an element b, € G, selects a subgroup R C C(b,), and
publishes the generators ry,...,r, of R.

2.A. Alice chooses a random element a, € R = (ry,...,7,) and sends y4 =
a;za, in a rewritten form to Bob.

14The parameters used in [CKT01] vary from (n,p) = (150, 15) to (250, 40)
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2.B. Analogeously, Bob chooses a random element b; € L = (ly,...,1;) and
sends yg = byxb, in a rewritten form to Alice.

3.A. Alice receives yg and computes K := aqyga,.
3.B. Bob receives y4 and computes K’ := bjyb,.

Since b € L C C(a;) and a, € R C C(b,), we have [a;, b)) = 1 = [a,, b,] which
implies K/ = K.

If an attacker wants to obtain Alice’s private key, then he has to solve
the following

Base Problem:

INPUT: Two subgroups L = (ly,...,lx), R = (ri,...,rym) of G and two
elements x,y4 with y4 = qza, € G for some a; € C(L), a, € R.

OBJECTIVE: Find o] € C(L) and a. € R such that ajza). = y4.

The authors of [SUO6Db]| refer to this problem as a search version of the
membership problem in the double coset C(L) - x - R. In our terminology it
is a (generalized) decomposition problem (DP) with subgroups T} = C(L)
and 7, = R. Note that in order to solve the DP, an attacker always has to
face a subgroup membership problem. But in the case of the original braid
Diffie-Hellman KAP the membership problem for the subgroups LB,, and
UB,,_,, is trivial. Here the membership decision problems for the subgroups
C(L) and R are much more difficult. Further, the attacker has to compute
the centralizer C'(L) before he can face this DP. Therefore, this Shpilrain-
Ushakov KAP seems to be much harder to break than the original braid
Diffie-Hellman KAP.

Shpilrain and Ushakov propose braid groups as platform groups for their
key establishment protocol. Further, they present techniques how one can
efficiently generate commuting elements in braid groups

5.4 Further cryptographic primitives

Key establishment and public key cryptosystems for encyphering-deciphering
are not the only cryptographic primtives using braid groups. Since the inven-
tion of braid-based cryptography other cryptographic protocols using braid
groups like signature and authentication schemes were introduced. They are
mentioned in the next two subsections.

Also a pseudorandom number generator and synthesizer based on the de-
cional version of the socalled Ko-Lee assumption were suggested in [LLHO1].
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But it was proved in [GMO02] that the decisional Ko-Lee assumption for braid
groups is false.

Further, hash functions h : B, — {0,1}*, which are used in several braid-
based schemes, are discussed in section 4.4 of [De04b|.

5.4.1 Signature schemes

The first signature schemes based on braid groups were proposed by Ko,
Choi, Cho and Lee [KC"02]. We describe their braid signature scheme (BSS)
for general platform groups G. Let H : {0,1}* — G be an one-way hash
function.

Key generation The secret key is an element s € G and the public key is
a CSP-hard pair (z,2') € G? with 2/ = s~ lus.

Signing Given a message m, select a random r € G, and let y = H(m||«)
with @ = r~tar. Now, the signature is o = (o, 8,7) with 3 = r~lyr

and v = r~lsys~!r.

Verifying A signature is valid iff « ~ x, § ~ v ~ y, aff ~ zy and ay ~ 2'y.
The BSS is obviously based on the

MTSP (Matching Triple Search Problem):

INPUT: CSP-hard pair (z,2') € G? and a y € G.

OBJECTIVE: Find a triple (o, 3,v) € G? such that a ~ x, 8 ~ v ~ v,
af ~ xy and ay ~ 2'y.

A closely related search problem is the

MCSP (Matching Conjugacy Search Problem):
INPUT: CSP-hard pair (z,2') € G* and ay € G.
OBJECTIVE: Find an element ' € G such that y ~ ¢ and xy ~ z'y/.

Proposition 5.4 (Section 2.2 in [KC*02|) The CSP is harder than the
MCSP and the MTSP.

PROOF. - A CSP-oracle provides a solution s’ to the CSP-instance (z, '),
i.e. o' = s’ las’. Now, 3y := s’ lys’ is a solution to the MCSP, because y' ~ y
and 2y’ = (' 'as') (s ys') = (wy)* ~ 2y,

Further, choose an arbitrary ' € G, then

(057 ﬁa PY) = (70/71*7;7"/7 T’flyrl, T'ils/yS’*lw)
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solves the MTSP, because a = 2" ~ x, 8 =y ~ y, a3 = (zy)" ~ xy,
y=y""" and ay = (z/y)* . O

Proposition 5.5 (Section 2.2 in [KC*02]) MCSP is feasible iff and only if
MTSP is feasible.

PROOF. - 1) MCSP — MTSP: Let v be a solution to the MCSP-instance
(2',a) and y, i.e. y ~ v and 2’y ~ ay. Then (o, 3,7) with a = r'~lzr’ and
B = r'~Lyr’ for any arbitrary ’ € G solves the MTSP.

2) MTSP — MCSP: For instance (z, ') and y a MTSP-oracle provides a
solution (a, 3,7), i.e. a~x, f~~ ~y, af ~ zy and oy ~ z'y. Therefore
B is a solution to the MCSP-instance (x,«) and y, and ~ is a solution to the
MCSP-instance (2/,«) and y. This implies that (z,a) and (2/,«) are not
CSP-hard pairs. Hence (x,2’) is not CSP-hard and the MCSP is feasible.
O

Platform groups for the BSS are all non-commutative groups with a gap
between the search and the decision version of the conjugacy problem. The
CSP must be hard, but the conjugacy decision problem should be feasible
in order to verify the signature efficiently. In the case of braid groups the
authors of [KC102| propose a conjugacy decision algorithm using Alexan-
der polynomial test etc., which solves the conjugacy decision problem with
overwhelming probability.

Gebhardt’s practically efficient solution to the CSP in braid groups [Ge05]
seems to provide a dangerous attack against the BSS. Therefore the braids
x, 2’ should have big USS’s in order to provide a CSP-hard instance pair.
Undeniable signature schemes'® using braid group are proposed by Thomas
and Lal in [TLO6a]. The simple undeniable signature scheme (section 4 in
|TLO6a]) is based on a simultaneos decomposition problem (SDP), while the
zeroknowledge undeniable signature scheme (section 5 in [TLO6a]) relies on
the SCSP.

Thomas and Lal also proposed three group signature schemes'® using the
CSP, SCSP, DP, a simultaneous DP and the root problem in braid groups

6

15The concept of undeniable signature scheme was introduced 1989 by Chaum and van
Antwerpen [CA90] for limiting the ability of a third party to verify the validity of a
signature.

16Group signature schemes were introduced 1991 by Chaum and van Heyst [CH91].
They are generalizations of credential mechanisms [Ch86] and membership authentification
schemes [SKI90, OOK91], where a group member convinces a verifier that he belongs to
a certain group without revealing his identity. With group signature schemes the group
member can sign messages on behalf of the group.
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[TLO6Db|.
Further a designated verifier group signature scheme'” based on the Ko-Lee
problem and the root problem in braid groups was introduced in [ZZQO06].

5.4.2 Authentication schemes

The first three braid-based authentication (or identification) schemes were
proposed in 2002 by Sibert, Dehornoy and Girault [SDGO6|. Their Scheme
I (section 3.1 in [SDGOG6|) is a Diffie-Hellman-like authentication scheme
based on the Ko-Lee problem. We describe a slightly generalized version
based on the DH-DP.

Let Alice be the prover and Bob the verifier. Alice’s secret key is a pair
(a;,a,) € LB? and her public key is a pair (x,y4) € B? with y4 = aza,.
Further h : B,, — {0, 1}* is a collisionfree one-way hash function on B,,. The
protocol steps are:

1. Bob chooses random braids (b;,b,) € UB,,_,, and he sends the challenge
Yyp = blZEbT.

2. Alice transmits the response r = h(a;ypa,.), and Bob checks r - h(biyab,).

Another two-pass protocol is scheme I in [LCO5|. But this scheme is not
based on the root problem as proposed by the authors. This scheme can be
broken immediately as it was shown by B. Tsaban [Ts05].

Further scheme II from [LCO5]| turns out to be a special case of the above
described DH-DP-based scheme. Therefore, we just have to specify a; =
a®,a, = a’,b; = b°,b, = bf for some a € LB,,,b € UB,,_,, and e, f > 2. We
see, that scheme II from |[LCO5] is also based on the DH-DP.

The authentication schemes IT and III from [SDGOG6| are reminiscent of the
famous Fiat-Shamir zero-knowledge protocol [FS87, FFS88|. While scheme
11 is based on the CSP, scheme I1I is based on the CSP or on the root (finding)
problem. We describe scheme II from [SDGO6| for general groups G. Alice’s
(the prover) secret key is an element s € G, and her public key consists of
a conjugate pair (z,2’) € G? such that 2/ = s~'xs. Now, Alice and Bob
repeats k € N times the following three-pass protocol.

1. Alice selects a random element r € S, and she sends the commitment
¢ = r~tar to Bob.

1"The concept of a designated verifier group signature scheme was introduced 1996 by
Jakobssson, Sako and Impagliazzo [JSI96]. Here a signature can only be verified by a
single designated verifier chosen by the signer. The designated verifier can check whether
the signer is a member of the group, but he cannot identify the signer.
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2. Bob chooses a random bit b € {0,1} and transmits it to Alice.
3.0 If b =0, then Alice sends o = r, and Bob checks ¢ L o taTg.

3.1 If b = 1, then Alice sends 7, = s~'r, and Bob checks ¢ — rytar.

While the verification for b = 0 is obvious, in the case b = 1 Bob verifies
Alice’s secret because of

ritery = (rts)sTlas(sTie) = rlar =
Note that the usual way, known from key agreement protocols [AAG99,
KL700], how to generate CSP-instance pairs (x,2’) works as follows: Gen-
erate x, choose a random s, and define 2’ = s~'zs. But this approach is vul-
nerable to length attacks, because often there exists a length function L on
G, like canonical length in braid groups etc., which satisfy L(x) < L(s™'zs)
|De04b].
In order to avoid length attacks, Dehornoy points out that there exists a
better choice of a CSP-instance pair (x,z’) [De05]: Choose secret elements
20, 5,5 € G, and then set x = s lxps and 2’ = s'"1zys’.
In the case of braid groups, s, s’ should have the same canonical length. But
there are two Garside structures on B,, and therefore also two canonical
length functions. In general, you cannot avoid all length attacks by choosing
s,s" in such a way, that L(s) ~ L(s') for all length functions on G.
Nevertheless, Sibert (2003) [De05] used this idea to develop a "bit-symmetric"
version of the authentication scheme II from [SDGOG6|:
Now, (29, s,s') € G? is Alice’s private key, and (x,2") € G* with x = s71z¢s
and 2’ = s'71z4s’ is her public key. We describe a three-pass protocol round.

1. Alice selects a random element r € S, and she sends the commitment
c=r"lzyr to Bob.

2. Bob chooses a random bit b € {0, 1} and transmits it to Alice.
3.0 If b = 0, then Alice sends ry = s~'r, and Bob checks c - o tary.

3.1 If b = 1, then Alice sends r, = s'"'r, and Bob checks ¢ — ot

The verification of Alice’s secret succeeds in both cases, because

b=0: rotwrg = (r1s)s twos(s i) = v lagr = ¢,
b=1: ritary = (r7ts) s ags (8 r) = v lrer = ¢
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We emphasize that Dehornoy’s suggestion for constructing CSP-instances
(x,2") with L(x) ~ L(z') for some length function L [De05]| obviously apply
to authentication schemes, because here only the prover constructs the CSP-
instance. In the case of key establishment the CSP-instances are constructed
by Alice and Bob, sometimes entangled in a nontrivial manner. It seems that
Dehornoy’s suggestion does not apply to the known group-based KAPs. We
leave it as an open question, dedicated to future work.

Further, the first provably-secure authentication scheme based on braid groups,
introduced by Z. Kim (Scheme I in [Ki04], see also [KK04|) and using ideas
from [KC™02], is also a Fiat-Shamir-like scheme, and it relies on the MTSP.
Since scheme I from [SDGOG6| is based on the DH-DP, it can be attacked
effectively by the Myasnikov-Shpilrain-Ushakov attack [MISUO05|. Scheme
IT from [SDGO6| and the Z. Kim’s scheme can be attacked by Gebhardt’s
practically efficient solution to the CSP in braid groups [Ge05|. In order to
prevent this attack, it is necessary to use CSP-hard instances with big USS’s.
Scheme III from [SDGO6| was broken in [GHSO06].

Special attention deserves a Fiat-Shamir-like authentification scheme using
shifted conjugacy by Dehornoy [De06|. We describe this scheme in chapter 6.
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Chapter 6

Shifted conjugacy in braid-based
cryptography

6.1 Examples for LD-systems

Definition 6.1 An LD-system (S, ) is a set S equipped with a binary oper-
ation x on S which satisfies the left self-distributivity law

rx(y*xz)=(rxy)*(r*xz) Va,y,z€S.
Analogously, RD-systems fulfill (x xy)*z = (xx2)* (y* z) for all z,y,z € S.

We list some examples of LD-systems taken from [De06].

1. We begin with a trivial example. (S,%) with z xy = f(y) is an LD-
system for any function f:S — S.

2. A set S with a binary operation *, that satisfies no other relations
than those resulting from the left self-distributivity law, is a free LD-system.
Free LD-systems are studied extensively in [De00].

3. A classical example of an LD-system is (G, *) where G is a group
equipped with the conjugacy operation z*y = x~lyx or zxy = zyx~!. Note
that such an LD-system cannot be free, because conjugacy satisfies addition-
aly the idempotency law = x x = x.

4. Finite groups equipped with the conjugacy operation are not the only
finite LD-systems. Indeed, the socalled Laver tables provide the classical

example for finite LD-systems. There exists for each n € N an unique LD-
system L, = (Z/2"Z,«) with k« 1 = k + 1. The values for k [ with [ # 1
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can be computed by induction using the left self-distributive law. The Laver
tables for n = 1,2, 3 are

Ly

—_
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_ O W N =
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Laver tables are also described in [De0O|.

5. Consider the following braid group with infintely many strands:

S o i il >0
By = (01,09, . ogio;j =0j0; Vi,jeN: |i—j|> >

0i0i410; = 0;110;041 Vi €N

The shift mapping sh : By — By defined by o; — 0;,1 is an injective homo-
morphism.

Proposition 6.2 By equipped with the shifted conjugacy operation
zxy=she ' oy shy x
is an LD-system.

PROOF. - This is a simple verification using [0y, sh®z] = 1 for all x € By:

zx* (y*2) =x* (shy™ - oyshz - y) = sha™" - oy (sh?y~" - o9sh?z - shy)z.
(z*y)* (v*2) = (she™' - oyshy - x) * (sha™' - oyshz - 1)

= (sha™!-sh*~ ' oy sh?z)o (sh®s ™" - oysh®z - shx)(sha ™! - oyshy - x)

-1

shz™" - sh2y_1 . 02_10'102018h22 shy -z =x % (y * 2).

The last equality holds since 051010201 =010o. U
Obviously, "reverse" shifted conjugacy defined by z%y = ashy - oyshx ™!
also provides an LD-structure on By.

It is shown in [De94, De00| that every braid generates under * a free sub-
LD-system of (By, ). But (B, ) is not a free LD-system. Indeed, it is even
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conjectured that (By,*) contains no free LD-systems with two generators.
Shifted conjugacy differs immensly from usual conjugacy in the braid groups.
For example, the exponent sum es is not a shifted conjugacy invariant. In-
deed, we have es(z*y) = 1+ es(y). As a trivial consequence, there exists no
element € € By such that € * x = = for some x € By. Further, if 2’ = ¢ * x,
then there exists no ¢ € By with z = ¢é¢*a2’. Andif 2’ = x2’ and 2’ = c*x
hold, then there exists no ¢ € By with 2 = ¢ * x. In particular, and in
contrast to conjugacy, shifted conjugacy defines no equivalence relation on
BN-

Further, Dehornoy proved that the map f : By — By defined by x — xxe is
injective for shifted conjugacy [De99|, while in the case of usual conjugacy
we have f(By) = {e}. According to Dehornoy, f might be candidate for an
one-way function [De06].

Dehornoy points out, that once the definition of shifted conjugacy is used,
braids inevitably appear [De06]:

Consider a group G, a homomorphism h : G — G, and a fixed element a € G.
Then the binary operation

vxy="h(x)"a hy) -

yvields an LD-structure on G if and only if the subgroup H := ({h"(a) | n €
N}) € G is a homomorphic image of By. For a = o7 and h = sh, which
implies H = By, we get the above defined shifted conjugacy. Of course, we
can replace the shift monomorphism sh by any power sh™ for a fixed m € N.

6. In the case a = e and h = sh, which implies H = {e}, we get the
following left self-distributive operation:

1

xxy =shz " -shy - x.

We call it simple shifted conjugacy. Simple shifted conjugacy provides not
only an LD-structure on By, but also on the double infinite braid group

By =<{o; |1 €Z .
{o: | } 0i0i410; = 0;410;0i41 Vi €L

0,05 = 0,04 \V/’l,jEZ|Z—j‘22>
Another LD-structure on By is provided by the operation
roy=ux-sh y-sh a7},

where sh™ denotes the downshift automorphism on By defined by o; — o0;_4
Vi € Z. The binary operation o is an inverse of the simple shifted conjugacy
operation. Indeed, we have

zo(rxy)=y and zx*x(roy)=y Vz,y€ By.
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We note that in case of simple shifted conjugacy the function f : x +— xxe =
xshz~! is (obviously) injective, too.

Examples for RD-systems are easily obtained from this list, becauce if
(S, %) is an LD-system, then (S, %) equipped with z%y = y x x is an RD-
system.

6.2 Fiat-Shamir-like authentication scheme for
LD-systems

Dehornoy proposed the following Fiat-Shamir-like authentication scheme for
LD-systems |[De06|.

Let (S, *) be an LD-system. Alice’s private key is an element s € S, and her
public key is a pair (z,2’) € S* with 2/ = s * z.

In the authentication phase Alice (the prover) and Bob (the verifier) repeat
the following three exchanges k times.

1. Alice selects a random element r € S, and she sends the commitment
(¢,d) = (r*x,r%2") to Bob.

2. Bob chooses a random bit b € {0,1} and transmits it to Alice.

3.0 If b = 0, then Alice sends ry = 7, and Bob checks ¢ L ro * x and
?

d =roxa.

3.1 If b =1, then Alice sends ry = r x s, and Bob checks ¢ ~ rq % C.

The verification for b = 0 is obvious, and because of 1 ¢ = (r*s)* (r*x) £

rx(sxx)=rx*2 =, Bob verifies Alice’s secret in the case b = 1, too.
Dehornoy proposes S = By equipped with shifted conjugacy as platform
LD-system for this authentication scheme [De06|. In this case this authen-
tication scheme is based on the

ShCSP (Shifted Conjugacy Search Problem):
INPUT: A pair (z,2') € B% with 2/ = s % x for some s € By.
OBJECTIVE: Find a § € By such that 5z = 2/

Note that contrary to the CSP, no solution to the ShCSP in braid groups is
known so far. Further it is not known whether the shifted conjugacy decision
problem is solvable.

Dehornoy points out that the ShCSP is not a priori immune against general
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length attacks [De06|. Nevertheless, at the current stage, length attacks do
not seem to affect the CSP or even the SCSP (for cryptographically relevant
parameters) [GK1T02, GK'06].

Therefore, this Fiat-Shamir-like authentication scheme based on the ShCSP
seems to provide more cryptographic security than e.g. scheme II from
[SDGO6], which is based on the CSP.

Further, we consider a slight modification of Dehornoy’s authentication scheme.
Assume that Alice sends in the case b = 1 the response ' = s * r instead of

r* s, and Bob still checks ¢ Z 1" % c. Then Bob verifies Alice’s secret only if
(s*7)* (r+z)=r%*(s*x) holds. This identity has not been studied so far.
It is similar to the central duplication law (CD) (r % s) * (s % x) = r * (s % x)
studied in [De02a]. It would be interesting to construct a geometry monoid,
which exists for every identity (even every family of identities) [De93|, as
in [De94, De02a| also for this "modified" CD law. Nevertheless, natural
examples are still missing.

At a workshop in Bochum in November 2005 Dehornoy proposed a further
FS-like authentication scheme for LD-systems [De05|. Here Alice’s (the
prover) public key is © = s* s, where s denotes her secret key. Alice and Bob
repeat k times the following three-pass protocol.

1. Alice selects a random element r € S, and she sends the commitment
c=rx*z to Bob.

2. Bob chooses a random bit b € {0, 1} and transmits it to Alice.
3.0 If b =0, then Alice sends rqg = r, and Bob checks ¢ = ro * T.
3.1 If b =1, then Alice sends r; = r x s, and Bob checks ¢ ~ Tk T

The verification for b = 0 is obvious, and because of 7 xr; = (r*s)*(rxs) S
r* (s*xs) =r*xx = c, Bob verifies Alice’s secret in the case b = 1, too.
This scheme comes naturally from Scheme III in [SDGO6], if we replace
conjugacy and the group operation by a general left self-distibutive operation
. But accidently, and in contrast to Scheme III in [SDGOG6], this scheme is
unsuitable, because a cheater achieves a successful impersonation by repeated
transmission of the constant commitment ¢ = x*x and the constant response
(for b=0,1) ro =11 = 1.

Nevertheless, this authentication scheme can be easily repaired by setting,
e.g., x = s* (sxs), or in general, z = T,(s,...,s), which denotes a planar
rooted binary tree whose leaves are all labelled by s. The subscript * indicates
that the grafting of subtrees of T' corresponds to the composition *. The tree
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T is publicly known, and Bob has to check ¢ L T.(r1,...,7m1) in the case
b = 1. Now, the verification of Alice’ secret succeeds because of

Ti(ry,...,m) =Tu(rxs,...,rx8) =rxT(s,...,s) =rxx =c,

where the second equality in this chain is a straightforward consequence of
left self-distributivity.
This authentication scheme is based either on the ShCSP or on the following

Root Finding Problem in (5, %):

INPUT: A planar rooted binary tree T" with grafting x and an element z € S
with © = T.(s, ..., s) for some unknown s € S.

OBJECTIVE: Find an element s’ € S such that T.(s',...,s") = =.

While the ShCSP seems to provide much cryptographic security, Dehornoy’s
authentication schemes are still the only cryptographic primitives based on
the ShCSP. In particular, it seems that no key agreement scheme which is
based on the ShCSP has been proposed so far. We will close this gap in
section 6.4. In the next section we consider a generalization of the AAG
scheme. The key agreement for LD-systems turns out to be the most natural
special case of this general AAG scheme.

6.3 AAG scheme for magmas

6.3.1 General AAG key agreement protocol

Monoids are proposed as algebraic platform structures for the AAG key
agreement protocol in [AAG99|. But the monoid structure is only used
in the AAG scheme in order to guarantee that the secret key, e.g. Alice’s key
a, is an uniquely defined product of some given generators {si,..., sy}, i.e.
a=ry-ry- -1 with r; € {s1,...,8,} for all . It is, of course, no problem
to introduce brackets in this expression. Therefore, there exists a straight-
forward generalization of the AAG scheme from monoids to magmas'. We
describe the AAG key establishment protocol in the - for our purposes - most
general manner.

Let (M, e;) and (N, 0;) be magmas, for ¢ = 1,2, i.e. there are two operations

LA magma (sometimes also called grupoid) (M, ) is a set M equipped with a binary
operation * on M, i.e. a function M x M — M. Note that there are no relations, which
have to be satisfied by the elements of M. The notion of a magma was introduced by N.
Bourbaki (see, e.g., [Bo74]).
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on the sets M, N, respectively, and let S be a set. For ¢« = 1,2, we need
functions

Gi:SxM—N, ~:SxXxN-—=N, p:5—M
which satisfy the following three conditions:
(1) Bi(x,-) : M — N is for all € S a magma homomorphism?, i.e.

Ve e Sy, ye € Mo Bi(x,yr & y2) = Bi(x,y1) 0; Bi(z, y2).

(2) It is, in general, not feasible to determine a secret z € S from the
knowledge of

Y1, Y2, -,y € M and  Gi(z, 1), Bi(x,y2), - .., Bi(z, yk).

(3) Foralla,be St yi(a,Bi(b,pi(a))) =72(b, Be(a, p2(D))).

Consider an element y of a magma (M, e) which is an iterated product
of other elements in M. Such an element can be described by a planar
rooted binary tree T whose k leaves are labelled by these other elements
Yi,---,Yx € M. We use the notation y = T4(y1, ..., yx). Here the subscript
e tells us that the grafting of subtrees of T' corresponds to the operation e.

Now, it is easy to prove by induction that any magma homomorphism ( :
(M, e) — (N, o) satisfies

6(T'<y17 cee 7yk)) = T0(5<y1)7 s 76(yk))

for all yq,...,yx € M. In particular, the magma morphisms ;(z, -), B2(z, )
(z € S) fulfill this property.

Alice and Bob publicly assign sets {si,...,sm}, {t1,...,tn} C M, respec-
tively. The secret key spaces SK 4, SKp of Alice and Bob are subsets of .S,
and they depend on these public elements. Indeed, we have

SKa = Fu(s1,...,8m) and SKp= Fg(t1,...,t,).

Therefore, it is sufficient that (1, 3y fulfill condition (1) only for all z €
SKa,SKpg, respectively, and that condition (3) holds for all a € SK4,b €
SKB.

Now, Alice and Bob perform the following protocol steps.

1.A. Alice generates her secret key a € SK 4.

2More on magmas and magma homomorphisms can be found, e.g. in [Se65, Ge94].
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1.B. Bob chooses his secret key b € SKp.

2.A. Alice computes the elements (s(a,t1),...,B(a,t,) € N, and sends
them to Bob.

2.B. Analogously Bob computes the elements (31(b, s1),...,01(b, sm) € N,
and sends them to Alice.

3.A. Alice, knowing py(a) = T4, (r1 -+ - 7%) with r; € {s1,..., s}, computes
from Bob’s public key

Tol(ﬁl(bu 7”1) o '51(577 Tk)) = 51(57 Tol(Tl e Tk)) = 51(b,p1(a)).

3.B. And Bob, knowing py(b) = Ty, (u1 - --up) with u; € {t1,...,,}, com-
putes from Alice’s public key

Téz (ﬁz(aa Ul) e '52(60, Uk/)) = 52(667 T.IQ(U1 e Uk/)) = 52(@,292(5))-

4.A. Alice computes K := 7 (a, 81(b, p1(a))).

4.B. Bob also computes the shared key o (b, 52(a, p2(b))) Y K.

First we consider the most natural special case of this scheme. Let be
M = N = S. This implies that the functions g;,~;, for ¢ = 1,2, induce
further binary operations on M. In particular, we introduce the notation
x *;y = Bi(z,y). Now, the homomorphy condition (1) reads as

z#; (Y1 0 y2) = (T *y1) 0 (T y2) Va,y1,y2 € M (i =1,2).

If additionally *; = e; = o; holds for ¢ = 1,2, then M is an LD-system with
two (left) self-distributive operations *j,*s. A key agreement using two LD-
structures on the infinite braid group is described in section 6.4.

Another specification of our general magma-based scheme is discussed in the
next subsection.

6.3.2 AAG-like scheme based on a simultaneous decom-
position problem

We consider the following specifications of the AAG scheme for magmas:
Let G = M = N be a group, and set S = G?. The group multiplication
symbol in G will usually be omitted. The operations e;,0, (i = 1,2) on G
are defined by

Tey=rey=xoiy=c0y=rey:=71Y I,
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and the functions £, B2 : G? x G — G are defined by

Bi((z1,72),y) = Bo((21,22),y) = B((71,22),y) = T1yT2.

B(z,-) fulfills the homomorphy condition (1), for all * = (z1,22) € G2
because

B((z1,22),y1) ® B((21,22),42) = (11y172) @ (T1Y272) =
($1y1$2)x51951$f1(951911’2) = xl(y1y§1y1)$2 = (21, 72), y1 ® Y2).

Alice and Bob publicly assign sets {si1,...,sn},{t1,...,tn} C G, respec-
tively. The secret key spaces of Alice and Bob are SK4 = G x S4 and
SKp = Sp x G, where Sy = (s1,...,5m)e and Sp = (t1,...,t,)e denote
submagmas of (G, e) generated by the publicly assigned elements.

The projections pi,ps : G* — G and the functions v;,7v, : G2 x G — G are
defined by

pl(‘xay) =Y, p2(x7y) =x and ’)/1<<I1,£L’2),y) = 1y, ’}/2<<(L’1,l’2>,y) = Yyrs.

These definitions satisfy condition (3), because

m(a, B(b,pi(a))) = 7(a, B(b,ar)) = 7 (a; biayb,) = a(barbr)
= (alblar>b7“ = 72([)7 albla?‘) = 72<b7 B(CL, bl)) = 72<b7 ﬁ(a’ap?(b)))

for all @ = (a,a,),b = (b, b.) € G*

Now, consider the right part of Alice’s key a, = To(r1,...,7%) € Sa with
ri € {s1,...,8m}. If we view a, as a word in the s;’s, then we observe that a,
is self-reverse and the exponent signs of a, alternate, beginning and ending
with a positive sign. For example, we have

(rrery)e(rye(ryers)) = 7’11”2’1r1r§1r4rg1r4r§1r1r;1r1.

While in this scheme alternating exponent signs are essential to gurantee
that condition (1) holds, the self-reverse property turns out to be superflous.
Therefore, we give up this restricted key choice and define modified secret
key spaces by SK, = G x SK{) and SKz = SKY x G with

SKg) — {uluglu;z,uzl .. 'U2_l/1U2[/+1 | U] < {tl, e 7tn}v1 S j S llal, € N}

Alice and Bob have to perform the following protocol steps.

1.A. Alice generates her secret key (a;,a,) € G X SKX).
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1.B. Bob chooses his secret key (b, b,) € SKg) x G
2.A. Alice computes the elements a;t1a,, ..., at,a,, and sends them to Bob.

2.B. Analogously Bob computes the elements b;s1b,, ..., bs,,b., and sends
them to Alice.

3.A. Alice, knowing a, = 7“17”2_17“37"4_1“-7“2_117"21_,_1 with 7, € {s1,...,Sm},
computes from Bob’s public key

(b1, ) (byraby ) "t (byraby) - - - (byroghy) ~ (byroys 1 by)

1 1
= b(rirg T3y Tot1)br = biab,.

3.B. Bob, knowing b, = uluglu;z,ugl---u;l,lumzﬂ with u; € {t1,...,t,},
computes from Alice’s public key

(wura,) (@usa,) " (quza,) - - - (quapa,) ™ (auari1a,)

1 1
= a(uuy Uz Uy Ugpi)ar = aibia,.

4.A. Alice computes K := a;(ba.b,).
4.B. Bob also computes the shared key (a;b;a, )b, = K.

In order to break this scheme an attacker obviously has to solve the
following

Base Problem:
INPUT: Element pairs (s1,8]),...,(Sm,s,) € G* and (t1,t)),..., (t,,t)) €

m

G? with s} = s, V1 <4 < m and t}; = atja, V1 < j < n for some

(unknown) a;, b, € G, b € SKg), a, € SKX).
OBJECTIVE: Find K = a;ba,b,.

A successful attack on Alice’s secret key requires the solution of the fol-
lowing

n-SDP (n-Simultaneous Decomposition Problem):

INPUT: Element pairs (t1,1)),..., (tn, ) € G* with t}; = aitja, V1 < j <n
for some (unknown) a; € G, a, € SKX).

OBJECTIVE: Find elements o) € @, a, € SKY with ajtja, = t; for all
7=1,...,n.

A solution (aj,al) to this n-SDP satisfies the property ajya,. = a;ya, for all

yes Kg).

Analogeously, a successful attack on Bob’s secret key requires the solution of

the following
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m-SDP (m-Simultaneous Decomposition Problem):

INPUT: Element pairs (s, 8]), ..., (Sm, s,,) € G* with s} = b;s;b, V1 <i<m
for some (unknown) b, € SKg), b, € G.

OBJECTIVE: Find elements b, € SKW, b, € G with bjs;b. = | for all i =
1,...,m.

A solution (b},0.) to this m-SDP satisfies the property bjab, = bzb, for all
S SKX).

Therefore, a solution to both problems provides the attacker with the shared
secret, because

(abja,)b, = (abja, )b, = ai(bab,) = abad,) = K.

Here the first and the last equality hold, because 0] € SKg) and a, € SKX),
respectively. Alternatively, we can use equality chain

ay(bjayby) = ay(biaybr) = (b, )b, = (abia )b, = K,

where here the first and the last equality hold, because a,. € SKX) and

b € SKg), respectively. Further, the first equality chain shows us, that it

is sufficient to find a solution (aj,a.) € G* to the n-SDP and a solution

(b, b)) € SKg) x G to the m-SDP. Analogously, the second equality chain
shows us, that it is sufficient to find a solution (aj,al) € G x SKX) to the
n-SDP and a solution (b},4.) € G* to the m-SDP.

Nevertheless, such observations seems to have no practical relevance. A solu-
tion (aj, a).) to Alice’s n-SDP satisfies (for all 1 < j < n) ajt;a) = a;t;a, which
is equivalent to ¢; ' (a; 'a})t; = a,(a])~". For "generic" instances, it seems to
be completely unprobable that nontrivial solutions (aj, a..) with a # a; and?
a, # a, exist.

But it is very important to note that the knowledge of one secret key, e.g.
Alice’s key (a;,a,) € G X SKX), is not sufficient for an attacker to obtain the
shared secret K, because he needs not only a, expressed in the generators of

the group G, but rather an expression of the form
ay = r17ry rarg Ti17’2l+1 with 7, € {s1,...,Sm}
We close with the trivial remark that Alice can choose the left part of her

secret a; from any arbitrary secret subgroup H; of G. Analogously, Bob can
select b, from any arbitrary secret H, C G.

3Note that a) = a; & a. = a,.
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6.4

Key agreement based on shifted conjugacy

Recall from section 6.1 the shifted conjugacy operation % and the "reverse"
shifted conjugacy operation * in By defined by

zxy=shr ' o -shy-2 and x%y= xshy-o;she'.

Both operations satisfy the left self-distributive law.
We propose a key establishment protocol using these LD-structures in By,
where Alice and Bob have to perform the following protocol steps.

0.A.

0.B.

1.A.

1.B.

2.A.

2.B.

3.A.

3.B.

4.A.

Alice publicly assigns elements sq,...,s,, € By.
Bob publicly assigns elements t,...,t, € By.

Alice generates her secret key a € Sy, where Sa4 = (s1,..., S;u)« denotes
the sub-LD-system of (By,*) generated by {si,...,$n}. Therefore
she chooses a planar rooted binary tree 1" with k leaves and elements
71y .., Tk with r; € {s1,..., 8, } such that a = T, (r1, ..., 7%).

Bob chooses his secret key b € Sp, where Sp = (t1,...,t,)s denotes
the sub-LD-system of (By, *) generated by {¢i,...,t,}. Therefore he
chooses a planar rooted binary tree T’ with k&’ leaves and elements
Uy, ..., up with u; € {t1,...,t,} such that b = T7(uq, ..., up).

Alice computes the elements a~'¥ty,...,a '¥t,, and sends them to
Bob.
Analogously Bob computes the elements b= !xsy,...,b ' xs,,, and sends

them to Alice.

Alice, knowing a = T,(ry, ..., rg) for some planar rooted binary tree T'
and r; € {s1,...,Sn}, computes from Bob’s public key

T sry, . b sry) =0 To(ry, ..., me) = b L xa.

Bob, knowing b = T%(uy, . .., ux ) for some planar rooted binary tree 7"
and u; € {t1,...,t,}, computes from Alice’s public key

T;(CL—1>T<U1, e 7CL_1;U,]€/) = a_1>_|<T;(U1’ . >Uk’) = a_]';b‘
Alice computes K :=a (b~ xa) = a~'(shb - oysha - b71).
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4.B. Bob also computes the shared key*

(a='%b)b~" = (a"'shb - oysha)b™! = K.

This scheme can be obtained from the AAG key agreement protocol for
magmas (section 6.3.1) specified by M = N = S = By, e = o7 = x,
& =0y =%, P = py = 1id,

Bi(z,y) =27 xy, Bo(x,y) = a5y, n(z,y) = ly, nle,y) =ya

and SKa = (S1,...,8m)s, SKp = (t1,...,ts)s.

In order to break this scheme an attacker obviously has to solve the
following

Base Problem:

INPUT: Pairs (s1,8)),.-.,(Sm,s,,) € B and (t1,t)),...,(t,,t,) € B% with
sp = b7l xs; = shb-oyshs; - b7 V1 < i < m oand t) = a”'%t; =
a~'sht; - oysha V1 < j < n for some (unknown) a € Sa = (s1,..., Sm)s,

SB - <t1, e 7tn>>?
OBJECTIVE: Find K =a (b7 % a) = (a7 *%b)b~! = a~'shb - oysha - b7 L.

But a successful attack on Bob’s secret key requires the solution of the
following

m-SGShCSP (m-Simultaneous Generalized Shifted Conjugacy Search Problem):

INPUT: Pairs (s1,8)), ..., (Sm,s,,) € B& with s; = b~! xs; = shb- oyshs; - b~*
V1 < i <m for some (unknown) b € Sg.

OBJECTIVE: Find an element ¥’ € S with 0! xs; = b~ x 5; for all i =
1,....,m.

Analogously, Alice’s secret can be attacked by solving a n-simultaneous (re-
verse) shifted conjugacy search problem.

n-SGShCSP (n-Simultaneous Generalized Shifted Conjugacy Search Problem):

ny ¥n
V1 <i < n for some (unknown) a € Sy.

OBJECTIVE: Find an element o' € Sy with o' ~'%t; = a 'xt; for all j =
1,...,n.

INPUT: Pairs (t1,t)),..., (tn,t,) € By with t; = a7 '%t; = asht; - oysha™"

*If we define the shifted commutator as [a,b]*" = a~!shb~! - oysha)b, then the shared
key is K = [a,b™1]sh.
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Since a solution b’ € Sp to the m-SGShCSP satisfies the property b'~!
x =0b"1xx for all x € Sy, a solution to both problems (m-SGShCSP and
m-SGShCSP) provides the attacker with the shared secret, because

a7 xd)y=ad (b xd) = (@D = (a7 k)b = K.

Here the last equality holds, because b € Sg. We observe that it is sufficient
to find a solution a’ € By to the n-SGShCSP and a solution ¥’ € Sg to the
m-SGShCSP.

Analogously, a solution o’ € S4 to the n-SGShCSP satisfies the property
a Y%y = a sy for all y € SKp. Therefore, we can also use the equality
chain

(@ %W = (a7 wW  =a 'V xa) =a (b xa) = K.

Here the last equality holds, because a € S4. We observe that it is sufficient
to find a solution a’ € S4 to the n-SGShCSP and a solution ' € By to the
m-SGShCSP.

Nevertheless, as in section 6.3.2, such observations seems to have no practical
relevance. A solution a’ to Alice’s n-SGShCSP satisfies (for all 1 < j < n)
a'~'kt; = a~'xt; which is equivalent to

a'sht; - oysha’ ™! = asht; - oysha™ V1 < j <n.

For "generic" instances, it seems to be unprobable to us that there exists a
nontrivial solution a’ with o’ # a.

But it is very important to note, that the knowledge of one secret key, e.g.
Alice’s key a € Sy, is not sufficient for an attacker to obtain the shared secret
K, because he needs not only a expressed in the generators of By, but rather
an expression of the form

a="T.ry,...,r,) with r; € {s1,...,8n}
where T is a planar rooted binary tree with grafting x.

Since the base problem of our key agreement scheme is a multi-simultaneous
search problem, where several shifted conjugated pairs are given, length at-
tacks may apply very well against this problem. Nevertheless, at the current
stage, pure length attacks do not seem to affect the SCSP (a related problem)
for cryptographically relevant parameters [GK™02, GK™*06].
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