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0 Management-Zusammenfassung

Das Projekt WIPTEL hat eine Architektur fir den Aufbau von IP-Telefonie an wissenschaftlichen
Institutionen entwickelt und aufgezeigt, wie sich diese [IP-Telefonie-Inseln innerhalb des
Wissenschaftsnetzes zu einer integrierten IP-Telefonie-Infrastruktur zusammenschlieRen lassen.
Hierzu wurden am Markt verfligbare Produkte evaluiert, teilweise beschafft und getestet, um eigene
Systemkomponenten erganzt und in eine gemeinsame IP-Telefonie-Umgebung integriert.  Als
Ergebnis ist eine Referenzinstallation im Bereich Digitale Medien und Netze des TZI der Universitét
Bremen entstanden, die heute im Regelbetrieb alle Mitarbeiter untereinander und mit dem
oOffentlichen Telefonnetz verbindet und dabei unterschiedliche Technologien integriert. Spezielle
Infrastrukturkomponenten und ein Namens- und Nummernplan gestatten das einfache Einbinden
beliebiger weiter Standorte in diese offene IP-Telefonie-Umgebung.

Bei den Entwicklungen im WIPTEL-Projekt wurden zwei wesentliche Schwerpunkte gesetzt: zum
einen die Orientierung an internationalen Standards und zum anderen die Konzentration auf die
Bereitstellung einer Infrastruktur (dies im Gegensatz zu einem mdglichen Schwerpunkt auf
Endgeraten).

Mit der Zielsetzung einer offenen Kommunikationsplattform wurde der Einsatz proprietérer Systeme
(wie sie im Bereich traditioneller TK-Anlagen dominieren und auch fiir IP-Telefonie von
verschiedenen Herstellern angeboten werden) friihzeitig ausgeschlossen.  Derart geschlossene
Losungen sind gerade im Wissenschaftsnetz mit seinen vielen unabhéngigen Entscheidungstragern in
den angeschlossenen Institutionen nicht anwendbar. Aus dem gleichen Grund wurden auch die
verfligbaren standardisierten Alternativen — H.323 und SIP — gleichermalen beriicksichtigt und ein
Protokoll-agnostisches Infrastrukturkonzept entwickelt.

Die Konzentration auf Infrastrukturkonzepte und -komponenten von Beginn an und vor allem mit der
Entscheidung, eigene Entwicklungen hier einzubringen, anzupassen und (weiter) zu entwickeln haben
entscheidend zum Erfolg von WIPTEL bei der Systemintegration sowie bei der Anpassung an das
akademische Umfeld beigetragen. Der Einsatz eigener Verwaltungssysteme (H.323-Gatekeeper, SIP-
Server) und Gateways ist die Basis fiir die Integration andernfalls inkompatibler Endgeréte, fiir
Protokoll-unabhangige, den institutionellen Verhdltnissen angepafite Benutzerverwaltung und fir
standortiibergreifende Namens- und AdrefRauflésung.

Die pragmatische Herangehensweise zum Erzielen kurzfristiger Ergebnisse kombiniert mit einer
zukunftssicheren Architektur haben so zu einer funktionsfahigen Umgebung gefiihrt, in die noch in
der Entwicklung befindliche Technologie schrittweise zum Einsatz gebracht werden kann: in Form
von Produkten (sobald verfugbar) wie auch in Form von eigenentwickelten Prototypen.

Trotz aller inhaltlichen Erfolge ist kritisch festzustellen, da3 der Projektfortschritt in WIPTEL eine
splrbare Verzogerung erfahren hat: der standortiibergreifende Pilotbetrieb begann erst kurz vor
offiziellem Projektabschluf® und bezieht auch nur zwei (statt der geplanten drei) externe Partner ein.
Als primare Ursache hierfar sind die groRen Schwierigkeiten bei der Beschaffung standardkonformer
Komponenten zu nennen: Nichtverfligbarkeit von Produkten, Lieferengpésse bei den Herstellern und
so gut wie keine Teststellungen haben zu deutlichen Verzégerungen und nicht unerheblichen Kosten
gefihrt. So konnte die Referenzinstallation erst spat im Projekt mit einer Vielzahl verschiedener
Produkte ausgestattet werden, eine wichtige Voraussetzung fir die Anbindung der externen Standorte
mit ihren heterogenen Infrastrukturen. Als Resultat sind die standortiibergreifenden Tests im
Wissenschaftsnetz noch nicht abgeschlossen, so daf3 hierzu ein separater Erfahrungsbericht erst im
Jahr 2001 vorgelegt werden kann.

Zu IP-Telefonie allgemein 1&Bt sich als Resimee festhalten: IP-Telefonie ist im Prinzip verfugbar,
aber ihre Entwicklung ist weitem noch nicht abgeschlossen: Heutige IP-Telefonie-Produkte sind noch
weit von einer ubiquitar einsetzbaren Plug&Play-Technologie entfernt. Der potentielle Nutzer muf
sein Anwendungsgebiet und die zur Verfiigung stehende Technologie genau kennen, will er IP-
Telefonie in einem zukunftsweisenden Sinne einsetzen und nicht nur seine (bestehende) TK-Anlage
auf der Basis von Paketvermittlung ersetzen. Daruber hinaus sind Standardkomponenten (Telefone,
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Gatekeeper/Proxies, Gateways) meist nur in homogenen Umgebungen nutzbar, da die Hersteller zum
einen keine wohldefinierten Schnittstellen zur systemunabh&ngigen Kopplung verschiedener
Standorte anbieten und zum anderen die Systeme selbst nicht immer vollkommen standardkonform
implementiert und deshalb nur begrenzt interoperabel sind. SchlieBlich weisen alle betrachteten IP-
Telefonie-Systeme einen wesentlichen Mangel auf: Sie verfuigen nicht tGber die Sicherheitstechnik, die
notwendig ware, um eine sichere IP-Telefonie-Umgebung aufzubauen. Statt etablierter
kryptographischer Verfahren verlassen sich die Hersteller in den ersten Versionen ihrer Produkte
mehr auf Security by Obscurity. Auf dieser Basis lassen sich (zumindest im universitdren Umfeld)
keine Telefoniedienste mit verursachungsgerechter Kostenzuordnung betreiben.

Der Einsatz eigenentwickelter Infrastrukturkomponenten mit (herstellerspezifischen) Erweiterungen
konnte die Inkompatibilitdten von Systemen verschiedener Hersteller weitgehend ausgleichen. Auf
diese Weise lielR sich der Kern fir eine standortiibergreifende Infrastruktur im Wissenschaftsnetz
aufbauen, die auch nach dem Abschluf? von WIPTEL zun&chst als Serviceleistung von TZI DMN fir
Institutionen des WiN weiterbetrieben wird.
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1 Introduction

The WIPTEL project headed by TZI/DMN was aimed at putting the high-performance IP connectivity
provided by the German research network (WiN) to use as a test bed for introducing IP telephony and,
in a subsequent step, to provide ubiquitous IP telephony connectivity (and the adjunct services) in the
German research environment.

This came at a time when many research institutions were (and still are) facing investment decisions
with respect to replacing or expanding their existing telephony infrastructure, which currently mainly
consists of large PBXs with proprietary phones and interfaces. It was important for someone to take
the lead in exploring possible solutions for the specific requirements of academia. Obviously, the
premier provider of IP connectivity to the scientific community in Germany, the DFN, was in a rather
good position for this role.

Therefore, the WIPTEL project was set up at the TZI to investigate the particular requirements of
academic institutions and devise a prototype solution for introducing IP telephony as a regular service
within and across such institutions that are part of the German Research Network (WiN).

This deliverable, the “Infrastructure and Deployment Report™, concludes the second phase of the
WIPTEL project, which mainly included designing, implementing and refining the WiN and site
infrastructure proposed in the preceding deliverables.

While the remainder of this chapter is dedicated to an overall wrap-up of the project, the subsequent
chapters are structured as follows: Chapter 2 provides an update on standards and protocols. Chapter
3 illustrates the (possible) integration of the current POTS numbering space with those proposed for
IP-telephony. Chapter 4 depicts the proposed WiN infrastructure, whereas Chapter 5 depicts the
proposed site infrastucture. Chapter 6 lists the IP-telephony software developed by the TZI relevant to
WIPTEL. Chapter 7 shows the current state of the testbeds (Berlin, Hannover, and Bremen) within
WIPTEL. Finally, Chapter 8 concludes this deliverable. Appendix A and B contain more information
from resp. on our testbed partners: RRZN at the University of Hannover and GMD Fokus in Berlin.

1.1Fields of Activity

The many different activities within the WIPTEL project can be grouped into four main fields. These
are briefly summarized in this section. All of them originate (or were already proposed) in the original
project proposal that set the direction for this project.

1.1.1 Evaluation of Vendors and Products

As stated, the WIPTEL project was aimed at developing a reference configuration for an IP telephony
infrastructure that is heterogeneous in two respects:

¢ both H.323 and SIP were (and still are) considered for use within the local infrastructure and were
to be integrated to form a coherent environment, and

¢ hardware as well as software solutions for endpoints, gateways, and management components
from different vendors were to be integrated to avoid dependencies on a particular supplier from
the very beginning.

The architecture developed in WIPTEL was to support both dimensions of heterogeneity. Therefore,
an evaluation of the available products (and thereby, also their vendors and their VoIP strategies) was
an important part of the project. While only deliverable 1 was fully devoted to this topic, it has been
updated in all other deliverables and carried on throughout the project, eventually leading to the TZI
IP-telephony test lab depicted in chapter 7 of this deliverable.

Evaluating the vendor strategies included a series of vendor presentations at the TZI in the first
months of the project.

While testing showed that the heterogeneity wished for can be implemented, it should be mentioned
again (as in deliverable 4/5), that obtaining components fitting our needs has been a tedious process
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that has only recently become slightly easier. For example, regarding the somewhat limited protocol
heterogeneity in our test lab, we have only now, finally, been able to buy additional SIP phones.

Direct support for the WIPTEL project from the vendors has not increased in general, though. We still
could not obtain loaner equipment. Then, there have been quite a number of issues with their protocol
conformance. (At least, the bug reports generated by us brought some of the vendors’ attention to us.)

Finally, the implementation of security standards and protocols is generally not well-progressed. This
currently limits the production use of IP-telephony in all cost-incurring areas, e.g. (an available-to-all
access to) gateways to the POTS.

1.1.2 Design of WiN and Site Infrastructure

While IP-telephony solutions that only service a single site or even zone (e.g. a working group) have
been available (at least in theory) for quite some time, expanding this to a wide-area approach has
been the technically most challenging part of the project. The WiN and site architecture proposed by
us has been introduced in deliverable 3 and refined in deliverable 4/5 (““Site and WiN Infrastructure
Specification”) and again in sections 3 through 5 of this deliverable. Their most salient characteristics
can be summarized as follows:

¢ The architecture is protocol agnostic.While industry has converged on a single standard (RTP) for
the transport of voice information, there have been and will be two families of standards in use for
control (H.323 and SIP) and probably an even larger set for administration. As the DFN member
institutions are autonomous in their choice of local infrastructure, it seems unlikely that a single
standard can be forced onto them by DFN.

¢ The architecture affords full autonomy to the institutions. DFN provides basic rules for bilateral
and/or multilateral interoperability, with the objective to minimize the amount of rules required.
Until appropriate administration protocols (such as TRIP for call routing, see section 4.1.3) are
available, a central DFN database is maintained and automatically distributed to participating
member institutions. During the course of the WIPTEL project, central components for control
and administration are set up in the TZI; later, these components can be distributed in the WiN.

Note: This has been put into practice within the WIPTEL testbed. Also, the TRIP implementation
by the TZlI is continuously maturing.

¢ Introducing billed services is exceedingly difficult, both for technical reasons (e.g., the difficulty
of setting up secure AAA protocols) and in particular because of the contractual implications.
Since it was deemed unlikely that results could be achieved during the short time of the WIPTEL
project in the first place, the architecture instead focuses on services that do not require
accounting and billing between institutions. However, there still isn’t anything that would prevent
institutions to offer billable services either internally or on the basis of bilateral agreements with
other institutions; this possibility has been taken into account in the WIPTEL architecture.

For the latest additions to the architecture resp. numbering plans summarized here, please refer to
section 3 of this deliverable.

1.1.3 Setup of Testbed and Support Website

Creating a WIPTEL VolIP testbed based on the aforementioned local and wide-area architecture(s) has
been (and still is) the vital next step on the way to put into practice the theoretical considerations we
have made, or, at best, tested in the local setting of our university’s network so far. We are relieved
that this third phase has now started with partners in Hanover and Berlin, as depicted in section 7.

Alongside with this, we intend to build an information base at wiptel.org that will eventually serve as
a hub for all institutions interested in IP-telephony connectivity and services offered by the DFN. This
was originally intended for an earlier point in time, too, but was postponed due to the testbed’s delay.

After the initial testing phase had to be delayed due to the severe problems encountered while trying
to get and then evaluate an adequate range of VVolP equipment from the more prominent vendors, it
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has now been possible to provide initial recommendations, tools and funding to the institutions that
will take part in that testing phase at last. Amongst this phase’s goals are:

¢ Verify and possibly further revise the overall management infrastructure proposed by the TZI on
the site and well as the WiN level. This might eventually yield input e.g. to the ongoing TRIP
development, as the TZI is working on one of the first TRIP implementations on the market.

¢ Verify and possibly revise the inter-gatekeeper enhancements (as well as some vendor-specific
ad-hoc hacks) made to the TZI gatekeeper modified for WIPTEL.

¢ Together with the participating institutions, get a first rough hands-on impression of end-user
VolIP over the existing WiN network. Thereby, identify existing/remaining problems and propose
solutions to them. These might require the cooperation of/steps to be taken by the DFN-NOC.

¢ Raise awareness for VoIP (and thereby the WIPTEL project) within the initial peer institutions as
well as the WIN-connected organizations as a whole. This implicates a thorough, but also prompt
documentation and presentation of the testbed phase and its results.

It should be noted, though, that it wasn’t part of the original project proposal to implement/provide
own components on the present scale. This, together with the inclusion of corresponding testing into
the initial rollout, became necessary after we were unable to aquire more (that is, the initially
expected amount of) test equipment from the relevant vendors, as already noted above.

Candidates as peer institutions were especially those that had already shown an interest in VVoIP at the
research level and had participated in the relevant standardization organisation working groups,
conferences and the like. This will, for example, ensure quality feedback that will enable the inclusion
of user-level peers in the subsequent phase.

1.1.4 Work on Standards and Protocols

The WIPTEL project has been characterized by the requirement to coordinate the project activities
with the contributions to ITU-T and IETF standardization being developed in parallel by the TZI.
Future-proofing the investments soon to be made in IP-based telephony in the research environment
requires understanding the rapidly progressing standardization (both at a formal level and in the form
of industry trends) and converting this understanding into practical interoperability. In this regard,
TZI staff has actively participated in ITU-T as well as IETF activities throughout the whole of the
project.

Based on our experiences in the field of standards and standardization, we have proposed a set of
rules early in the project (see deliverable 3) that we have stuck to. We recommend this be continued
in the further deployment of IP-telephony within the DFN resp. the German research network.

¢ The IP telephony infrastructure must be based upon international standards where possible and
should not consider solutions using proprietary protocols in their place. Main stream standards
should be followed rather than particular profiles developed by consortia for specific user
communities.

¢ Functionality and services in the WIPTEL project shall be driven from the edges; that is,
functionality shall be provided and enriched from the institutions with the WiN acting only as a
transport platform and facilitator (not dictator) of services provided. Therefore, WIPTEL is to
follow the Internet end-to-end architecture rather than the network-centric approach of the
traditional telephone environment.

¢ This leaves H.323 and SIP as protocols to be considered. It is important to keep the WIPTEL
infrastructure protocol-agnostic with respect to the call signaling protocol (SIP vs. H.323). H.323
and SIP infrastructures should use common data bases for administration, call routing, service
provision, etc. as far as possible.

¢ The local infrastructure components should be kept independent from the protocols and
infrastructures for inter-domain communication and back end services, to facilitate supporting
rapid evolution in a multiplicity of inter-domain and back end protocols. In the short term, a fully
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standardized inter-domain communication platform cannot be implemented based upon readily
available commercial products.

¢ A heterogeneous environment — within the WIPTEL infrastructure as well as at the institutions
— needs to be supported. This applies to vendors and products as well as to protocols. In the face
of system heterogeneity, transparent call completion from any endpoint to any other endpoint is
required: this necessitates running signaling gateways (SIP to H.323) as part of the WIPTEL
infrastructure. For communication with the traditional telephone network, IP telephony gateways
to PSTN/ISDN need to be provided as well.

TZI staff will continue to be highly visible in the field of ITU-T and IETF standardization, not only
regarding IP-telephony.

1.2Past Deliverables

So far, we have presented five WIPTEL deliverables, albeit in different ways. D1, D3 and D4/5 were
handed in as full reports, whereas D2 has been a status report given as a presentation at DFN in
Berlin. The following briefly summarizes the content of these deliverables, as laid out in the
preceding section.

¢ The initial deliverable 1 presented an overview over the existing as well as available IP-telephony
components. Deliverable 1 is dated 16.9.1999.

¢ Deliverable 2 was presented as an interim review of the WIPTEL architecture and progress report
at the DFN in Berlin in late 1999.

¢ Deliverable 3 defined the system architecture of the WIPTEL project, starting from a discussion
of IP telephony services, an overview over the (then) current state of and future outlook on
pertinent standards and protocols, an outline for the potential uses of IP telephony in the WiN,
going into more detail on the system architecture for local IP telephony structures as well as
global WiN structures. Deliverable 3 is dated 1.12.1999.

¢ Deliverable 4/5 documented the first version of the WIPTEL site reference configuration made up
of commercial of the shelf (COTS) IP telephony components for endpoints (stand-alone IP
telephones) and gateways as well as various implementations developed by the TZI (prior to
WIPTEL but adapted to the WIPTEL needs as part of the project) as well as software from the
public domain. The management components for a site and/or institution (Gatekeepers) were (and
still are) entirely made up from software developed at TZI; several commercial products have
been tested as well. Furthermore, deliverable 4/5 elaborated on the implementation of the first
step of the concept for the WiN-wide distribution of call signaling information that was outlined
in deliverable 3. This included providing a server infrastructure at TZI for collecting IP telephony
routing information from all institutions, processing the input to create an IP telephony routing
database and disseminating this result. Deliverable 4.5 is dated 20.7.2000.

This deliverable is dated 11.12.2000. There will be an additional deliverable 7 covering the results of
the testbed phase.
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2 Update on Standards and Protocols

This chapter provides a brief update on progress in ITU-T standardization, assuming that the reader is
familiar with the basic technology. It was taken from packetizer.com ,maintained by the editor of the
H.323 standard. For an introduction to the current issues regarding SIP, please refer to appendix B.2.

Many new enhancements have been introduced into the market-leading VolP protocol H.323. Version
4 will be approved November 17, 2000 and contains enhancements in a number of important areas,
including reliability, mobility, and flexibility. New features will help facilitate more scalable Gateway
and MCU solutions to meet the growing market requirements. H.323 has been the undisputed leader
in voice, video, and data conferencing on packet networks, and Version 4 makes strides to keep H.323
ahead of the competition. Gateway Decomposition

Recognizing the need to build larger, more scalable gateway solutions for carrier solutions, the ITU-T
SG16 worked jointly with the IETFto produce the new Recommendation H.248, which describes the
protocol between the Media Gateway Controller (MGC) and the Media Gateway (MG). To support
this "decomposition” of the Gateway, H.323 contains a new section that describes some of the various
architectural designs that may be achieved by decomposing the Gateway into the separate MGC and
MG.

In addition, text exists to explain how the other protocols utilized within the H.323 system may be
utilized in order to produce a complete system. Considering the various needs of enterprises, service
providers, and equipment suppliers, H.323 discusses Access and Trunking Gateways as used in both
the services provider and enterprise markets and suggests possible ways of dealing with FAS and
CAS signaling.

Multiplexed Stream Transmission

One weakness with the current usage of RTP is difficulty in synchronizing the separate audio and
video streams. Version 4 now includes an optional procedure which allows both video and audio to be
multiplexed in a single stream. This will assist endpoints in syncronizing video and audio so that
presentation to the user looks more natural.

Supplementary Services

One of the most important features of a VolP protocol is its ability to provide services to the service
provider and end users. H.323 has a rich set of mechanisms to provide supplementary services.
Version 4 introduces a few more which strengthen the protocol in this regard. In addition to the new
Annexes K and L and the new H.450.x documents (described below), there is a new section in the
main body that attempts to "tie it all together" so that the reader can better understand when and
where to apply specific service models.

Annex K/H.323

The new Annex K describes a means of providing HTTP-based control for H.323 devices. With this
Annex, service providers have the ability to display web pages to the user with meaningful content
that ties into the H.323 systems. In essence, it is a third party call control mechanism that utilizes a
separate HTTP connection for control. This should not be confused with the simple ability to redirect
a user to a web page-- something that H.323 has been able to do since Version 2. Rather, this is a new
"service creation” environment, which is unlike anything described to date. In addition, because the
procedures for HTTP-based do not need standardization, new features may be introduced without the
delay introduced by any formal standardization process.

Annex L/H.323

Annex L provides a new "stimulus-based" control mechanism for H.323. With Annex L, an H.323
device may communicate with a feature server to provide the user with various services. The H.323
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endpoint may possess some intelligence, but some intelligence may reside only in the feature server or
multiple feature servers. Annex L builds on the strengths of the "package” concept introduced in
H.248, so the feature possibilities are numerous. More importantly, because anyone may define and
publish package specifications, new features may be introduced without the delay introduced by any
formal standardization process.

Annex M.1/H.323

The purpose of this annex is to give guidance how the generic tunnelling mechanism described in
section 10.4 of H.323 can be used to tunnel QSIG over H.323 networks.

Annex M.2/H.323
Tunnelling of signalling protocols (ISUP) in H.323.

H.450.8 - Name ldentification Service

H.450.8 builds upon H.323 “caller identification" procedures by providing a standard means of
conveying user identification data to the remote endpoint.

H.450.9 - Call Completion

This new supplementary service definition provides a standard means of allowing calls to complete
when the user is either busy or there is no answer.

H.450.10 - Call Offer

Call Offer (SS-CO) is a supplementary service which, on request from the calling user (or on that
user's behalf) enables a call to be offered to a busy called user and to wait for that called user to
accept this call.

H.450.11 - Call Intrusion

The Call Intrusion supplementary service (SS-CI) enables a calling user A, encountering a busy
destination user B, to establish communication with user B by breaking into an established call
between user B and a third user C.

Additive Registrations

One weakness that previous versions of H.323 had was the inability of a large device, such a Gateway
or MCU, which possessed hundreds or thousands of alias addresses, to register those addresses with
the Gatekeeper. The problem was quite simple: the size limitation of a UDP packet just prevented that
from happening. Version 4 gets around this problem with a new concept called "Additive
Registrations". In essence, an endpoint may register with a Gatekeeper and provide an initial list of
aliases, but then may follow the RRQ with additional RRQs in order to provide the Gatekeeper with a
complete list of alias addresses.

Alternate Gatekeepers

One of the most important aspects of any telephony system is "uptime". Customers do not want to be
without phone service and service providers do not want a loss in revenue. Gatekeeper failure often
results in missed calls, lost revenue, or both. Fields were introduced into H.323v2 to provide for
Gatekeeper redundancy, but the usage of those fields was never fully explained. Version 4 introduces
a new section that details the procedure that endpoints may follow in order to provide some
robustness to the system.

In addition to procedural text, a new field was added to allow an endpoint to indicate whether it
supports the Alternate Gatekeeper procedures. This allows the Gatekeeper to make intelligent
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decisions about redirecting an endpoint to provide for some level of load balancing across
Gatekeepers.

Usage Information Reporting

To help provide accurate billing information, the Gatekeeper may request the endpoint to provide
usage information reporting to the Gatekeeper at various times during the call, including at beginning
of the call, during the call, and at the end of the call. This new capability works well with Annex
G/H.225.0, where usage information reporting may be necessary and when call signaling is not routed
through the Gatekeeper. This feature may also be used by alternate Gatekeepers, which handle the call
termination for a call that did not originate with that Gatekeeper. Usage information reporting
includes the start and end times, the call termination cause, and any non-standard data the endpoint
wishes to provide.

Endpoint Capacity

One very frustrating aspect of many IP telephony services is that calls are often directed to Gateways
or other devices that do not have available capacity to handle new calls. H.323 has had an indicator to
indicate that a Gateway is "almost out of resources", but this cannot be used by other devices, such as
high-capacity conference servers. In addition, indicating that capacity is low says nothing about the
true state of the device. For example, are resources low because one of the two ports on a low
capacity Gateway is in use or that only 20 ports on a 10,000 port Gateway are available?

With Version 4, the endpoints have the ability to provide precise information about resource
availability to the Gatekeeper in a number of messages. The Gatekeeper can use this information to
intelligently route traffic to a device it knows can handle the call. This increases the call success rate,
and, in turn, increases revenue to the service provider.

Caller Identification Service

New fields were added to H.323 Version 3 to describe provide the means of caller identification, but
no description existed for the proper usage of those fields. Version 4 now contains complete text to
explain how to provide caller identification services with H.323.

Tones and Announcements

Version 4 details the procedure for indicating the presence of in-band tones and announcements. Such
tones and announcements are often heard when the destination number is incorrect or unreachable.

In addition to in-band tones and announcements, the Gatekeeper may signal an endpoint to play
specific announcements at various times: pre-call, mid-call, or end-call. This mechanism facilitates
two-stage dialing, for example, where the Gatekeeper may request the Gateway to prompt the user for
additional information. In that case, the Gateway will play an additional prompt to collect a PIN, for
example, and then attempt once again to place the call.

Mapping Aliases

When routing calls, a telephone number in the IP-world may not be sufficient for proper routing into
the SCN. In addition, it might be that a service provider would like to use the same Gateways to
provide Virtual Voice Private Networks, but need some intelligence in a device to perform proper
mapping. With Version 4, a Gateway, for example, can indicate that it can perform alias mapping at
either the ingress or egress side of a call. This will reduce the number of malformed numbers, as well
as provide a means for providing VVVPN services.

Indicating Desired Protocols

When placing a call prior to Version 4, the Gatekeeper had no way of knowing whether or not the
calling party needed special services, such as fax support in a Gateway. With Version 4, however, an
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endpoint may request in the ARQ that the Gatekeeper resolve the address so that the "desired"
protocols are met by the destination endpoint. This will allow a caller, for example, to indicate that it
wants to place a fax call and that only Gateways that support fax should be returned-- there is no point
placing a fax call to a voice-only gateway, after all!

Bandwidth Management

Prior to H.323 Version 4, and endpoint could request much more bandwidth than it actually needed
and, thus, cause network resources to go unutilized. With Version 4, it is now mandatory that an
endpoint make bandwidth requests with a lower value if, indeed, the endpoint is using less bandwidth
than it had initially indicated in the ARQ.

In addition, managing bandwidth for multicast sessions has been nearly impossible since, unless the
Gatekeeper routed the H.245 signalling and carefully monitored the media channels that were opened,
it could not determine whether two endpoints that request bandwidth are actually requesting
bandwidth for a multicast session or unicast session. This becomes a much bigger issue when many
people are participating in a multipoint multicast conference. With Version 4, specific details about
the media channels are conveyed to the Gatekeeper in IRR messages (if the Gatekeeper requests
them), so that the Gatekeeper can better control bandwidth utilization.

Reporting Call Status

Like the issue with large registrations, large endpoints, such as MCUs and Gateways, have trouble
reporting call details to a Gatekeeper due to limitations in the size of a UDP packet. For this reason,
Version 4 now provides a mechanism through which an IRR containing information for multiple calls
may be broken into several distinct messages. This allows the endpoint to convey all of the call details
to the Gatekeeper.

Enhancements to Annex D (Real-Time Fax)

A very useful feature of fax devices is the ability to initiate a voice call and then switch to fax at some
point. Version 4 of H.323 extends Annex D to allow an endpoint to do just that. Along with the
obvious benefit of allowing an IP-based fax device to operate in a similar manner as today's PSTN fax
devices, the media switch is performed in such a way that DSP resources is conserved, which reduces
the overall cost of equipment.

Annex D was also enhanced to utilize TCP for carrying fax data. Previously, UDP was the only real
option for carrying fax data.

Call Linkage

H.323 Version 2 introduced the concept of the Call Identifier, which is a unique identifier that can be
used to identify a call with multiple segments from end to end. However, there is also a need to
associate that call to the original party when a call transfer or other service is invoked, in which the
original participants are no longer present in the call. Version 4 introduces several new fields that
allows equipment to "link" call legs together for this purpose. This provides for, among other things,
more accurate billing for a call.

Tunneling

People understand that when signals are translated from one system to another and then back to the
original signaling, certain information is lost. In H.323 systems used in both public and private
networks, H.323 is often used to interwork between two circuit networks. To provide better
interworking, Version 4 now provides a mechanism whereby QSIG and ISUP may be tunneled
without translation-- essentially, H.323 may act as a transparent tunnel for those non-H.323 signaling
protocols.
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QoS

Quality of Service is very important in any VoIP network. As a first step in improving QoS in H.323
systems, new procedures are defined in H.323 to allow for RSVP when not using Fast Connect.
Obviously, work is continuing in this area in both the ITU and the IETF.

Mobility
Version 4 introduces new procedures for user, terminal, and service mobility. (Details are not yet
available for publication.)

H.245 in Parallel with Fast Connect

H.323 now allows H.245 to be started in parallel to Fast Connect by including H.245 messages in the
Setup message. This allows an endpoint to exchange capabilities in order to determine whether certain
features are supported, such as DTMF support in the Userlnputindication message. In addition, by
starting H.245 early, two endpoints can more quickly establish an H.245 session in the event that Fast
Connect cannot be accepted by the called endpoint.

Generic Extensibility Framework

One of the issues with H.323 as it matures is simply the number of parameters that exist in the base
protocol specification. To prevent continued and unbounded growth of the ASN.1 that defines the
H.225.0 protocol, a generic extensibility framework has been added to version 4. This framework
actually serves two purposes. First, it allows one to send opaque data between H.323 entities without
adding new fields to H.225.0, as just mentioned. Second, it introduces a new means of performing
feature negotiation. The latter is definitely the most powerful use of this new framework.

An H.323 entity may use the generic extensibility framework in order to indicate its supported
features, desired features, and needed features. Entities may exchange this feature information and
may then take advantage of mutually supported features. When routing call signaling, entities in the
middle of the call signaling path may add to or subtract from the specified feature set if those entities
can perform the feature on behalf of one of the endpoints in the call. This means that more
intelligence may be built into the network without having to add such intelligence to the endpoints in
a call.

H.323 URL

The URL scheme "h323" is introduced in Version 4 of the protocol. The H.323 URL will allow
entities to access users and services in a consistent manner, much like other defined URLs allow for
other IP-based services. The form of the H.323 URL is "h323:user@host", where "user" is a user or
service and "host" might be the Gatekeeper that can translate the URL into a call signaling address.

Call Credit-Related Capabilities

An extremely popular service which utilizes IP telephony today is to allow users to dial a Gateway to
place a call (with the anticipation that the call will be much lower than a traditional PSTN call), which
is then charged against a pre-paid calling card or to a user's account. Until now, there has been no
standard means of communicating available funds or for the Gateway to control early call termination
based on available funds. H.323v4 adds these features to the RAS protocol.

DTMF Relay via RTP

H.323 version 4 now allows an endpoint to utilize RFC 2833 to send and receive DTMF digits. This is
important, for example, in order to convey precise timing of DTMF information. Also, it is a logical
choice when the call is routed through the Gatekeeper and the Gatekeeper is not interested in that
information.
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3 Using the WIN for telephony

This chapter is intended to inform about the possibility to use the German Research Network (WiN)
as a telephony provider. The focus of the considerations lies at the migration of PSTN and IP
telephony and the integration of the IP numbering space into the usual numbering space.

3.1 Address Resolution

Besides providing basic IP connectivity at sufficient quality, address resolution for IP telephony calls
constitutes the core requirement for the WiN infrastructure. This task can obviously be split between
the individual institutions and the WiN core. The individual institutions decide for which addresses
(e-mail-style UPIs and fully qualified international telephone numbers) they are able to terminate calls
and export the corresponding information. The policies on how much information to reveal about
services, persons, gateways, etc. as well as to whom to export the information and from whom to
accept calls are determined independently by each institution.

Address resolution is also key to the first value added services to be provided by the WiN as these are
primarily mapping functions. For these services as well as for inter-domain communication, trust
relationships between institutions are needed so that message exchanges for inter-domain
communication can be secured - with the WiN infrastructure providing additional support from the
beginning.

3.2Numbering / Naming Plan

For the development of the individual institutions' numbering plans, this section provides common
guidelines to make the address structure more transparent to users and prevent address clashes
between the different institutions. Obviously, the address structure should exploit that, with IP
telephony, people can be reached by email style UPIs as well as traditional telephone numbers.

The following aspects are recommended to be considered for the telephony numbering plan:
(a) The usual numbering space has to be re-used; i.e. (country and) area code of the institution.

(b) Prefixes for service selection in the internal telephone network should stay the same. The simplest
case is the leading '0' or '9' to dial in order to obtain an outside line. Public institutions in
Germany are additionally connected through a private network ("Behdrdennetz") paralleling the
public telephone network that can be accessed through another dedicated prefix. Finally, per-call
carrier selection is done through a particular prefix as well.

Independently from the originating network (telephone or IP) of the call dialing prefixes should
have the same meaning. An dialing prefix to place external calls to the PSTN should be the same
in both networks and therefore should allow an IP phone user to place calls to the PSTN.

Such a preservation of the calling prefixes is highly desirable, particularly with respect to later
migration to avoid (repeated) changes in telephone numbers.

(c) A new dialing prefix to place externals calls using the WiN should be added. This prefix should
not be limited to IP phones but must be available for conventional phones too. This allows all
users to take advantage of services provided by the WiN for example to use the WiN as a more
cost-effective route to reach the destination.

(d) Besides calling prefixes, also (or only) the extension humbers could be maintained identical for
individuals (or rooms) at an institution. In the ideal case, a caller from a conventional telephone
would dial the same phone number as a user at an IP telephone - and a device (possibly the same
one!) on the same desk / belonging to the same person would ring.

Today, however, at least in academic research institutions, two obstacles immediately spring to
mind:
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e Typically, not every individual has her own telephone number; rather, several employees
share a common telephone set (and thus number). The numbering spaces available may not
even be sufficient to give each individual their own number.

e Numbering plans currently found in institutions (this holds true for Bremen as well as a
number of other universities, enterprises, etc.) have grown over time and do not / no longer
reflect any kind of organizational structure. Rather, telephone numbers seem to have been
assigned (moved around) randomly. If existing numbers are kept in their entirety, this may
prevent the development of a more structured numbering plan (which would also be more
convenient for distributed administration in the IP telephony environment).

A pragmatic and recommendable approach is to keep the old extensions and only assign new
number prefixes (matching the prefixes of newly installed gateways) for IP telephony. This
preserves most of the already memorized telephone numbers (all of the internal ones which are
likely to be predominant anyway) but avoids clashes with external numbers and allows adding
new gateways independently.

To integrate the unstructured numbering plan of the conventional/legacy address space into the
structure of the IP telephony address space the later should contain numbers that map to numbers
in the legacy address space. An institution deciding to provide every single member his own
number would give every user a new number which maps to the number of the users PSTN phone
(if there is one).

IP telephony address space Legacy address space

Figure 1 - Mapping from the IP telephony address to the legacy address space

In addition to telephone numbers, UPI-based addressing for users' PC/workstation-based clients is
needed as well. Again, conventions for naming and naming hierarchies may be helpful. Depending
on the internal conventions of an institution, email addresses (which could nicely be re-used as UPIs)
may have one of the following formats:

« first_name.last_name@domain (but see RFC 1439!),
e user-id@domain, or
« function@domain.

For easier mapping of telephone numbers, an additional format may be considered for local phone
numbers only: phone-number@domain could map to the respective user's or function's email-style
UPI.

Figure 2 shows mapping paths for an integrated name and numbering concept: UPIs are the central
identifiers for persons as well as for groups. A group can be expanded (recursively) to a number of
persons. Both person and group UPIs can be translated into addresses (possibly represented in URL-
style). For destinations in the IP-based network, an address refers to an IP-based endpoint's transport
address plus a signaling protocol, for destinations in the telephone network, an address identifies a
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gateway's transport address to be used plus signaling protocol plus an extension to be called on the
telephone network. Traditional telephone numbers are simply modeled as alias names for groups or
persons.

From IP Network

+494212017027 all@wiptel.de jo@tzi.de jo@134.102.218.1

\ IP Endpoint
Phoneerson
Co—C

Gateway +
Phone No.

From Public Telephone

+494212017027
Network via Gateway

Figure 2 - Name and number mapping process

In addition to such a localized DNS based address resolution scheme for telephone numbers, a scheme
on a broader scale may be developed over time - to which the current scheme will then have to
migrate. This implies for the numbering that all IP-based endpoints need also be included into a
globally mapped telephone numbering scheme - another reason to avoid clashes in the numbering
space from the very beginning.

3.3Intra site infrastructure

To support a seamless migration from PSTN to IP telephony there has to be an interim solution
(which might last for several years or even decades) to mix both techniques. A requirement for such a
solution would be a connection between the PSTN and the IP PBX to route calls from one network to
the other. Most PBXes support prefixes to specify that a call leaves the internal network which
technically results in a mapping of a prefix to a trunk. To connect an IP PBX a recommended way is
to add a prefix in the PSTN PBX that leads to IP PBX.

ﬁ1042121877123456 \ 042121877123456 / \

0104212182972 04212182972 +49421-218 2972

& - =21 [l >

H@ li-— 1 == PSTN (1l H@
PeX |l 1l o1 PBX (Il i

— <A - —

+49421-218

\ Institution A / klnstitution B /

Figure 3 - Shared address space when using PSTN phones
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In the example (Figure 3) the PBXes of both institutions are configured to use the prefix 01 to leave
the local zone into the PSTN and the new created prefix 05 to reach the IP PBX. These prefixes are
only valid for calls that originate in Institution A. To enable an incoming PSTN call to reach an IP
phone the prefix 77 is configured to reach the IP PBX (see below).

To reach a destination in institution B a user at an PSTN phone at A can simply dial the well known
prefix 01 to reach B via PSTN. The PBX must decide if the number is part of the legacy PSTN
address space or the new IP address space. This might be done by using a mapping which maps every
number to either PSTN or IP. For that the new IP address space might be very large it seems more
likely that all IP destinations are combined below a new prefix. Therefore the PBX strips the external
part of the number (in Figure 3 it is 0421218) and decides using the rest number whether to call an
PSTN phone or route the call to the IP PBX.

If the called party is currently unavailable the IP PBX may of course decide to redirect the call to
another IP phone or even back to the PSTN PBX. The redirection may be done from the IP PBX (e.g.
when processing user definable CPL scripts) or from the called IP phone itself.

In the above example no advantage was drawn from the fact that both institutions are connected to the
IP network. With the connection between both PBXes a PSTN user may choose to use the IP network
to route the call to the destination.

A prerequisite is that the necessary information of which IP to use to reach a telephone number are
distributed throughout the IP network. As stated in section 4.1.3 this should be done using the
upcoming Telephony Routing Information Protocol (TRIP). With TRIP each IP PBX (to be precise:
the associated border element) advertises the reachable IP phone numbers as well as the reachable
PSTN numbers. By exchanging those information each IP PBX knows which IP address is the next
hop to the target.
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Figure 4 - Routing calls via the Internet

On the caller side this scenario is similar to the scenario explained before. The PSTN user simply
dials another prefix which causes the call to be routed via IP. However the side of Institution B differs
from the other scenario: There is no dedicated prefix to reach PSTN phones as it was in Figure 3. The
IP PBX uses a mapping to decide which destinations are located behind the PBX and should be routed
there.

S. Prelle / N. Pollem / J. Ott / C. Bormann T&i 23/110



Infrastructure and deployment report WIPTEL Deliverable 6

( O ‘ 0

+49421-218
il SR N T
k"""‘ il PSTN - — =
PBX Ml 1] WPBX [T

=)
R I

01
P
~ 1
= - =l =
N
0504212182972 TRIP
050421218123456

\ Institution A /

Figure 5 - Routing IP calls

Not very different from routing calls from PSTN via IP is the routing of calls from IP phones via IP.
In the first scenario as well as in this scenario the user on the phone chooses the transport method by
selecting the prefix for the call. If the PSTN prefix was dialed the PBX is involved in addition to the
IP PBX. The side of institution B is the same as in the scenario before.
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Figure 6 - Calling PSTN targets from an IP phone

While users on PSTN phones have to dial a prefix to reach an IP phone, even an internal IP phone
users at IP phones just need a prefix for external calls. The mapping data of the IP PBX (see above)
allows the IP PBX to decide if an internal call must be routed to an IP phone or to the PBX.

When using the prefix for external PSTN calls a user at an IP phone is still able to use services of a
telecom provider or call PSTN targets.

3.4Least cost routing

Along with this architecture comes the possibility to offer least cost routing services. If all IP PBXs in
additions to the destinations of the their institution advertise routes to all destinations in their area and
add pricing information this data may be used for least coast routing.
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Figure 7 - Least cost routing

Two important features are necessary to provide such a least coast routing service:

e All TRIP location servers involved must be aware of the pricing information in the
advertisements of the institution's border elements. Although TRIP requires that a location
servers must keep and advertise those information along with a route even when it does not
understand or support it, least cost routing would be more efficient of all location server choose
the best route regarding to the pricing information.

e There must be a reliable way of billing the originating institution. An site would only allow other
sites to use their gateway for calls in the PSTN if it can be sure to get refunded for the cost
caused by the calls. The matter of how to proof that calls took place (maybe the call logs of both
sites differ regarding routed calls) is an important question for such scenarios.

Both points need further study to make the WiN a least cost routing platform. Without clarification of
those points least cost routing is only possible basing on a trust relationship between to sites.
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4 WiN Infrastructure

This chapter focuses on the address resolution mechanisms for WiN-wide calls. Such a mechanism is
a prereqisite for providing basic call services

When connecting sites in the German Research Network, two major aspects need to be looked at. The
first is the way address resolution is done: How does a border element know where a target outside its
local scope is? The second is of a rather administrative type - how to organize the allocation of hames
and numbers that work as "area codes" for institutions in the WiN?

4.1Inter-domain address resolution

The first step to route a call through the WiN is determining the administrative domain and, there,
finding the entity to be contacted for call completion. Depending on the addressing scheme used to
specify the callee, roughly two alternatives can be distinguished:

1. If that callee is given using an identifier that contains a domain name (such as j o@ zi . de) then
the Domain Name System (DNS) can be used to obtain a further point of contact; this is further
simplified 